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Cybersecurity Is a New 
Profession.

Is It Possible We Don’t 
Have It Right Yet?



No, We Don’t Have 
Cybersecurity Right Yet.



How Did I 
Arrive at This 
Conclusion?



The Dreaded 
Cybersecurity Demo



Creating an Interesting 
Cybersecurity Demonstration 
Can Be a Major Challenge. 



The Copper Plumbing Problem:
Your House Before Copper Plumbing

By BrendelSignature at en.wikipedia [GFDL (http://www.gnu.org/copyleft/fdl.html) 
or CC-BY-SA-3.0 (http://creativecommons.org/licenses/by-sa/3.0/)], via 

Wikimedia Commons
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The Usual Cybersecurity Demo

http://bsdpants.blogspot.com/2010/08/truncated-syslog-messages.html



I Found Myself Facing 
Another Cybersecurity 
Demo...



https://cacr.iu.edu/projects/swip/



Goal: Add Data Integrity Assurances to 
Pegasus Workflows



My Threat Model: Malicious Actors
● Script kiddies out for glory.
● Nation-states trying to 

disrupt/embarrass U.S. 
science.

● Disgruntled insiders.
● Grad students, postdocs, staff 

going for that publication with 
(bogus) phenomenal results.



“Security” Defined by Merriam Webster
https://www.merriam-webster.com/dictionary/security

4: measures taken to guard against espionage or 
sabotage, crime, attack, or escape



Non-malicious Risks...



CERN Study of 
Disk Errors

Examined Disk, Memory, 
RAID 5 errors.

“The error rates are at 
the 10-7 level, but with 
complicated patterns.” 
(e.g., 80% of disk errors 
were 64k regions of 
corruption.)

https://indico.cern.ch/event/13797/contributions/1362288/attachments/115080/163419/Data_integrity_v3.pdf 



Network Corruption

Network router software 
inadvertently corrupts TCP data and 
checksum!

XSEDE and Internet2 example from 
2013.

Second similar case in 2017 
example with FreeSurfer/Fsurf 
project.

https://www.xsede.org/news/-/news/item/6390
Brocade TSB 2013-162-A



TCP Checksum 
Breakdown at Big 
Data Sizes

“We conclude that the 
checksum will fail to 
detect errors for 
roughly 1 in 16 
million to 1 in 10 
billion packets.”



Back To That Demonstration...

ɟ



My Demonstration Fear:
We Add Integrity Assurances.
We Wait For The Integrity Error.
And We Wait...



A Little Insurance:
Chaos Jungle

Inspired by Netflix Chaos Monkey.
https://github.com/Netflix/chaosmonkey

Virtual infrastructure (ORCA) with 
intentional integrity errors.
Now we can test - and demo! - 
how software runs with errors.

https://github.com/Netflix/chaosmonkey/blob/master/docs/logo.png



The Email That Changed 
My Thinking



OSG-KINC

Pegasus workflow from Alexus 
Feltus and William Poehlman 
running on the Open Science 
Grid.

Early user of Pegasus with 
SWIP integrity checking.

Real-world 50k job workflow.

https://github.com/feltus/OSG-KINC



4 Integrity Errors 
Caught - One 
Impacted 56 Jobs!



Broadening My Focus



“Security” Defined by Merriam Webster
https://www.merriam-webster.com/dictionary/security

4: measures taken to guard against espionage or 
sabotage, crime, attack, or escape



“Security” Defined by Merriam Webster
https://www.merriam-webster.com/dictionary/security

1: freedom from danger (safety), freedom from fear 
or anxiety
4: measures taken to guard against espionage or 
sabotage, crime, attack, or escape



Cybersecurity per OMB

"Prevention of damage to, protection of, and restoration of 
computers, electronic communications systems, electronic 
communications services, wire communication, and electronic 
communication, including information contained therein, to 
ensure its availability, integrity, authentication, confidentiality, 
and nonrepudiation."

...No mention of malicious intent.

https://obamawhitehouse.archives.gov/sites/default/files/omb/assets/OMB/circulars/a130/a130revised.pdf



What Does Broadening 
Our Scope to All IT Risks 
Mean? 



● Script kiddies out for 
glory.

● Nation-states trying to 
disrupt/embarrass U.S. 
science.

● Disgruntled insiders.
● Grad students, postdocs, 

staff going for that 
publication with (bogus) 
phenomenal results.

Malicious and Non-malicious Risks



The Risk Pool:
What Keeps A Project Leader Awake

Legal

Physical 
Security

HR

Project 
Mgmt

Malicious 
Actors

Cybersecurity’s 
Focus



The Risk Pool:
What Keeps A Project Leader Awake

Legal

Physical 
Security

HR

Project 
Mgmt

IT Failures

Malicious 
Actors

Broader Focus



Cybersecurity Triad

Confidentiality

Integrity

Availability



Cybersecurity for Science 
Triad?



Efficient

Availability

Collaborative

Fast

Credit: Ian Bird

http://www.abc.net.au/news/2017-10-17/cyber-attack-almost-costs-team-look-at-colliding-neutron-stars/9055816



Trusted

Integrity

Quality Assured

Defensible

http://science.sciencemag.org/content/354/6317/1240



https://www.ncbi.nlm.nih.gov/pmc/articles/PMC5778115/
https://www.acm.org/publications/policies/artifact-review-badging



This Won’t Be Easy



We need to really 
understand the 
needs of science

Are all bits equal?

https://blogs.scientificamerican.com/observations/five-sigmawhats-that/



Reproducibility and Patching:
A Grand Challenge?

https://csrc.nist.gov/publications/detail/sp/800-40/rev-3/final
https://www.wired.com/story/foreshadow-intel-secure-enclave-vulnerability/



We Need to Work With 
Our CI Developers and 
Operators On These 
Risks



• Software must be well engineered to be secured.

• Computers must be well administered to be secured.

• Networks must be well administered to be secured.

• Systems must be understood to be secured.



What’s the Payoff?



Any IT failures create noise cybersecurity 
has to deal with.

We Have to Deal with IT Risks 
Anyways...



Address More Of The Risk Pool

  ==
Better Value To Scientists.

Better Relationship To Science 
Community



Better Understanding of Science

  ==
Better Cybersecurity, No Matter the Scope.

Better Understanding is Better



Trusted CI’s Role



Celebrating five 
years of Trusted CI 
and the NSF 
Cybersecurity Center 
of Excellence

I would add an image of Kevin Thompson if I could find a good one.



We don’t make the 
technology.
We help you make 
sense of it.

Trusted CI:

Provides cybersecurity 
leadership and guidance.

Helps community tackle 
problems and form 
consensus.

http://security.ncsa.illinois.edu/s3i2/



The Trusted CI Broader Impacts Project 
Report

Trusted CI has impacted over 190 NSF 
projects.
More than 150 members of NSF projects 
attended our NSF Cybersecurity Summit. 
Seventy NSF projects attended our 
webinars.
More than 250 hours of training.
Thirty-five engagements (nine LFs).

http://hdl.handle.net/2022/22148



Engagements:
One-on-one Collaborations

Take applications 
every six months.

Accepting 
applications:
trustedci.org/application/ 

Deadline: Oct 1



Addressing Science’s 
Cybersecurity Concerns

New: Security Best Practices for Academic Cloud Service Providers
https://trustedci.org/cloud-service-provider-security-best-practices/

Coming Soon: Software Engineering Guide
Securing Software Supporting Science

Operational Security
http://trustedci.org/guide

Identity Management Best Practices
http://trustedci.org/iam

Open Science Cyber Risk Profile
https://trustedci.org/oscrp/



Building Community
Leading a Conversation



Vision for the Next Five 
Years



Trusted CI 5-year Vision and Strategic Plan

“A NSF cybersecurity ecosystem, formed of 
people, practical knowledge, processes, and 
cyberinfrastructure, that enables the NSF 
community to both manage cybersecurity risks 
and produce trustworthy science in support of 
NSF’s vision of a nation that is the global leader 
in research and innovation.”

Basis for Trusted CI going forward.

I want your feedback! 

http://hdl.handle.net/2022/22178



Example Challenges and 
Initiatives from the 
Vision



Some select results:
• Respondents’ cybersecurity 

budgets vary widely.
• Respondents inconsistently 

establish cybersecurity officers.
• Residual risk acceptance is 

inconsistently practiced.

http://hdl.handle.net/2022/22171

Room To Grow



Building Trust Is Hard

We have made great progress in 
building community and sharing 
knowledge.

Still a long way to go: We need to 
be sharing more, especially 
regarding breaches, incidents, and 
lessons learned.



Strategic Objective 1.3: Build the Community 
needed for the NSF Cybersecurity Ecosystem

“...continue to mature and grow the community”



The Higher Ed community is seeing 
increasing pressure to adopt cybersecurity.

This is good.

But...

https://docs.house.gov/Committee/Calendar/ByEvent.aspx?EventID=108175

Under Pressure



Is It Appropriate for 
Science?

“This publication provides 
federal agencies with a set of 
recommended security 
requirements for protecting 
the confidentiality of CUI 
when such information is 
resident in nonfederal systems 
and organizations;...”

https://csrc.nist.gov/publications/detail/sp/800-171/rev-1/final



Strategic Objective 1.1: Develop and Support the 
Adoption of the Open Science Cybersecurity Framework

We need our own Open Science 
Cybersecurity Framework that 
meets our needs and
is broadly accepted.

Mission Alignment
     Governance

Resources
 Controls



Cybersecurity Research Right Next Door

NSF cybersecurity R&D programs:
CICI, SaTC.

How do we (the NSF CI community and the 
nation) take full advantage of these programs?





Strategic Objective 4.5:
Cybersecurity Transition to Practice

Florence Hudson recently joined Trusted CI to lead 
our Transition to Practice (TTP) efforts.

If you have unmet needs or research to transition, 
contact: TTP@trustedci.org



http://hdl.handle.net/2022/22148



Strategic Objective 4.4:
Build a Network of Cybersecurity Fellows

A network of fellows who liaise 
between Trusted CI and their 
communities.
Fellows receive training, travel 
support, and prioritized support.
Examples: UK Software 
Sustainability Institute, ACI-REFs, 
Campus Champions.



Strategic Objective 3.2:
Coordinate with the NSF CSRC

The 2018 CICI (NSF 18-547) solicitation calls for an NSF 
Collaborative Security Response Center (CSRC). 
CSRC will bolster the NSF Cybersecurity Ecosystem by 
building community incident response capabilities.
Trusted CI will coordinate and collaborate with the new 
CSRC to foster the success of both centers and the 
ecosystem.



In Summary...



Cybersecurity must keep a broad focus on all IT risks 
to science. Do not stop with the malicious.

Broaden thinking to:
Efficient, Trusted, Reproducible

Provide feedback on Trusted CI’s Five-year Vision

Look for Fellows Program, TTP, Open Science 
Cybersecurity Framework.
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Contact Trusted CI

Contact us to request help, 
from small questions to 
month-long engagements:

https://trustedci.org/help/

vwelch@iu.edu

See also:
https://trustedci.org/situational-awareness/
https://trustedci.org/webinars/
https://trustedci.org/ctsc-email-lists/ 
http://blog.trustedci.org/ 
@TrustedCI


