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ResearchSOC Goal

Serve as a Collaborative Security Response Center whose expertise and 
resources are leveraged by the entire research and education community to:

1. Improve the cybersecurity posture of scientific cyberinfrastructure, and

2. Raise awareness of security threats facing the scientific community.



ResearchSOC versus Trusted CI

● Operational services and related 
training for NSF CI

● Community of Practice and 
Threat Intelligence Network

● Enabling Cybersecurity 
Research

● Outreach to Higher Ed Infosec 
regarding research CI

● Creating comprehensive 
cybersecurity programs

● Community building and 
leadership

● Training and best practices
● Tackling specific challenges of 

cybersecurity, software 
assurance, privacy, etc.



ResearchSOC Motivation



https://docs.house.gov/Committee/Calendar/ByEvent.aspx?EventID=108175
http://science.sciencemag.org/content/sci/359/6383/1450.full.pdf

Protecting The Reputation of Research



Protecting the Integrity of Research Data



Protecting Productivity of Research



Protecting the Subjects of Research



Protecting Embargoed Research



Protecting Research from Attacks That Don’t Care About Research



ResearchSOC Challenges



Scale of Science: Large Autonomous Facilities to...



...Small-to-medium embedded projects

Credits, left-to-right: Marco Hatch, Western Washington University; Credit: Rob Beecham, 
photographer; Laura Stachel, executive director, WeCareSolar; Credit: Ramesh Balasubramaniam 

and graduate students, UC Merced, Cognitive Science; Credit: Clemson University



Cyberinfrastructure is Diverse

!=
Credit: Chris Coleman, School of Computing, University of Utah



Cyberinfrastructure is Highly Collaborative

Alberto Gonzalez, Jason Leigh, Sean Peisert, Brian Tierney, Edward Balas, Predrag Radulovic, Jennifer M. Schopf. 2017 
IEEE International Congress on Big Data (BigData Congress) DOI:10.1109/BigDataCongress.2017.51



Intrusion Detection Requires Specialized Skills

https://www.zdnet.com/article/us-lawmakers-introduce-bill-to-fight-cybersecurity-workforce-shortage/



The ResearchSOC Strategy



Existing 
Cybersecurity 
Services and 

Expertise

Awareness, 
Training, and 

Tailoring for CI

Existing Higher Ed 
Information 

Security 
Professionals



Scale of Science: Large Autonomous Facilities to...
ResearchSOC Approach to Tackle...



https://omnisoc.iu.edu/…

● Process and Create Cyber 
Threat Intelligence

● Notify Member Incident 
Response Teams

● Communicate and Share 
Information

● Conduct Proactive Threat 
Hunting

● Analyze Security Events

● Monitor and Triage Security 
Events

● Provide Call Center Services



Vulnerability Identification Service at the Three 
Rivers Optical Exchange (3ROX)
ReserachSOC will offer a Vulnerability Identification Service built upon the 3ROX 
service currently offered to members on a subscription basis. 3ROX is operated 
and managed by the Pittsburgh Supercomputing Center (PSC).

The service leverages the widely deployed open source ‘OpenVAS’ framework.

● Endpoint discovery exercises will be conducted to identify all assets in need 
of protection. 

● The service detects and alerts vulnerable software versions or configurations 
and system weaknesses in networks or communications equipment.



...Small-to-medium embedded projects

Credits, left-to-right: Marco Hatch, Western Washington University; Credit: Rob Beecham, 
photographer; Laura Stachel, executive director, WeCareSolar; Credit: Ramesh Balasubramaniam 

and graduate students, UC Merced, Cognitive Science; Credit: Clemson University

ResearchSOC Approach to Tackle...



https://stingar.security.duke.edu/
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CyberInfrastructure
Threat Intelligence

Network

Other sources
● SCADA Threats
● Community 

Contributions
● Trusted CI
● ...

NSF CI Community



Cyberinfrastructure is Highly Collaborative

Alberto Gonzalez, Jason Leigh, Sean Peisert, Brian Tierney, Edward Balas, Predrag Radulovic, Jennifer M. Schopf. 2017 
IEEE International Congress on Big Data (BigData Congress) DOI:10.1109/BigDataCongress.2017.51

ResearchSOC Approach to Tackle...



Engage Intrusion Capabilities By Enabling Research

The operational data from security operations centers (SOCs) is 
of great value to cybersecurity research as it can help with such 
challenging aspects of cybersecurity as false alarms, dynamic 
response metrics, and online risk assessment.

In reality, privacy and security concerns prevent SOCs from 
sharing their cybersecurity and network data. Redaction, 
anonymization, and other similar techniques decrease the utility of the 
data.



ResearchSOC Strategy

ResearchSOC will apply expertise developed by social, 
data, and computer scientists within the HathiTrust 
Research Center to make NSF data available to NSF 
researchers. 

We will: (1) survey the needs of cybersecurity researchers, 
(2) curate and document the needed data, and (3) build 
awareness of the data and its potential (i.e., foster papers 
using the data).



Intrusion Detection Requires Specialized Skills

https://www.zdnet.com/article/us-lawmakers-introduce-bill-to-fight-cybersecurity-workforce-shortage/

ResearchSOC Approach to Tackle...



Approach #1: Enable Higher Education Information 
Security Offices to Serve Research

College and university information 
security offices (ISOs) are challenged in 
their understanding of the specialized 
needs of research projects.

ResearchSOC will reach out to ISOs to 
educate them on the motivations and 
techniques for engaging with and 
protecting research projects on their 
campuses. 

https://events.educause.edu/security-professionals-conference/2019

Look for ResearchSOC at EDUCAUSE SPC 2019!



Approach #2: Build a Community of Research 
Cybersecurity Particitioners

https://www.ren-isac.net/ep/index.html



Timeline and Initial Clients
Project start

Development of tech and contracts; 
outreach to InfoSec and Researchers

Beta Testing

Sustainability and for-fee services

Have opening for one more early adopter.

GAGE2019

2020

2021



For More Information
rsoc@iu.edu

https://researchsoc.iu.edu/
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