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Abstract

Cyber-physical systems (CPS) face tremendous threats in modern society. Indeed their presence in
critical infrastructures such as transportation, energy delivery, and health care make such systems a
target of malevolent entities while their complexity, connectivity, and heterogeneity offer surfaces
for attackers to leverage. One important aim of potential attackers is to remain stealthy. An attacker
that avoids detection is able to disrupt CPS for long periods of time, without having to worry about
defender interference, allowing an adversary to potentially maximize their impact. Intelligent
attackers can leverage their system knowledge, disruption resources, and disclosure resources to
impart critical damage to systems, all the while remaining stealthy.

In this dissertation we consider the development of active methods to detect intelligent, powerful,
and malicious adversaries in cyber-physical systems. While standard attack detection involves
producing intelligent algorithms to process information about a system, active detection involves
the intelligent design and modification of the inputs, parameters, and structure of a system in
order to impede an adversary’s ability to generate stealthy attacks. This thesis will propose several
methods for active detection in cyber-physical systems.

We will first consider the design of secret random perturbations at the control input, which we
term as physical watermarking. We will evaluate this approach against both replay attacks and
model aware adversaries. Next, we will consider how naturally occurring stochastic phenomena
in a CPS can be utilized for the purposes of active detection. Specifically, we will evaluate how
packet drops at the control input can act as an environmental watermark for the benefit of security.
Then, we will consider how changing parameters of the plant itself can be used to thwart otherwise
model aware attackers. We term this the moving target approach. Two designs are explored.
We will consider a switched system model where parameters of the plant are directly changed.
Alternatively, we evaluate an authenticating subsystem model where we use an extended system
to detect attacks on the CPS under consideration. The moving target involves online changes to

the system. Instead, we can consider robust offline design. In particular, we use structural system
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theory to analyze and design distributed control systems, which can not be targeted by a class of

stealthy attacks. To conclude, motivated by studies in software security, we explore how tools of

information flow analysis can be used for the analysis and design of active detection techniques.
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Chapter 1

Introduction

Cyber-physical systems (CPS) are computationally capable systems that directly interact with a
physical environment and allow people to intelligently and efficiently manage physical processes.
CPS are the foundation of key infrastructures such as the smart grid, water distribution systems,
and waste management. Their role in transportation, smart buildings, and medical technologies
are also burgeoning as new application areas are discovered.

CPS are enabled by technologies which perform sensing, computing, and communication. For
example, CPS leverage sensing technologies to gather relevant data about physical systems. In
transportation this could for instance be the position and velocity of vehicles. Alternatively, in
medical technologies, this may be the heart rate or blood pressure of a patient. Combined with a
mathematical model of a system’s physical dynamics, sensing can enable accurate state estimation
and prediction. This in turn allows the monitoring of physical processes. Sensing technologies have
significantly improved. Systems can be sampled more frequently and with less delay. Additionally,
sensing devices are in many cases cheap and economically viable.

In addition to monitoring physical processes, it is typically desirable to physically manipulate a
system to achieve some objective. In a waste management system, a relevant task would be to treat
and purify the wastewater. Alternatively, in smart buildings we wish to regulate the environment

(i.e. using HVAC systems) in an energy efficient manner. Cyber-physical systems allow us in many

1



CHAPTER 1. INTRODUCTION 2

cases to automate this process using computing technologies. The intelligent control of physical
systems is generally a time sensitive task. Thus, a key to incorporating CPS is improvement
in the processing speed of our computers. Today, programmable logic controllers (PLCs) and
microcontrollers are able to quickly process sensory information and automatically implement an
intelligent algorithm for control. The speed at which this can be done has allowed humans to explore
new frontiers. As an example, the ability to safely incorporate safe driving cars to transportation
systems is in part a result of the vast computational abilities of the embedded systems in today’s
vehicles.

Finally, a sophisticated communication infrastructure allows operators to control cyber-physical
systems remotely while also enabling them to reliably control large scale systems. Many systems
have transitioned from wired to wireless communication technologies, which allows for ease of
maintenance and installation, lower costs, as well as automation in geographically disparate systems.
As an example, wireless communication technologies play a major role in supervisory control and
data acquisition (SCADA) systems, see, €.g., [1]. A SCADA system is a hierarchical system, which
enables the supervisory management of a control system. The lowest layer consists of field devices
such as sensors and actuators, which directly interact with the physical environment. Remote
terminal units (RTUs) and PLCs are often used to implement autonomous local control. These
units typically interface with both field devices such as pumps, valves, and switches as well as a
centralized supervisory control layer which monitors the system. SCADA systems are regularly
seen in the smart grid as well as water distribution and waste management systems.

Unfortunately, CPS have become a target of malicious attacks. Indeed, there exists ample
motivation to target cyber-physical systems because they are linked to our critical infrastructures
such as energy delivery, transportation, and health care. Economically driven adversaries can wage
attacks for instance to obtain an advantage in the electricity market [2] or improve fuel mileage
while driving [3]. On the other hand, truly malicious actors such as terrorists can pursue attacks
that lead to widespread damages, the disruption of critical services, and potentially the loss of life.

There has been a precedence for attacks. One example is Stuxnet, a malware that attacked
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uranium enrichment facilities in Iran, causing damage to a 1000 centrifuges at these plants [4].
Stuxnet was able to spread across networks using USBs and shared printers. In addition to
leveraging two stolen certificates from chip manufacturers, four zero day exploits, and a PLC
rootkit, the malware was able to avoid detection for long periods of time by using a replay attack
[5]. In particular, infected devices sent prior measurements to the SCADA system, which were
collected during normal operation. This prevented attacks varying the gas pressure and rotational
speeds of centrifuges from being recognized. Another prominent attack was the Maroochy Shire
incident in Queensland, Australia [6]. Here, a disgruntled former employee was able to hack a
SCADA system performing waste management, causing millions of gallons of sewage to leak. The
presence of a malicious insider with a fundamental understanding of the system posed a significant
challenge for operators. Finally, another famous attack was the Ukraine power attack in December
of 2015 [7, 8]. Here, attackers were able to harvest valid credentials at a control center by using
the BlackEnergy malware to infect SCADA systems. The attackers then used their access to hack
workstations and remotely trip circuit breakers. Additionally, the KillDisk malware destroyed data
at the control center while a telephone denial of service was used to cut off communication between
customers and providers.

Finally, there still remains ample opportunity for adversaries. Increased automation and im-
proved sensing have allowed system designers to remotely monitor and control critical infras-
tructures. The ability to perform sensing and control over a communication network creates the
opportunity for an attacker to cause damage via network intrusions. Adversaries can find weak-
nesses in protocols including DNP3 and the older Modbus protocol or leverage poorly designed
firewalls to penetrate the network. Attackers can also target trusted peer utility links. For instance,
adversaries can attempt to hijack VPN connections. Alternatively, adversaries can steal valid cre-
dentials allowing them unencumbered remote access to perform the same actions as a trusted user
as in the Ukraine power attack [7].

We remark that CPS operation relies on the use of small heterogeneous components and devices

that are potentially prone to failure or attack. For example, in the Stuxnet attack, introducing infected
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USB devices into CPS allowed this malware to spread. Meanwhile in the case of the Ukraine power
attack, infected email attachments allowed attackers access to system workstations. Attackers can
also target field devices such as sensors and actuators as well as networking devices which can
interface with both field devices and the monitoring layer. For instance, in SCADA systems, remote
terminal units often allow for dial up access and may not even require authentication. An attacker
can also take the initiative to introduce vulnerabilities to CPS devices by targeting supply chains.
If production is not performed securely, adversaries can install backdoors in components, which
can later be leveraged to compromise the CPS.

Beyond attempting to access CPS through a network, an attacker can simply attempt to target the
physical plant itself. In many cases, due to the scale of CPS it is impossible to physically monitor
and protect all devices and components. As an example, it is often the case that substations as well
as smart meters and PMUs are left unattended in the electricity grid. Likewise, it is impractical to
guard all the sensors, pumps, and valves in a water distribution system or traffic lights and vehicles
in a transportation system. The defender must also account for the actions of malicious insiders.
Malicious insiders can leverage their understanding of a CPS and their access to the system in order
to target the infrastructure as was done in the Maroochy Shire incident.

Given the ample motivation, opportunity, and precedence for attacks, it is important to design
CPS, which preserve the fundamental security properties of secrecy, availability, and integrity.
With respect to secrecy, the release of sensitive information in CPS can have significant privacy
repercussions. In the smart grid, consumers do not want their electricity consumption released,
travelers in transportation systems do not want their locations disclosed, and patients receiving
health care do not want their medical histories revealed.

Availability is also a critical property in CPS. Jamming or denial of service attacks can be
used to restrict the flow of information in a CPS. In a jamming attack, an adversary emits a signal
which interferes with the messages being sent between the plant and SCADA operator, preventing
the receiving party from obtaining the proper message. In a similar vain, a denial of service

attack restricts availability by flooding a system with requests. This can delay or prevent legitimate
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requests from being addressed. While the availability of real time data streams is often not critical
in typical software systems, in CPS availability of sensor information and control commands may
be intrinsically linked to the safe and reliable operation of the underlying control system. In the
absence of sensor measurements, a SCADA system fails to monitor the plant. This in turn can
prevent an operator from determining proper corrective actions. Likewise, the absence of control
commands prevents proper control actions from being delivered to the plant. This results in sub-
optimal or possibly unsafe operation. Previous work [9, 10] has shown that open loop unstable
systems have critical packet delivery rates that are necessary to ensure that the resulting closed loop
system can be stabilized.

While the availability of real time information is important in CPS, these violations are often
easily detected. As such, it remains to design systems, which can adequately respond to these
attacks when they do occur. Since denial of service and jamming attacks can be easily recognized,
the focus of this dissertation, and the remaining discussion will be centered around developing
methods that can counter integrity attacks.

In an integrity attack, the adversary typically modifies control commands or sensor measure-
ments transmitted in a CPS. Both sensor and control command attacks can be realized through the
cyber realm or the physical realm. For example, these integrity attacks can be performed in the
cyber space via a man in the middle attack occurring over the network. Here, the adversary can
intercept true data packets and replace them with his own falsified data packets before forwarding
the resulting message to the operator or plant. Alternatively, a physical sensor integrity attack can
occur if an adversary changes the environment around a sensor. For instance, a temperature sensor
can be compromised through local heating and cooling. We also note that control commands
can be directly modified by an attacker who has physical access to actuators in CPS. Misleading
sensory information may cause operators to make incorrect control decisions, which in turn leads
to physical damage at the plant. Modified control commands can also cause significant damage,
for instance allowing an attacker to cause blackouts on the grid by tripping breakers. If done

intelligently, integrity attacks can be performed in a stealthy manner, allowing an adversary to
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perturb a system for long periods of time without defender interference. An example of this is a
replay attack, which was utilized in Stuxnet.

One may wonder whether existing tools in cyber security are sufficient for countering integrity
attacks. One possible option is to consider attack prevention. However, it is often infeasible to
remove all access points for potential attackers. The large scale of a CPS means physical protection
is often impractical. Additionally, device heterogeneity provides ample entry points for an attacker
to leverage while system connectivity allows adversaries to maximize the opportunities they receive.
Last but not the least, human error, which could allow corrupted devices to enter a system (as in
Stuxnet) or allow malware to infect workstations (as in the Ukraine attack) can not be completely
eliminated.

Without the ability to prevent integrity attacks, we must consider mechanisms for response.
Cryptographic primitives and protocols can detect integrity attacks. Authentication protocols,
for instance, can be used to verify the identity of different devices, components, and operators.
Moreover, authenticated encryption simultaneously guarantees secrecy and integrity in attacks
from remote adversaries. The root of trust in such a system is a set of secret keys. In public key
cryptography each object will have a public key used for encryption and a private key used for
decryption while in symmetric key cryptography each pair of communicating objects has a shared
key.

However, cryptographic primitives can often be broken or compromised. Moreover, in certain
systems, introducing computationally demanding encryption can be costly or impractical for devices
that can only support lightweight protocols. In addition, encryption schemes can fail against
purely physical attacks. The integrity of sensor measurements can be modified by changing a
sensor’s local environment while control inputs can be changed by directly manipulating system
actuators. In such a scenario, message authentication codes or digital signatures fail to recognize an
attack. Furthermore, upon detection of attacks, cyber security is woefully inadequate in providing
mechanisms for recovery. For instance, upon detecting an attack, one common countermeasure

in cyber security is to take a system offline. However, the inertia of CPS and the need to provide
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continued service can make such a decision impractical. Moreover, achieving resilience in CPS
requires a defender to design countermeasures that preserve stability and control performance.

As a result, we argue that in order to achieve resilient CPS, it is necessary to augment existing
techniques in cyber security. A common approach is to invoke methods from system theory. In
particular, the defender’s understanding of a system’s dynamics can be used to detect, isolate, and
respond to attacks. Here, sensor measurements can be used as outputs, which allow a defender
to evaluate a system’s health. For example, if the sensor measurements closely follow expected
behavior as determined by a physical model, a detector can accept the hypothesis that the system
is operating normally. However, if the measurements significantly deviate from the model, the
detector may determine that their exists faults or malicious behavior in the CPS. Upon attack
detection, resilient algorithms for estimation and control can be implemented to allow a CPS to
recover.

From an adversarial perspective, generating stealthy attacks is often a desirable outcome.
Remaining stealthy allows an adversary to act on a system for long periods of time without a
defender’s knowledge. This prevents a defender from deploying effective countermeasures, which
can otherwise hinder an adversary and limit his or her impact. Unfortunately, the process of
attack detection, even when enhanced with system theoretic methods, can fail against clever,
knowledgeable, and resourceful adversaries. For example, attackers with a strong understanding
of the dynamics of a system can carefully construct attack inputs so that the sensor measurements
received by the operator under attack have the same statistics as the sensor measurements that
would be received during normal operation.

This threat is amplified by malicious insiders who have a strong understanding of the system
as in the Maroochy Shire incident and skilled hackers who are able to modify a significant fraction
of a system’s inputs and outputs. Detailed system knowledge may not even be a requirement as
replay attacks are often provably stealthy. Traditional detection theory, which we refer to as passive
detection, alone is provably ineffective against attacker’s who are able to generate convincing

counterfeit sensor outputs because no tests exist that can differentiate between sequences of outputs
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with the same statistics.

We remark, that the defender has additional degrees of freedom beyond the design of statis-
tical algorithms for detection. We argue that a defender can design his control strategy, system
parameters, and sensors in a manner that limits or altogether prevents an attacker from constructing
stealthy attack sequences. Specifically, in this thesis we consider the the development of active
detection. Here, active detection refers to the intelligent design of systems and controllers, both
offline and online, which force attackers to use strategies that result in outputs that are statistically
different from the outputs that are obtained during normal operation. Given active strategies that
limit an attacker’s ability to generate convincing fabricated outputs, passive detectors can again

become an effective tool for recognizing an attacker’s presence.

1.1 Contributions

In this thesis, we propose and evaluate several techniques for active detection. We first consider
how changing the defender’s control strategy can be leveraged to detect attacks. Specifically, we
consider the process of physical watermarking, where a noisy additive Gaussian input is introduced
on top of the control input, in order to authenticate sensor measurements. We extend prior work,
which considers the design of IID Gaussian watermarks by exploring the design of stationary
Gaussian watermarks. We demonstrate the effectiveness of this approach in detecting replay attack
strategies. Additionally, we explore how physical watermarking can still be effective against certain
classes of model aware adversaries with access to a subset of inputs. Here, we propose a robust
watermark for attack detection.

Next, we consider how naturally occurring, stochastic phenomena can allow a defender to
perform active detection. As an example, we explore how packet drops at the control input in a
TCP like system act as an environmental watermark. Specifically, the randomness of packet drops
can be used by a defender to detect adversaries who construct outputs which are independent of the

packet dropping sequence. We then evaluate the effectiveness of intentionally introducing packet
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drops. Moreover, we examine the design of a Gaussian watermark in the presence of a stochastic
drop process.

Beyond changing the control strategy, we investigate introducing time varying changes to the
parameters of the system. This can thwart a model aware defender that utilizes their knowledge of
the plant to construct harmful, stealthy outputs. We refer to this method for active detection as a
moving target. In particular, the time varying dynamics act as a moving target for an attacker who
attempts to alter their strategy. Two main methods are considered here. The first is an authentication
system based moving target. Here, the dynamics of the original plant are unmodified. However, an
additional system with time varying dynamics correlated to the original system is introduced. The
idea is that if the nominal plant is harmed, this will be reflected in the authenticating subsystem.
An attacker will be unable to adapt his attack to counter the changing authenticating subsystem and
is detected. We will alternatively consider a separate moving target approach where the dynamics
of the original plant are indeed altered. Design recommendations here are provided.

We will also consider how structural changes to the plant can improve the resiliency of cyber-
physical systems to stealthy attacks. We will formulate this problem as the design of a distributed
control system where the operator has the degree of freedom to change the communication and
sensing topology. The goal is to design the system structurally in such a way that a class of
stealthy attacks is unfeasible for a resource limited, model aware attacker. Necessary and sufficient
conditions for the design of such systems will be provided. In addition, optimization problems with
efficient solutions are formulated to design minimal robust control systems.

Finally, we conclude the thesis by proposing an overarching formalism to consider the problem
of detection in cyber-physical systems. Here, we are motivated by the notion of information flows
in software security. Here, we use information flows as a means to quantify the detectability of
different attack strategies as a function of a particular defense strategy. This in turn, will provide
operators with helpful guidelines to design systems in order to prevent, detect, or mitigate classes
of harmful and stealthy attacks.

The rest of the thesis is formulated as follows. In Chapter 2, we consider the design of physical
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watermarks for active detection. In Chapter 3, we evaluate how naturally occurring watermarks,
specifically packet drops at the control input, can aid in detection. In Chapter 4, we investigate
the moving target approach and study two unique methods for parameter modification. In Chapter
5, we discuss how structural changes to systems can eliminate several classes of stealthy attacks.
Chapter 6 introduces information flow as a formalism for considering active detection. Finally,

Chapter 7 concludes the thesis.



Chapter 2

Physical Watermarking

In this chapter, we introduce our first technique for active detection, physical watermarking. Here,
we will investigate how introducing random perturbations at the control input allow us to detect
otherwise stealthy attacks. In section 2.1, we extend prior work in the design of IID Gaussian
watermarks by investigating the design of more general stationary Gaussian watermarks. We
demonstrate evidence of significant improvement over the IID design. In section 2.2, we consider
watermarking against an alternative attacker who violates standard assumptions by having access
to a subset of control inputs and leveraging model knowledge. We introduce a robust watermarking

design to counteract this attacker. The results in this chapter are largely based on [11] and [12].

2.1 Stationary Gaussian Watermarks

In this section, we introduce the approach of physical watermarking for actively detecting attacks

in control systems.

Definition 2.1. A physical watermark is a secret noisy (random) control input inserted in addition

to or in place of an intended control input uj, to authenticate the system.

We will show the approach of physical watermarking is effective in detecting replay attacks.

11
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We note that watermarking is in part motivated by the use of nonces in cyber security described
below.

Example: Let us consider the Needham Schroeder protocol in [13], which establishes a
session key between 2 users, Alice A and Bob B, by leveraging access to a trusted third party,
server S. In this protocol, Alice shares a session key K 45 with Bob by sending { K45, A} Kps
where K g is Bob’s shared key with S and {} - denotes encryption with key A *. This message is
vulnerable to a replay attack. For instance, suppose Eve L' recovers an old session key K7 ;. She
can replay the message { K’ 5, A}k, to Bob. Bob now believes he shares key K% 5 with Alice,
when he truly shares a key with Eve. This lets Eve engage in a man in the middle attack.

To counter this attack, Alice receives a nonce or random number, Ng, from Bob encrypted with
Kps. After communicating with S, Alice sends { K45, A, Ng} K, to Bob. The random nonce
serves as a challenge to Alice. By including the encrypted nonce in her response to Bob, Alice

proves that the message is fresh, and has not been replayed.

2.1.1 System Description

The physical watermarking strategy is given for a class of general control systems. The control
system is modeled as a linear, time invariant (LTI) system, the state dynamics of which are given
by

Tpr1 = Axp + Buyg + wy, (2.1

where x;, € R” is the vector of state variables at time k, u;, € RP? is the control input, and w; € R”
is the process noise at time k. wy, is assumed to be an IID Gaussian process with w; ~ N (0, Q).
Since the control system usually operates for an extended period of time, it is assumed that the
system starts at time —oo.

A sensor suite monitors the system described in (2.1). At each step, all the sensor readings are

collected by a base station. The observation equation can be written as

Y = Cl’k + Vg, (22)
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where y;, € R™ is a vector of measurements from the sensors and v, ~ A (0, R) is [ID measurement
noise independent of wy,. It is assumed that (A, B) and (A, Q2 ) is stabilizable, (A, C) is detectable,
and ? > 0.

We assume that the system operator wants to minimize the infinite-horizon linear-quadratic-
Gaussian (LQG) cost

N
J=lm -~ E > (wk Way + ufUw) | (2.3)
k=—N

 N—o 2N +1
where W, U are positive definite matrices. Since the separation principle holds in this case, the
optimal solution of (2.3) is a combination of the Kalman filter and LQG controller [14]. The
Kalman filter provides the optimal state estimate Z,. Since the system is assumed to start at —oo,

the Kalman filter converges to a fixed gain linear estimator
T = A2y + Bug, Ty = Trjp—1 + Kz 2.4)

where z;, = Yr — CZpp—1 is the residue vector and the Kalman gain K is given by

1

K 2 pCT (CPCT +R) ™, (2.5)
where P is the solution of the Riccati equation
P = APAT + Q — APCT(CPC™ + R)"'CPAT. (2.6)

The estimation error at time k is defined to be e = xp — Ty
The LQG controller is a fixed gain linear controller based on the optimal state estimate Zy|.
Specifically,

where u;, is the optimal control input. The control gain matrix L is defined to be
L2 —(BTSB+U)"' B"S4, 2.8)
where S satisfies the Riccati equation

S=ATSA+W — ATSB (BTSB +U) "' BTSA. (2.9)
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Consider the case where, instead of directly applying the optimal LQG control u;, to the physical

system, a physical watermarking scheme is used, in which the true control input u; is given by
ug = uy, + Auy, (2.10)

where v is the optimal LQG control and Awy, is the watermark signal. Physical watermarking was
first introduced in [15] as an IID additive input sequence Auy, ~ N(0, 7 ) introduced on top of an
optimal control sequence uj. It is assumed that the adversary can not read the defender’s control
input uy, or watermark Auwy, in this scenario. In particular, the control input will serve as a secret in
this approach for active detection. The watermarks act as a cyber-physical nonce. Under normal
conditions, the watermark will be embedded in the sensor outputs due to the system dynamics, a
valid response to the defender’s challenge. However, under replay attack, the measurements contain
physical responses to an earlier sequence of watermarks. Unable to detect recent watermarks in
the sensor outputs, the defender can not verify freshness of the received sensor measurements. As
a result, a passive detector can be designed to distinguish normal system behavior from a replay
attack.

The process of physical watermarking is pictorially illustrated in Fig. 2.1. The first images
represents the CPS with an optimal control input. A watermark (the second image) is embedded
in the control input resulting in a noisy output (the third image). The defender designs a detector
that allows him to recognize the presence of the watermark in the sensor outputs.

The watermark signal { Auy } is assumed to be a p—dimensional stationary zero-mean Gaussian
process independent from the noise processes {wy}, {vx}. Define the autocovariance function
I':Z — RP*P to be

['(d) £ Cov(Aug, Aug) = E[AugAul]. (2.11)

In this section, the watermark is assumed to be generated by a Hidden-Markov Model (HMM)
Ert1 = Aulr + Vi, Aug, = Créy, (2.12)

where ¢, € R" k € Zis asequence of IID zero-mean Gaussian random variables with covariance

U, and & € R"™ is the hidden state. To make {Auy } a stationary process, the covariance of &y is
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Physical Watermarking

a) Output with Optimal Input b) Add Watermark A,

d) Perform Detection

Faulty/Attack Normal

Ve &
!

Figure 2.1: Physical Watermarking in Cyber-Physical Systems

assumed to be the solution of the following Lyapunov equation
Cov(&) = A, Cov(&)AL + 0.
All the matrices are of proper dimensions.

Remark 2.1. It is worth noticing that {Auy} is completely described by its finite dimensional
distribution and hence the autocovariance function I'.  However, the watermarking signal is
restricted to be generated from an HMM since any autocovariance function I' can be approximated
by an HMM, given that the dimension ny, of the hidden state is large enough. On the other hand,
the HMM is easy to implement if ny, is small, which is the case for the optimal watermarking signal,

as is illustrated later by Theorem 2.6.

To ensure the freshness of the watermark signal, A, is assumed to be strictly stable, which
implies that the correlation between the current watermark signal Awy and the future watermark
signal Awuy decays to 0 exponentially when k&’ — k& — oco. The spectral radius of A, is denoted as

p(A,) < 1. Inthis section, it is assumed that the watermark signal is chosen from a Hidden-Markov
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Model with p(A,,) < p, where p < 1is a design parameter. A value of p close to 1 gives the system
operator more freedom to design the watermark signal, while a value of p close to 0 improves the
freshness of the watermark signal by reducing the correlation of Aw, at different time steps. To

simplify notations, define the feasible set G(p) as
G(p) = {T" : I is generated by an HMM (2.12) with p(A,,) < p}. (2.13)

Remark 2.2. Since itis assumed that (A, B) is stabilizable and (A, C) is detectable, the closed-loop
system is stable regardless of the watermark signal. Furthermore, by the separation principle, the
Kalman filter is the optimal filter regardless of the watermark signal Auy. However, the addition
of Auy, incurs an LQG control performance loss and the control input uy, is not optimal. The
necessity of adding the watermark signal Auy, is illustrated later in Theorem 2.1. Conceptually,
if the system is under normal operation, then the effect of the watermark signal Auy, can be found
in the sensor measurements . The presence of the watermark is possibly lost when the system is

malfunctioning or under attack, which can be detected by the failure detector.

If no watermark signal is present, that is if Au, = 0, then the optimal objective function J*

given by the Kalman filter and LQG controller is
J*=tr(5Q) +tr [(ATSA+W — 8) (P - KCP)]. (2.14)

A passive detector is used to detect abnormality of the system in conjunction with our physical
watermarking scheme. In this section, the passive detector is assumed to trigger an alarm at time

k if and only if the condition,
9(zk, Aug_q, Aug_o,...) >, (2.15)

is met where g(z, Aug_1, Aug_o, . . .) is a continuous real valued function of z;, Auy_1, Aug_o, . ..
and 7 is the threshold, which is a design parameter of the system. Under normal operation, denote

the probability of false alarm to be «, defined as

a = Pr(g(ze, Aug_1, Aug_g,...) > 7). (2.16)
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False alarms usually occur with low probability for practical systems. When the system is operating

normally, z; is a stationary process and hence « is a constant.

Remark 2.3. A widely used passive detector is the x? detector ([16], [17]), which satisfies
g( 2, Aug_1, Auy_s, . ..) = 2L (CPCT + R) 2.

The x* detector will be introduced and used later in this thesis.

Fig 2.2 shows the system diagram described in this section. In this system, no adversary is present
and as a result, the watermark input is present in the sensor outputs. By confirming the presence of

a watermark in the sensor measurements, a passive detector can verify that the system is not under

-

Vi

a replay attack.

+ Controller

A, ——> Failure Detector

Figure 2.2: Diagram of system under normal operation

2.1.2 Attack Model

In this section, a model for a replay attack motivated by Stuxnet is given. To cause physical

damage, a first version of Stuxnet implements control logic to increase pressure in the centrifuge
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while a second version of the worm varies rotor speeds. To prevent detection in the first scenario,
Stuxnet replayed previous sensor outputs to the SCADA system [18]. Since the system was in
steady state, outputs from the past, collected in steady state, were statistically identical to outputs
under normal operation, and as such were not detected. Motivated by Stuxnet, the following replay

attack model is considered in this section.

Attacker’s Knowledge and Resources

The adversary is first described through its knowledge and available resources.

1. The attacker has knowledge of all real time sensor measurements. In particular, he knows

the true sensor outputs ¥, for all k.

2. The attacker can violate the integrity of all sensor measurements. Specifically, he can modify

the true sensor signals yy, to arbitrary sensor signals y;.

Remark 2.4. The attack on the sensors can be carried out by breaking the cryptography
algorithm. Another way to perform an attack, which is potentially much harder to defend, is
to use physical attacks. Physical attacks can violate the basic properties of secrecy, integrity
and availability without the need to attack the cyber part of the system. Consider for example
a temperature sensor. Secrecy, integrity and availability of its sensing data can be affected
by placing a sensor nearby, affecting the local temperature around the sensor, and enclosing
the sensor with a metal cover respectively. In addition, the insider threat is critical in large
infrastructures, as these systems usually involve many employees. These kinds of attacks may

be easy to carry out when sensors are spatially distributed in remote locations.

3. The attacker has access to a set of external actuators with control matrix B* € R"*P+ and can
thus insert an external input B*uj where ug € P is the control input. Moreover, assuming
that uj is intelligently chosen, the set of actuators B allows the adversary to achieve a

malicious objective, for instance causing physical damage to the plant.
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Remark 2.5. The attacker could inject the external control input by controlling a subset
of actuators of the system and/or deploying its own actuators. For example, to change the
temperature distribution in a building, the attacker could take control of the HVAC (heating,

ventilation, and air conditioning) system, deploy heaters of its own, or even commit arson.

4. The attacker does not need to have full knowledge of the system parameters, namely the
A, B,C,Q, R, K, L matrices and the I" function. However, the attacker might have enough
knowledge of the system model to design an input uj, € RP+, which may achieve its malicious

objective such as physically damaging the plant.

Teixeira et al. [19], [20], demonstrate how an attacker can be succinctly characterized via a 3
dimensional attack space. The first dimension includes the attacker’s system knowledge, including
knowledge of the dynamics and controller. Knowledge of the model can for instance aid an
attacker in constructing stealthy attack sequences that agree with a system’s expected behavior
while imparting maximal damage. The second dimension consists of the attacker’s disclosure
resources. This includes the information the attacker can gather about a system online. In our
setting this refers to the ability to read sensor outputs and control inputs. Disclosure resources
can allow an attacker to directly create harmful attacks, for instance through a replay attack. In
addition, they can be utilized to enhance an attacker’s understanding of the model, via system
identification. Finally, the third dimension is an attacker’s disruption resources, which characterize
how an attacker can affect the system. If we limit ourselves to integrity attacks, this is characterized
by the sensors and actuators an attacker can corrupt. Disruption resources allow an attacker to act
on the system.

Figure 2.3 introduces the attack space. Here pure eavesdropping attacks only require disclosure
resources, while a pure denial of service (DoS) attack requires only disruption resources. The
covert attack is a stealthy attack that allows an attacker to completely appropriate a system [21].
A covert attacker can read all input and output sequences, disrupt all input and output channels,

and has perfect model knowledge. A replay attack requires the disruption resources to read sensor
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System Knowledge

Eavesdropping
Attack

P . Disclosure
- -~ Resources
DoS Attack e” -7
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Figure 2.3: Cyber-Physical Attack Space

measurements. With a watermarking countermeasure, the control inputs must remain secret. The
attacker also requires the ability to manipulate all sensor measurements. Moreover, the attacker may
or may not need some minimal amount of system knowledge and access to (potentially external)

actuators to cause damage to the system.

Attack Strategy

Given the adversary’s knowledge and resources, the following attack strategy is considered.

1. The attacker records a sequence of sensor measurements from time —7" to time —1, where

T is a large enough number to ensure that the attacker can replay the sequence later for an
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extended period of time.

2. Starting at time 0 to time 7" — 1, the attacker modifies the sensor signals to ¥, which is the

same as the measurements recorded by the attacker at time k£ — 7". In other words,
Yp = Yp-7, 0 <k <T —1.

Remark 2.6. For simplicity, the time that the replay starts is denoted as time 0. In reality,

the attacker can freely choose the starting time, which is unknown to the system operator.

3. Starting at time 0, the attacker injects an external control input B®uf, where uj, € RP* is the

control input and B* € R™*P+ denotes its direction.

Remark 2.7. When the system is under attack, the controller cannot perform closed loop control
since the true sensory information is not available. Therefore, control performance of the system
cannot be guaranteed during the attack. In fact, the attacker can inject a bias on the state of the phys-
ical system along its controllable subspace, which is the column space of [B*, AB®, ..., A""1B?].

The only way to counter this attack is to detect its presence.

Remark 2.8. For simplicity in this section, we consider the performance of watermarking against
a replay attack. However, this active strategy can also be effective against alternative, otherwise
stealthy adversaries. In the next section, we will consider an attacker who has access to a subset
of control inputs and attempts to estimate the defender’s state estimate in order to construct a
stealthy attack output. In the next chapter, we will consider a simulation based attacker, who uses
knowledge of the system model and the deterministic portion of a defender’s control strategy to

construct virtual sensor outputs.

System Model Under Attack

To simplify notations, time-shifted variables,

Thik—1 L Bporpe1-1, 2f = 2b-1, Auf = Auy_p, 0 <k <T —1, (2.17)
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are defined. During the replay (0 < £ < T — 1), the system dynamics changes to

Tpr1 = Axg + Buyg + Buj + wg, yr, = Cxg + vy, (2.18)
Tpip = AZpp + Bug, Tpp = Tppp—r + K (yZ - Ci"k:|k—1) ) (2.19)
U = Lfi’k‘k + Auk, 2L = yg - Ci’ldkfl- (220)

Notice that the fake measurement yi is used instead of y;, for calculating the state estimate and

residue. In addition, the probability of detection at time k is defined to be (5 given as
B = Pr(g(zr, Aup_1, Atig_g,...) >1), 0<E<T —1. (2.21)

The following theorem characterizes the feasibility of the replay attack in the absence of the
watermark signal Awy, which illustrates the necessity of the physical watermark.
Theorem 2.1. Suppose Auy, = 0 forall k. If A= (A+ BL)(I — KC) is stable, p((A+ BL)(I —
KC(C)) < 1, then the detection rate B, of all detectors g converges to the false alarm rate « during
the attack, that is,

lim 3, = o (2.22)

k—o0

On the other hand, if A is strictly unstable and g satisfies

lim g¢(z,0,0,...) = oo, (2.23)

l|z[| =00

for some norm || - ||, then the detection rate [3i, converges to 1, that is,

lim B = 1. (2.24)

k—o0

Proof. Part of the proof is reported in [15]. However, for the sake of completeness, the whole

proof is included here. Manipulating (2.17)-(2.20) yields
:%k+1|k = A£k|k—1 + (A -+ BL)KZ/IZ + BAuk (225)

&8 = Ay + (A+ BL)Kyf + BAu, (2.26)
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K
21 = 2jy — CA (Bg21 — 2,) — CZ A B (Au; — Auf). (2.27)
i=0

If A is stable and Auy, = Auf = 0, then the residue z;, of the system under the replay attack

converges to the residue 2} of the virtual system, which is essentially z;_7. Hence,

lim 6y = klg& Pr(g(z,0,0,...) > n) =Pr(g(z,0,0,...) > n) =Pr(g(zx_7,0,...) >n) =«

k—o0

On the other hand, if A is strictly unstable, the second term on the RHS (right hand side) of (2.27)

goes to infinity almost surely. Hence, if ¢(z,0,0,...) — oo when ||z|| — oo,

lim B, = lim Pr(g(z,0,0,...) >n) =1,

k—oo k—o0

which concludes the proof. [

Remark 2.9. Notice that the stability of the “healthy” system depends only on the A + BL and
A — KCA matrices, not on A. Hence, it is entirely possible that the closed-loop system is stable
while A is unstable. As seen from (2.25) and (2.26), the stability of A implies that the open-loop
cyber system, consisting of the controller and estimator, is stable. In the one dimensional case, the
stability of A is easy to analyze since A = (A + BL)(A — KCA)A™'. Thus, due to the stability
of A+ BL and A — KCA, A is stable if A is unstable. Such analysis does not hold for higher

dimensional systems since the product of stable matrices may not be stable.

Remark 2.10. Additionally, observe that Theorem 2.1 considers the alarm rate By, when k goes
to infinity while in the attack model it is assumed that the replay is performed from time O to time
T — 1. However, since T is assumed to be large and ), typically converges quickly, as is illustrated
by the numerical examples, the asymptotic performance of By, serves as an indicator of the detection

performance of the system.

Based on Theorem 2.1, if A is strictly unstable, then the attacker can be detected efficiently as
the detection rate () converges to 1. However, if A is stable, then the attacker can perform the replay

attack for an extended period of time given that the false alarm rate « is insignificant, which implies
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that the system is not resilient to this type of attack. In that case, one possible countermeasure is to
redesign the estimation and control gain matrices K and L so that the closed-loop system is stable,
while enforcing A strictly unstable. However, this approach is not always desirable, since the
control and estimation gain matrices are usually designed to satisfy certain safety and performance
constraints and hence cannot be changed arbitrarily. In these scenarios, instead of redesigning /'
and L, the watermark signal can be used to enable intrusion detection.

We remark that other defense strategies can be vulnerable to replay attacks, beyond the LQG
controller. A general condition characterizing the stealthiness of a replay attack given a particular
estimator and controller can be found in [15]. More specifically, it can be shown simple output

feedback strategy is susceptible to failure.

Corollary 2.1. Suppose Auy, = 0 for all k. Moreover, suppose the defender has a control strategy
up = hi(yg) where hy, : R™ — RP is some deterministic function of yx. If A(I — KC) is Schur
stable, then the detection rate (. of all detectors g converges to the false alarm rate o during the
attack, that is,

lim 8, = a. (2.28)
k—o0

The proof is similar to the proof of Theorem 2.1 and is thus omitted. Under the given system
assumptions, A(/ — K () is stable when using a Kalman filter and as a result a replay attack strategy

against an output feedback strategy is asymptotically stealthy.

2.1.3 Watermark Design and Detection

This section is devoted to developing a design methodology for the watermark signal and

the anomaly detector. To begin, the following assumption is made on the control system.
Assumption 2.1.1. A is stable. That is, p((A+ BL)(I — KC)) < 1.

Throughout this section, it is assumed that A is stable, since otherwise the watermark sig-

nal would be unnecessary as a consequence of Theorem 2.1. To simplify notations, define the
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symmetric part of a matrix X as

X+ X7
sym(X) £ A4 (2.29)

Performance Loss

When altering one’s control strategy in order to improve detection performance, one needs
to consider the very real fact that introducing a watermark degrades control performance. As
such, when one considers this technique for active detection, the cost of control and the benefits
of security must be carefully weighed against each other in the design of a potential watermarking
scheme. We attempt to characterize control performance by examining the increase in the LQG
cost. The following theorem provides the LQG control performance loss incurred by the watermark

signal.

Theorem 2.2. The LQG performance of the system described by (2.1), (2.2), (2.4) and (2.10) is
given by
J=J+AJ, (2.30)

where J* is the optimal LQG cost without the watermark signal and

L) (A+ BL)BI(1 +d)
d=0

AJ =tr {UF(O) + 2U sym } +tr [(W+L"UL)S, |, (231

where
6122 sym [(A+ BL)'Li(T(d))] — £1(T(0)),

and L, : CP*P — C™*™ is a linear operator defined as

L1(X) = f:(A + BL)'BXBY((A+ BL))" = (A+ BL)L,(X)(A+ BL)" + BXB”.

1=0

Proof. The “healthy” control system follows

Ck+1 0 A—KCA e I -KC —-K Uk41 0
(2.32)
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and

Since the control system is closed-loop stable, {xy}, {ex} and {u;} are all stationary Gaussian

processes. Hence,
J = ElaT Wz 4+ ul Uuy] = tr(W Cov(zy)) + tr(U Cov(uy)).
By (2.32),
x1 = li(wo,w_1,...,00,0_1,...)+ i(A + BL)'BAu_;, e; = la(wo, w_1,...,01,0...),
i=0
where [, and [y are linear functions. As a result,
uy = l3(wo,w_1,...,01,00,...)+ Li(A + BL)'BAu_; + Auy,
i=0

where [3 is another linear function. Since the watermark signal is independent from the process
noise {wy} and sensor noise {vy},
Cov(zy) = Cov (I3 (wg, w_1,...,v9,v_1,...)) + Cov (Z(A + BL)iBAu_Z) :
=0
and

Cov(uy) = Cov (I3(wo, w—_1,...,v1,0,...)) + Cov (L Z(A + BL)'BAu_; + Au1> )
=0

When Auy, = 0, the optimal LQG cost is J*. Thus, J = J* + AJ where

AJ =tr |W Cov <Z(A + BL)iBAu_Z) +tr [U Cov (L Z(A + BL)'BAu_; + Au1>
i=0 1=0
Manipulating the RHS of (2.34) leads to (2.31), which finishes the proof. [l

Remark 2.11. While the expression for AJ is complicated, it is linear with respect to the au-
tocovariance functions U(d). This linearity will be important as we attempt to formulate an
efficiently solvable optimization problem which addresses the tradeoff between security and control

performance when introducing physical watermarking as a means for active detection
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Optimal Detector

This subsection derives the asymptotically optimal detector. A detector has real time
knowledge of the residue z;, obtained from the estimator, as well as real time knowledge of the
trajectory of the watermark, { Auy }. Define the covariance of the residue z;, of the healthy system
to be

P£CPC" +R. (2.35)
For the “healthy” system, z;, is Gaussian distributed with mean 0 and covariance P.
By (2.27), for the system under the replay attack

k k
et = —CA (2g_y — 3§ ) = CY_ A BAu+CY AYBAU + 27, (2.36)

i=0 =0

The first term on the RHS of (2.36) converges to 0 since A is stable. The second term is a function
of the watermark signal, which is generated and thereby known by the control system and the failure
detector. The third and fourth terms are independent from each other since z; is the residue vector

of the Kalman filter. Further define

k
= —C Y A BAw,, (2.37)
and
k [e'¢)
a g k—i al _ i }
Y= kh—{go Cov C’;A BAu} | = Cov C’;A BAu_; (2.38)
Expanding the RHS of (2.38),
©=2) Csym [A'Ly(T(d))] C" — CLy(T(0))C7, (2.39)
d=0

where L, : CP*P — C™*™ is a linear operator on the space of p x p matrices, which is defined as

Ly(X) 2> ABXB"(A)" = ALy(X)A" + BXB".

=0

Therefore, z; has a distribution that converges to a Gaussian distribution with mean p;_; and

covariance P + X. As a result, the null hypothesis is

Ho : the residue z; follows a Gaussian distribution Aj(0, P).
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The alternative hypothesis is
H; : the residue z; follows a Gaussian distribution N (g1, P+ ¥).

By the Neyman-Pearson lemma [22], the optimal detector is given by the Neyman-Pearson detector

as discussed in Theorem 2.3.

Theorem 2.3. The optimal Neyman-Pearson detector rejects H, in favor of H, if

gnp (2 A1, Atg_o, . ..) = 2L P 2 — (2 — 1)V (P +2) Y2 — pir—1) > 1. (2.40)
Otherwise, hypothesis H is accepted.

To characterize the performance of the detector, ideally the asymptotic detection rate limy,_, . O
or expected time to detection is considered. However, the detection rate and expected time to
detection involve integrating a Gaussian distribution, which usually does not have an analytical
solution. In this section, the Kullback-Leibler (KL) divergence, which measures the “distance”
between the two distributions, is used to characterize the detection performance. This choice rests
on the observation that as the KL divergence between two distributions increases, the distributions
become, roughly speaking, easier to distinguish.

The Kullback-Liebler divergence, first described in [23], is a measure of the difference between
two distributions f;(z) and fy(z). For continuous probability density functions f; and fy, the KL

divergence is given as

Dxr(fillfo) = / f1(2)log (}28) dz. (2.41)

It can be shown that Dk (f1]/fo) > 0. Moreover, equality holds if and only if f;(z) = fo(z) for
almost all z. Thus, if the distribution f;(z) is close to fy(z), the KL divergence likely approaches
0.

The KL divergence between distributions f; and f, can be related to the Neyman-Pearson
detector associated with a binary hypothesis test. Here, consider fi(z) to be the distribution of

the observations z under the alternative hypothesis 7, and fy(z) to be the distribution of the
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observations z under the null hypothesis H,. The optimal Neyman-Pearson detector is a threshold

fi(2)

detector on the log likelihood /(z) = log <m> , where if [(z) is greater than a constant ¢ the
11¢4

alternative hypothesis is chosen. Observe that the KL divergence D( f1]| fo) satisfies

Drr(fillfo) = E[l(2)|H] (2.42)

Thus, maximizing the KL divergence over a subset of possible distributions f; potentially
increases the probability of an observation z such that [(z) > ¢, when the alternative hypothesis
is true. As a result, the probability of detection also increases. For additional discussion of the
relationship between the KL divergence and Neyman Pearson lemma, see [24].

The expected KL divergence of the two Gaussian distributions in H; and H, is given by the

next theorem

Theorem 2.4. The expected KL divergence of distribution N and N is
_ 1 _
E[Dgr (N1 |No)] = tr(2P~) — 5 log det(I + SP7h. (2.43)

Furthermore, the expected KL divergence satisfies the inequality

%tr(EP‘l) < E[Dgr(MIIMN)] < tr(BP71) — %log [1+tx(ZP7h)], (2.44)

where the upper bound is tight if C is of rank 1.

Proof. By the definition of KL divergence, it is known that

1 _ _ m 1 _ _ 1 _
Dy (N1 NG) =5 tr (P+XZ)P7] — 53 log det [(P+ )P + §,ukTP_1[Lk,

1 _ 1 _ 1 _
=5 tr(XP71) — 5108 det(I +XP1) + 3 tr (i’ P7Y).

Take the expectation on both sides. It is easy to verify that ¥ = E[u "], which proves (2.43).

Now assume that the eigenvalues of X P~ are Ay, -+ , A\,,. As a result,
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and

log det(I +XP™) = log(1+\)).
i=1

Since P is positive semidefinite, there exists a positive semidefinite matrix P'/2, where P/2P/? =
P. Hence, X P! shares the same eigenvalues as P~'/2¥. P~'/2 which implies all \;s are real and

nonnegative. As a result, by the concavity of log function, it is known that
=4 =1 tr(EP_l) =1
log [1+tr(SP7")] <logdet(l + EP7') <mlog ( 14+ —— | < tx(SP71).  (245)
m

The first inequality holds when \; = tr(XP~1) and Ay = --- = \,, = 0. The second inequality
holds when \; = --- = \,,, = tr(XP~1)/m. The third inequality uses the fact that log(1+ ) < .
Combining (2.45) and (2.43), (2.44) holds.

Furthermore, if C'is of rank 1, then by (2.39),
rank(XP1) < rank(3) < 1.

As a result, the first inequality of (2.45) is tight, which implies that the upper bound in (2.44) is
tight. [

It is worth noticing that the expected KL divergence is a convex function of .. However,
both the upper and lower bound of the expected KL divergence are monotonically increasing with

respect to tr(XP~1), which is linear in 3.

Optimal Watermark Signal

This subsection derives the optimal watermark signal. Ideally, the following optimization

problem should be solved.

nllaximi_ze E[Dg (N [|N)]
(d)eG(p)
subject to AJ <6, (2.46)

where o > 0 is a design parameter.
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However, it is computationally hard to solve this maximization problem since the expected KL

divergence is not a concave function of I'(d). Hence, the ensuing optimization problem is solved.

maximize tr(SP 1)
I'(d)eg(p)
subject to AJ <6, (2.47)

Notice that the expected KL divergence is relaxed to tr(XP~1), using the upper and lower
bound derived in Theorem 2.4. Furthermore, if C' is of rank 1, then by Theorem 2.4, optimizing
tr(XP~1) is equivalent to optimizing the expected KL divergence. For general cases, the optimality
gap can be quantified using the upper and lower bound. It is unclear how we can guarantee that

I'(d) € G(p). To address this we make the following additional assumption.

Assumption 2.1.2. T'(d) = 5719T°(d) is an autocovariance function.

I['(d) can be potentially realized by an alternate HMM

€1 = (Au/D)ék + U, Ay, = Oy, (2.48)
Cov(&) = A,Cov(&) AL + w, (2.49)
Wy, ~ N(0,Cov(&o) — A,Cov(&) AL /7). (2.50)

Note, that if p(A,,) > p, (2.48) can not be a stationary process. This HMM can be realized if and
only if Cov(&,) — A,Cov(£y) AT /p% is positive semidefinite. Intuitively, if p(A,,) is marginally less
than p, there is a larger chance that Cov(&y) — A,,Cov(&,) AT /72 is positive semidefinite.

If p = 1, the space is not constricted by assumption 2.1.2 and in fact one will be able to optimize
over all stationary Gaussian watermarks. We rewrite assumption 2.1.2 by defining the set H(p) as

follows

H(p) = {I': 571T'(d) is an autocovariance function of a stationary process}. (2.51)
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The resulting formulation is given as

maximize tr(SP )
L(d)eG(p),I'(d)eH(p)

subject to AJ <9, (2.52)

Although ¥ and AJ are linear functionals of I', convex optimization techniques cannot be
directly applied to solve (2.52), since I' is in an infinite dimensional space.
Asaresult, (2.52) is transformed into the frequency domain. Before continuing on, the following

definition is needed.

Definition 2.2. v is a positive Hermitian measure of size p X p on the interval (—0.5,0.5] if for a

Borel set Sp C (—0.5,0.5), v(Sp) is a positive semidefinite Hermitian matrix with size p X p.
The following theorem establishes the existence of a frequency domain representation for I'(d).

Theorem 2.5 (Bochner’s Theorem [25, 26]). I'(d) is the autocovariance function of a stationary
Gaussian process { Auy} if and only if there exists a unique positive Hermitian measure v of size
p X p, such that

1/2

I'(d) = / exp(2mjdw) dv(w). (2.53)

1/2

dv(w) can be interpreted as the discrete-time Fourier transform of the function I'(d). In fact,

if v(w) is absolutely continuous with respect to the Lebesgue measure, then

and

1/2
['(d) = / exp(2mjdw) f(w) d w,

1/2

where f is a mapping from (—0.5, 0.5] to the set of positive semidefinite Hermitian matrices. f is
exactly the “entrywise” Fourier transform of I'(d).
By the fact that I'(d) is real, the Hermitian measure v satisfies the following property, which

can be applied to the Fourier transform of the real valued signals.
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Proposition 1. I'(d) is real if and only if for all Borel-measureable sets Sp C (—0.5,0.5],
v(Sg) = v(—Sg). (2.54)
By (2.54), (2.53) can be simplified as
1/2
['(d) = 2%Re / exp(2mjdw) drv(w) | . (2.55)
0
Theorem 2.6. The optimal solution (not necessarily unique) of (2.52) is

T.(d) = 25" Re [exp(2njdw, ) H.] , (2.56)

where w, and H, are the solution of the ensuing optimization problem.

maximize tr [Fo(w, H)CTP~'C]
w,H
subject to Filw,H) <6,0 <w<0.5,
H Hermitian and Positive Semidefinite, (2.57)

where the function F is defined as
Fi(w, H) 2 tr[UOy) + tr [(W + L"UL)O;] , (2.58)

O, 22Re {2sym (spL[I — sp(A+ BL)|"'BH) + H},

O3 2 29 {2sym [(I — sp(A + BL)) "Ly (H)] — L1(H)},

and s £ exp(2mjw).

The function F is defined as
Folw, H) 2 2Re {2sym [(I — spA) " Lo(H)] — L2(H)} . (2.59)
Furthermore, one optimal (not necessarily unique) H, of Problem (2.57) is of the form

H, = hh!, (2.60)
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where h € CP. The corresponding HMM is given by

| cos2mw, — sin2mw,
Skr1 =P Sk + U, Aup = [ V2h, /2h; } &k (2.61)

Sin 2mw,  COS 27w,

where h,., h; € R? are the real and imaginary part of h respectively and ¥ = Cov(iy,) = (1—p*) L.

The proof is found in the appendix.

Remark 2.12. By (2.56), I'.(d) can be seen as a sinusoidal signal with a decay factor p, where
wy and H, can be interpreted as the optimal frequency and direction respectively. Since Fi and
JF5 are linear with respect to H, when w is fixed, (2.57) is a semidefinite programing problem and
hence can be solved efficiently. Therefore, (2.57) can be solved in two steps by first calculating
the optimal signal direction for every frequency 0 < w < 0.5 and then searching over all possible
frequencies w. In practice, (2.57) can be solved for enough sample frequencies to obtain a near
optimal watermarking signal.

It is worth noticing that regardless of the dimensions of the physical system n or the control input
p, the dimension of the hidden &, is always 2, which is desirable from a computational perspective

when dealing with a high-dimensional linear system.

There always exists an optimal solution that is a noisy sinusoid. The fact that a single frequency
is optimal occurs because both the objective function and constraint can be expressed as infinite
Riemann sums which are functions of v(w). Specifically, both are linear functions of an infinite
sequence {v(w;)}. The fact the objective and constraint are linear across v(w;) means there
is an optimal solution consisting of a single frequency. Removing these linearities, perhaps by
considering nonlinear systems, could potentially result in an optimal watermark containing multiple

frequencies.
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2.1.4 Numerical Example

This section illustrates the utility of the watermarking scheme by analyzing detection per-

formance on a control system, with parameters
11 0
A= , B = ,02[1 0]. (2.62)

The cost matrices in this system, W and U, are equal to the identity. The covariance matrices, ()
and R, are equal to 0.8 times the identity and the identity respectively. As a result, the eigenvalues
of A are -0.339 and -0.105. Consequently, A is stable, thus motivating the use of a watermark
signal for detection. Two watermarking designs are analyzed. First, a stationary watermark is
generated using (2.61) where p = 0.6. In the second case, an IID Gaussian process is considered,
similar to the design presented in [15, 27]. Designing a stationary Gaussian watermark requires
solving a semidefinite program for a set of frequencies sampled in 0 < w < 0.5. A step size of 0.01
is chosen for this system, which requires solving 51 semidefinite programs. On a Macbook Pro with
a 2.4 GHz processor, solving all 51 semidefinite programs takes 12.9 seconds using CVX [28, 29].

First, the asymptotic detection rate limy_, ., 55 versus the false alarm rate « for each design is
plotted in Fig 2.4. The additional cost A.J imposed by the watermark is 10 for each design, roughly
40 percent of the optimal cost J* = 23.1.

The relationship between the asymptotic detection rate and false alarm rate is again considered
in Fig 2.5. Here, « is chosen to be less than 0.1, which is typical for real systems, where the cost
considerations of investigating possible attacks make it undesirable to have frequent false alarms
during normal operation. The stationary watermarking design offers a visible improvement in the
asymptotic rate of detection over an IID design. The stationary watermarking scheme with p = 0.6
obtains its best relative performance in comparison to independent and identically distributed (IID)
watermarking schemes when the probability of false alarm approaches 0. The percent improvement
in asymptotic detection rate limy_, ., 5, of the stationary Gaussian design with p = 0.6 over the IID

approach is explicitly examined in Fig 2.6 for « < 0.1. It can be seen that the stationary watermark
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achieves its best relative performance for « in this range. In fact, a 60 percent improvement over

the IID design in the asymptotic rate of detection is obtained when a ~ 0.005 and p = 0.6.

1 T T T T

| ——Stationary Watermark p = 0.6
—a—|ID Watermark

Asymptotic ﬁk
© © © © © o © o O
- N W A~ OO0 O N o0 ©
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0.2 0.4 0.6 0.8 1

o

Figure 2.4: limy_,. B as a function of « for a stationary watermark with p = 0.6, and an
independent and identically distributed (IID) watermark with AJ = 10.

Fig 2.7 and Fig 2.8 illustrate the tradeoff between the asymptotic detection rate limy, ., S
and the LQG cost AJ for AJ < 100 and AJ < 20 respectively. For this simulation, the false
alarm rate « is fixed to be 0.02. For practical systems, AJ needs to be carefully chosen to balance
the control cost and the detection performance. These figures show that as more control effort is
expended, the rate of detection increases. In particular, additional linear-quadratic-Gaussian (LQG)
cost corresponds to increasing the magnitude of the watermark’s autocovariances. Through the
dynamics of the system, watermarks with larger autocovariances increase discrepancies between
the replayed sensor outputs and the expected sensor outputs, thus resulting in a higher probability
of detection.

Fig 2.9 shows the detection rate as a function of time k£ where AJ = 10 for the watermarking
approaches and o = 0.02. In this scenario, detection performance in the absence of physical

watermarking is also considered. For this case, a X2 detector is used. It is assumed that the attacker
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Figure 2.5: limy_, B as a function of a,for a < 0.1, for a stationary watermark with p = 0.6,
and an independent and identically distributed (IID) watermark with AJ = 10.
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Figure 2.6: Percentage improvement in limy_. ., 3 over the independent and identically distributed
(IID) design versus « for a stationary watermarking scheme with p = 0.6 and AJ = 10.
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Figure 2.7: limy_, ., B versus AJ for a stationary watermark with p = 0.6 and an independent and
identically distributed (IID) watermark, o = 0.02.
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Figure 2.8: lim;_,, Ok versus AJ for a stationary watermarks with p = 0.6 and an independent
and identically distributed (IID) watermark, o = 0.02, AJ < 20.
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gathers measurements from —50 < k£ < —1 and replays these measurements from 0 < £ < 49.
For all chosen designs, the probability of detection quickly rises to a maximum detection rate
at £k = 0 due to a mismatch between the expected and received measurements at the beginning
of a replay attack. However, since A is stable, the detection rate quickly decreases back to false
alarm rate without watermarking. Meanwhile, in the watermarking strategies (3 converges quickly.
As a result, it is reasonable to design the watermark signal to optimize the asymptotic detection

performance.

0-3 T T T T T
--—-Stationary Watermark p = 0.6
- — |ID Watermark
0.25}+ ——No Watermark -
0.2F 4
=< 0.15} T
0.1r 4
0.05F 4
0 I I I I I
-10 0 10 20 30 40 50

Figure 2.9: [3; versus time £ for a stationary watermark with p = 0.6, an independent and identically
distributed (IID) watermark, and no watermark. For watermarking schemes, AJ = 10, and
a = 0.02.

Finally, Fig 2.10 examines the relationship between the expected time of detection and the
additional LQG cost AJ when a = 0.02. In the absense of physical watermarking, which
corresponds to AJ = 0, the expected time of detection is roughly given by £ = 34.3. Watermarking
strategies can significantly reduce the time of detection. For instance, for AJ = 10, the expected
time of detection for the stationary watermark is £ = 5.82 and the expected time of detection for

the IID watermark is k = 6.27.
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Figure 2.10: Expected time of detection versus AJ for a stationary watermark with p = 0.6, and
an independent and identically distributed (IID) watermark, oo = 0.02.

2.2 Robust Physical Watermarking

In the prior section, we introduced physical watermarking as an active method for detection,
illustrating its effectiveness against replay attacks. In this section, we aim to demonstrate that this
mechanism for active detection can remain effective in other scenarios, even when considering
attackers who retain model knowledge. The root of trust in the prior section was the watermark and
in general the control input. In particular, it was assumed that the attacker did not have knowledge
of the control input. We relax this assumption by instead assuming the attacker has access to a
subset of control inputs while the defender is able to keep a known subset of inputs hidden from

the attacker. Given this scenario, we aim to design a so called robust watermarking scheme.

2.2.1 System Description

The system description remains unchanged from the prior section. The dynamics are represented

via a LTI control system (2.1) which is monitored by a suite of sensors (2.2). The designers aim to
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minimize an LQG cost (2.3). This is done via a combination of a Kalman filter (2.4),(2.5),(2.6),
and linear state feedback controller (2.7),(2.8),(2.9).

We again examine the binary detection problem of verifying the integrity of sensor measure-
ments. For simplicity, we assume that any integrity attack begins at time 0. Here, we generically

define the null hypothesis H, and alternative hypothesis #; as follows.

Ho : The system is operating normally.

H, : An attacker implements an attack strategy Z.

A detector of the form

H A .
9(zx) 2 1, 2k = yp — CRpppe, (2.63)

Ho

is implemented where z;, is the current residue and g : R™ — R is a scalar valued function. The

detector g leverages the fact that under normal operation
2z ~N(0,P), P2CPCT+R, (2.64)

to find faulty data. The probability of detection when the system is under attack (3, and the

probability of false alarm « are defined respectively as

B 2 Pr(g(z) > n|H1), a=Pr(g(z) > n|Ho). (2.65)

As before, since zj is stationary under normal operation, « is constant. While we consider the class
of detectors which only consider the current residue, previous residues can also be considered.
It can be shown, that the class of residue detectors are vulnerable to stealthy integrity attacks.

Namely, we have the following result.

Theorem 2.7. Suppose an attacker modifies sensor measurements to y;. so that the measurements
yp are statistically identical to measurements vy, gathered under normal operation. That is y;, is a

zero-mean Gaussian process such that

Cov (Y, Yr,) = Cov(yp,, ¥e,) V k1, ko. (2.66)
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Furthermore suppose the matrix (A + BL)(I — KC) is stable. Then for all residue detectors g

that are continuous in z,

lim B, = a. (2.67)
k—o0

The proof is essentially equivalent to that of Theorem 2.1 and is thus omitted.

The above theorem shows that for certain systems, if an attacker is able to generate statistically
correct measurements vy, no residue detector can asymptotically provide any information about
whether an integrity attack has taken place. We showed that an attacker can generate statistically
correct sensor measurements through a replay attack. If the system model is known to the attacker,
y¢ can be generated if the attacker simulates his own version of the system.

To counter such an adversary, for simplicity, we consider the design of an IID watermark

Auy, ~ N (0, J) (first considered in [15]) added on top of the optimal input w;,

2.2.2 Attack Model

In our attack model, we consider a near omniscient adversary. Such an adversary may be highly
sophisticated such as in Stuxnet. On the other hand, malicious insiders may have significant access
to system components and knowledge that are not publicly available. They can in turn leverage
their knowledge and resources to design stealthy attacks [6]. We consider an attacker with the
following capabilities.

1) The attacker can insert an external control input B“u$ starting at time £ = 0 where uf is a

control input and B* denotes the direction.

Remark 2.13. Here, the attacker can take over a subset of control inputs as was done in Stuxnet
so that B® is contained in B. Alternatively, the attacker can inject his own control input. The
goal of the attacker is to design the input so as to cause physical damage to the system. An

alternative approach would be to perform a purely sensor based false data injection attack so that
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the system destabilizes by the actions of the system operator without the presence of an external
input. However, such an attack can be limited in terms of the range of achievable states or the

speed at which damage can be achieved.
2) The attacker knows the system model, M = {A, B,C, K, L,Q,R,W,U, J}.

Remark 2.14. A sophisticated attacker could potentially perform system identification to obtain

the system matrices. Alternatively, a malicious insider could obtain knowledge of the model.

3) The attacker can arbitrarily modify all sensor measurements from y;, to yi starting at time

k = 0. Moreover, the attacker can read the true sensor measurements y;, for all k.

Remark 2.15. Unlike replay attacks considered in the prior section as well as in [15],[30],[27],
knowledge of true sensor measurements in real time can be leveraged by the attacker to improve

the statistical properties of yj.

Remark 2.16. In theory, knowledge of yy, the injected control input B*uf, and the system model,
would allow an adversary to subtract his influence and generate undetectable virtual outputs ;.
However, for such a scheme to be successful, the plant must be open loop stable. If A is unstable,
any cancellation errors due to modeling discrepancies would grow exponentially. Moreover, if A
is stable, the input uj, could cause the system to enter a nonlinear operating region, nullifying the

attacker’s knowledge of the model.

4) The attacker can read a subset of control inputs for all £. That is u; can, without loss
of generality, be partitioned as u? = [ul"u2"]7 where ul € RP' is known to the attacker while

uj € RP™P! remains secret.

Remark 2.17. In previous work, all inputs were secret to the attacker. However, if the attacker is
able to modify a subset of control inputs, it is likely that the attacker can read the intended inputs
chosen by the system designer. The root of trust in this system is the set of secret inputs ui. If

the attacker has knowledge of all inputs as well as the model, he can generate virtual outputs by
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simulating the system. By assumption, the set of vulnerable inputs are known to both the system
operator and adversary. Again, knowledge of a subset of control inputs can be used by the attacker

to generate y;.. The attacker is summarized in Fig. 2.11

Sensors

z
S Virtual Output
Generation

Figure 2.11: Diagram of System under Robust Attack

Ay —> Failure Detector

We can again characterize the attacker in terms of the three dimensional attack space. We
will refer to this attack as the robust attack. Relative to the replay attacker, we observe that this
adversary has full model knowledge, as well as the ability to read a subset of inputs. The attack
space is illustrated in Fig. 2.12.

Before we continue, we introduce notation where the superscript ! denotes parameters associated
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Figure 2.12: Cyber-Physical Attack Space with Robust Attack

with known inputs and the superscript 2 denotes parameters associated with unknown inputs.

1
u
Bu, = [B' BY | "| = Blul + B2, ul = L'a), + Aul, o2 = L2, + Au, (2.69)
up
Aug ~N(0,71), Aup ~N(0,7), Ji>el, >0, Jo>0, (2.70)
Ul U12 Ll
U= , L=
U21 U2 L2

Here, we design Au} and Au? to be independent using the rationale that the system operator would
not want to provide any information about Au3 in the watermark Aw;. if u, is vulnerable. Note that
J1 > el for some € > 0 to be chosen by the designer. We remark that this assumption allows us

to use theoretical results regarding the discrete algebraic Riccati equation (DARE) included later
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in the section and can be relaxed by choosing € to be close to 0. As in the previous section, the

dynamics under attack can be characterized as

Tpy1 = Axzy + Bug + B ug + wg, yp = Cxg + vg, 2.71)
L1k = AZgp + Bug, Tr = Spppo1 + K (yp — Cpgret) (2.72)
U = Li‘k‘k + Auy, 2z = yg — Ci‘/ﬂk_l. (2.73)

2.2.3 Attack Strategy

We would like to determine how the attacker should generate virtual outputs as illustrated in Fig.
2.11. To fool a detector g(z), the adversary would like to generate measurements y{ so that residue
under attack y;! — C'%y,—1 has statistical properties approaching the residue under normal operation
which has distribution A/ (0, P) (or equivalently vy, ~ /\/'O(C'ik‘k,l, P)) under normal operation. In
the following theorem, we assume the attacker wishes to minimize the distance between distributions

of the residue under attack and normal operation using the available information.

Theorem 2.8. Denote the information available to the adversary at time k as I}!. Suppose the

attacker generates virtual measurements y;; such that
Y ~ N, 2). (2.74)
The expected KL divergence E [D 1, (N1||Ny) |Z}] is minimized by
py, = CE[Zpp—1|Z;], X = P. (2.75)

Thus, under attack z, ~ N1(CE[&g—1|Zf] — CZpp-1, P).

Proof. Letting vy, = p — Cpp—1, the expected KL divergence of probability distributions y;, ~

No(CLIA?k‘kfl, P) and y,‘; ~ Nl(/l%, Ea) or E[DKL <N1HNO) ‘I]g] is given by

E[Dkr (M||INo) 1Z}] = %tr(E“P_l) + % (E [vpf" P~'uf|Z¢] — logdet(S°P) —m) . (2.76)
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We would like to obtain the minimizing > and pj, which can be obtained by solving two opti-

mization problems.

B, = argz?m (tr(Z*P~") — logdet(2*P~)). (2.77)
Since the objective is convex in X we can differentiate with respect to X7, and equate to 0,
obtaining
—¥e, T P =0 = 22, =P (2.78)
Similarly, the minimizing 4}, can be obtained by solving
Hiopr = argmin £ (TP Ty (2.79)
e
where E [vi" P~1ug|Z¢] is given by
/ v P f (R | ) d 1.
Zpp—1
Differentiating with respect to 7, we obtain
/ P‘l(uiopt = CZppp—1) f (Trjp—11Zy ) dTgip—1 = 0.
Zpjp—1
Solving for i, we have pift, , = CE [Zy1]Z}]. O

Here, the KL divergence is used as a heuristic to represent the distance between distributions.

From Theorem 2.8, the attacker should generate stealthy virtual inputs y; as follows.

Virtual Output Generation
1. Calculate CE[Zy,—1|Z¢].
2. Generate IID noise ¢, ~ N(0, P).

3. Compute y;; = CE[Zyx—1|Z] + G-
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Thus, in an optimal solution, an attacker computes a best approximation of the output a defender
would expect to see and then adds noise of the appropriate distribution, in this case the distribution
of the residue. For the remainder of the section, we determine how the attacker should use all
available information to compute CE[@M k—1|Z]. In order to generate yj 1 the attacker at time

k + 1 has knowledge of the outputs y;, and control inputs uj1 up to time k. That is,

ZI?Jrl = {M7 Yk, yl(;7 Uia ullw Yk—-1, yl?:fl’ uth ullcfh .- } (280)

Remark 2.18. We have assumed that at time k, to generate, i, the attacker does not have the
ability to incorporate the real time vy, into his estimate. This perhaps might be a real time constraint
for an attacker who does not wish to introduce suspicious delays into the system by processing real

time sensor measurements.

To obtain a conditional estimate of Ty, using Z, ;, we formulate a new model from the

attacker’s perspective. Suppose an adversary has information Z;! ;. Furthermore define,
Y & uy — LYKyl (2.81)

Given y{, which is known by the attacker, y} is an invertible function of u;. Thus, Z{,, can be

rewritten as

llel—&-l - {M7 Yk, yga u27 y137 Yk—1, yl(cl—la U’Z—l? yl?—l? .- } (282)

Lemma 2.1. For k > 0, the attacker’s observations can be formulated as the outputs of a state

space model as follows.

) A Yk )
Tp41|k Tklk—1 Yy Tk|k—1
B I e I PP A0 o I TVR bl ARVl R IR VR H )

Tr41 Tk Yk Tk
ua
k
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where
a2 (A+ B2LY)(I— KC) 0 - (A+ B2L3)K B* 0
B2I2(I - KC) A B’I*’K  B' B°
N B2AuZ L | A
B2AuZ + wy, g,
.| BB Byt A L | LI -KC) 0
Q = 7R = ) C=
B2 By 4 0 R 0 C

Proof. From (2.4), for £ > 0, when the attacker inserts virtual outputs and external inputs we have
Tppe = A(l — KC)Zpp—1 + Bug, + AKy;. (2.84)

From (2.69), and (2.4), we have
Buy = Bluy + B* (L*(I — KC)&gp—1 + LKy} + Auj) (2.85)

so that the first state equation immediately follows. The second state equation is trivially obtained
from the dynamic equation (2.1), (2.85), and the attacker’s external input B“u¢. From (2.69) and
(2.4),

up = LI = KO)pp1 + L' Kyp + A, (2.86)

thus arriving at the first output equation. The second output equation is identical to (2.2). Finally,

the noise distributions are easily derived from (2.70), and the process and sensor noise statistics. [

We remark that for k£ < 0, the same state equations hold for the attacker, except that the external
input u¢ = 0 and the virtual output y;, is simply the true output y;. Therefore, before executing his
attack, the attacker can still observe the model up to time &£ = 0 to obtain the best possible estimate
of the state. Secondly, from Remark 2.16, we note that a subset of outputs may not be useful to the
attacker due to instability or nonlinearities in the plant. The attacker can ignore a subset of sensors
by removing rows from C' when defining C. Before deriving a filter to obtain an optimal estimate

E[Zkk—1]|Z¢], we make the following assumptions.
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Assumption 2.2.1. (A+ BL)(I — KC) is stable. From [27], the stability of (A+ BL)(I — KC)

is a standard assumption in watermarking algorithms since otherwise detecting the adversary is

trivial. It can be easily shown that the stability (A+ BL)(I — KC') implies that (A, C) is detectable.

Assumption 2.2.2. A has no eigenvalues on the unit circle.

Theorem 2.9. Suppose the adversary starts observing the system at time k = —N, where N > (.

Assume atk = —N

IS

Tlk—1

f | Z | ~N DY

Tk

&I

where > > 0.
Define

Trje—1 = ElZep—1|Zi], T = Elai|Z{).

Then, Ty x—1 and Ty, satisfies the following recursive filter.

&1

Trelfo
Fork = —N T po=wso,
i 7
~ ~ Yk
T Thlk— Yy
For0>k>—N: T A - | AR | 4B |
Tht1 Ty Yk
0

where

K = PlT(CP.CT +R)7E,

and the covariance satisfies

Pry1 = AP AT + Q — APLCT(CPCT + R)TICPLAT.

(2.87)

(2.88)

(2.89)

(2.90)

2.91)

(2.92)
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Assume N — oco. Define P £ lim P;, where 'P; is recursively defined according to (2.92).
j—00

Then, for k > 0, Ty, and Ty, satisfy the following recursive filter

- . " Yk
x Ti|k—
S —xe) | o | B ] (2.93)
i’k—&-l jk Yk
uj,
where
K =Pctcrct +R)™. (2.94)

Additionally, A(I — KC) is Schur stable.

Proof. Fork < 0, the proof follows from the definition of the standard Kalman filter, [31] and is thus
not reported. Observe from assumption 2.2.1, (A, C) is detectable. Moreover, from assumption
222, (A, Q%) has no uncontrollable eigenvalues on the unit circle since .4 has no eigenvalues on
the unit circle. This combined with the fact that R > 0 and ¥ > 0 implies that P, converges to the

unique stabilizing solution X of the riccati equation (2.95), [32].
X =AXAT + Q — AXCT(CXCT +R)'CXA”. (2.95)

This implies A (I — KC) is Schur stable. The proof for &£ > 0 again follows from the definition of

the standard Kalman filter. ]

2.2.4 Attack Detection

In this section, we propose a Neyman Pearson detector to determine whether an attack has occurred.
To begin, we would like to characterize the distribution of the stealthy v generated by the attacker
from the defender’s perspective. Unlike the attacker, the defender has full knowledge of the state
estimate 7y, and watermarks Au,{;, Auz. However, the defender does not have access to the
true y or uy. As such, the defender can not directly calculate the attacker’s state estimate Tyx—.

Nonetheless, it can characterize the distribution of Z;—; and thus y;; in general.
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We let Z;, represent the reliable information available to the system operator under attack. Here,

we will ignore all sensor information as that may be corrupted by the attacker. Thus, we say

. 1 2 . 1 2
Iy = {M, Tk|k—1, Uk—1, Aukq? Au’k—lu Th—1|k—2; Uk—2, Auk727 Aukd, T }

Lemma 2.2. Assume at k = —N,

- 0| _
f k=t 17 | ~ N 5
xk—j 0

Let N — oo. For k > 0, we have

FW|Ze) ~ Ny (C(Ekji—1 — €rp—1), Py + P,

where ¢y, satisfies the recursive filter e _n_n_1 = 0, ey = 0. For k <0

€ €plp_ Aul B?
Ao | a7 ¢ A,
€kt1 €k 0 B?
For k > 0,
€ €L\l Aul B?
R A —xe) | —ac | T 4+ Au?
€k+1 €k 0 B?

Moreover, P, is defined as

nefo dn(fe )

and P, satisfies the following Lyapunov equation,
P.=A(I - KC)P.(A(I - KC)" +U,

where

0 0
U=AK K A" +

(2.96)

(2.97)

(2.98)

(2.99)

(2.100)

(2.101)

(2.102)

(2.103)
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Proof. To begin, we define
Ehkll—1 = Tkt — Thik—1, €k = Tp — T (2.104)

From (2.83) and (2.90), the error dynamics of the attacker’s estimation filter during attack for

—N < k < 0are

é Bl
L A - o) | < A+ W (2.105)

Cht1 €k

Rearranging terms we have

€ Cll— 0 0 Aut B?
Ao | Ak ||+ A | A,
€1 €k Vg Wy, 0 B?
(2.106)
As N — oo, for k > 0, we have,
e Crlfo— 0 0 Aul B?
A —key [T —ac| | Yol R A2, (2.107)
Cht1 €k U Wi 0 B?

Since the states ¢y, and €, initially have a normal distribution given Z;, and the system is

linear with IID Gaussian noise, for each %, €, and €, has a normal distribution given 7. Let
erb—1 = Elepi—1|Ze] = Erpp-1 — ElZup—1|Z], e = E[Ex|Zi). (2.108)

Taking the expected value of (2.106) and (2.107), we obtain (2.99) and (2.100). Noting that y; has

expected value CE[Ty,_1|Zy], we see that
Elyi|Ze] = C(Zrp—1 — €rfp—1)- (2.109)

Next observe that (2.107) is an unobserved dynamical system from the defender’s perspective.
From the convergence of the gain K as N — oo, and the stability A(I — KC), the covariance of
[é;‘g b1 éﬂ ! for £ > 0 simply satisfies the Lyapunov equation (2.102) and is thus P.. From the
attack strategy, to compute y;., the attacker calculates C'Ty,—1 + ( where ¢, ~ N(0, 15). From
here, the covariance of y{ is simply C' Cov(i,dk,l)CT +P= P, + P. Since, Ck|k—1 has a normal

distribution given Zj, y; has a normal distribution given Z;, and the result holds. [
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Remark 2.19. We remark that in practice the defender will be unaware of the time —N an attacker
begins observing a system. However, due to the stability of A(I — KC), the effect of the chosen

—N on the distribution of yi asymptotically vanishes.

Using the results of the previous theorem, we can characterize the distribution of our residue
when the system is under attack and when the system is under normal operation. Namely, we can

redefine our null and alternative hypotheses as follows.
7‘[0 L 2k NN(O,p), 7‘[1 L 2k N/\/’(—Cﬁk‘k,hpy—i-?).

In this case, the optimal detector which maximizes the probability of detection [ for a given

probability of false alarm « is a Neyman Pearson threshold detector (see [33]).

H
Theorem 2.10. The most powerful test for the hypothesis test Hy vs. Ho is gnp(zk) 21 7, where

Ho
gnp(2k) is given by

Py — (2 + Cek\k—l)T (Py + P)_l (2 + Cepl—r).

In general, we would like to maximize our detection rate using the degrees of freedom we
have in the design of our watermark. However, directly maximizing the probability of detection is
difficult because it involves integrating a Gaussian function. In the next subsection, we propose a

relaxed optimization problem to design a robust watermark.

2.2.5 Watermark Design

In this section, we attempt to maximize the probability we can detect an attack through the design of
our watermark, namely the covariances [J; and J». Qualitatively, large covariances would increase
the attacker’s uncertainty about the watermark, making statistically sound y’s difficult to generate.
However, large watermarks also increase the cost to the system (2.3). As such, we would like to
bound the additional cost created by the watermark. As discussed in the prior section, the optimal

LQG cost of the system without the watermark J* is given by

J* =t1(SQ) + tr((ATSA+W — S)(P — KCP)). (2.110)
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With the watermark, the cost .J from [27] is given by J = J* + AJ where

AJ =tr((B"SB+U)J), (2.111)

= tr((B'SB' + UNJ' + (B* SB? + U J?).

Because it is difficult to directly maximize the probability of detection, we would like to
maximize the distance between distributions of our residues so that they are easier to distinguish.
To obtain a concave metric, we select the expected KL divergence between z;, ~ N3(C (i;ﬂ b1 —
Zrje—1), P), the residue generated under attack, and zj, ~ N3(0, P) the residue generated under
normal operation given the attacker’s information. From Theorem 2.8 and (2.76) the expected KL

divergence is given by

E[Drr(N3]|N2)|Z;] = %tr (P.CTP7IC), (2.112)
where
I
P; = l] o} P (2.113)
0

Thus, we arrive at the following optimization problem to design the covariances of our water-
mark.

Problem 1

maximize tr (PjCTP_lo)
J1,J2,P

subject to P, J>0, J>el
tr((B'SB' + UNJ" + (B SB* + U*)J?) < 6
P = APAT + Q — APCT(CPCT + R)'CPAT

I
P = { I ()1 P , P is the stabilizing solution of the riccati equation.

0

In the above formulation, we are maximizing a linear function in /P with a cost constraint convex in

J1, J» . However, the Riccati constraint is not convex and it is not entirely obvious how to enforce
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P to be the stabilizing solution. As a result, we consider the following essentially equivalent convex

optimization problem.

Problem 2
maximize tr (P@CTP’lC)
J1,J2,P
subject to P,Jo>0, J >el

tr((B" SB' + U + (B* SB? + U*)J?) < §

APAT + Q- P  APCT I
> (L 12% = {]> 0] P
CPAT CPCT+R

We now have the following result.

Theorem 2.11. Let (75, ,, J5, ,) be a maximizing solution to Problem 2. Then, (J,, ., J5. ) is

also a maximizing solution to problem 1.

Proof. In Problem 2, the semidefinite constraint under the condition that CPCT + R > 0 is

equivalent to

P <APAT + Q — APCT(CPCT +R)'CPA”, (2.114)

by Schur’s complement condition for positive definiteness. Let (\7210;%,

T3+ Pa,,,) be an optimal
solution for Problem 2 and (jllo,,t , jfopt, P1,,.) be an optimal solution for problem 1. From (2.114),
the feasible set of solutions for Problem 1 are a subset of the feasible solutions for Problem 2.

Letting Pz, = Pa(T}. ,, I, > Pu.,e) and Pa, = Pal Ty, ,, T5. ,, Pa,,.), we thus have

Lopt?
tr (P;,CTP~'C) > tr (P;,CTP7'C). (2.115)

From Theorem 13.1.1 in [34], for the set of positive semidefinite P satisfying (2.114), we
have P, > P where P; is the stabilizing solution of the discrete algebraic riccati equation with
watermark covariances ‘7210%, jfom. Since the objective function is monotone increasing in P this
implies that

tr (%(JQZW, Jzipt,Ps)CTP‘lC) > tr (P;,CTPIC). (2.116)
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However, (j;opt, JQQDPt,PS) lies in the feasible set of problem 1. As a result, from (2.115) and
(2.116),
tr (Pz,CTP7'C) = tr (P;,CTP7'C). (2.117)

Therefore, (7, ,, J5,,, Ps) is a solution to problem 1 and the result holds. O

Note, since we consider IID watermarks, it is clear that the watermarking sequence is not
a sinusoid like the previous section. An interesting future problem is to determine whether a
stationary robust watermarking design generated from a hidden Markov model will induce an
optimal watermark that is a sinusoid.

We conclude this section by noting that the defender can use this optimization problem to select
which inputs he wishes to secure from the attacker. That is, he can optimize his choice of B! and
B? subject to some constraints on the number of inputs he wishes to keep secret or the identities
of inputs which he can keep secret. The optimization problem however becomes combinatorial in
nature. Nonetheless, for a small number of inputs the problem remains feasible. Moreover, the

problem only needs to be solved once prior to the system deployment.

2.2.6 Numerical Example

We consider a randomly generated system with n = 10 states, p = 8 inputs and m = 7 sensors.
The matrices A,B, and C' are uniform sparsely generated matrices with density 0.3. Moreover
@, R, U, W were each chosen to be the identity. The optimal cost for the system is J* = 25.7. The
matrix (A + BL)(I — KC) is stable, thus motivating the use of a watermark.

We consider four separate scenarios in our system. In three scenarios, we utilize the water-
marking design scheme proposed in this section and seen in Problem 2. In these scenarios we vary
the number of inputs the attacker can see from 1 input, to 4 inputs, to 7 inputs. The more inputs the
attacker can see, the better he can estimate the defender’s state estimate. Moreover, in our fourth

scenario, we consider the case where the attacker knows only 1 input, but the defender uses the
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watermarking scheme seen in [27]. In this case, the watermarks Au; and Au} are correlated. As
such, the attacker can estimate u?.

In Fig. 2.13 and Fig. 2.14, we plot the asymptotic probability of detection as a function of
the probability of false alarm, where we consider small values of « in Fig. 2.14. Here AJ = 5,
meaning that the additional cost is roughly 20% of the optimal cost. It can be seen that the proposed
approach offers increased security over the approach in [27], when the inputs are compromised.
Moreover, in this example, knowledge of a single input allows the attacker to fool a detector with the
replay watermarking design [27]. The probability of detection is roughly equal to the probability of
false alarm and thus the detector asymptotically provides little to no information about whether an
attack has taken place. In Fig. 2.15, we plot the asymptotic probability of detection as a function
of the additional cost for fixed & = 0.1. For the proposed watermarking scheme, increasing the
magnitude of the watermark, and thereby the cost, improves the probability of detection. However,

for the previous design, [27] the additional cost does not aid in detection.

—
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alarm o, AJ =5
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Chapter 3

Environmental Watermarks

In the previous chapter we demonstrated the effectiveness of physical watermarking in detecting
several classes of integrity attacks. The main mechanism of detection in the use of physical
watermarks is a source of randomness that a defender knows, in that case an additive element
to the control input, which the attacker does not. In this chapter, we make the observation that
such sources of randomness may not have to be introduced by the defender, but might simply be
a product of the environment. As an example, a defender might have side information about the
process or sensor noise in a system, which can in turn be leveraged to detect an attacker who does
not have this same information. In this chapter, we will specifically examine how packet drops at
the control input can serve as an environmental watermark. In section 3.1 we will introduce the
idea of a packet drop watermark, which can occur environmentally or as a result of intended action
by the defender. In section 3.2 we will extend this work to consider a joint Gaussian and packet

drop watermark. The results in this chapter are largely based on [35] and [36].

3.1 A Packet Drop Watermark

In this section, we consider how packet drops can serve as an environmental or naturally occurring

watermark that allows us to actively detect malicious adversaries. Packet drops occur naturally

61
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in the context of networked control systems. In particular, both command and measurement
channels could be subjected to packet drops due to, e.g., imperfections at the wireless and/or wired
communication networks [37, 38]. Packet drops at the command and measurement channels change
the system dynamics in a specific form, see e.g. [10, 9]. In this section, we view the packet drops as
a means to create watermarked dynamics and we explore the possibility to authenticate the system
via intentional packet drop injections.

We assume there exists independent and identically distributed packet drops at the channel
to the actuators with certain probability. This already occurs naturally and can be intentionally
introduced by a defender to enhance security. Such a mechanism is easy to implement using, e.g.,
switches and pulses and they are applicable for a wide range of applications. We will next evaluate

the benefits of packet drops in terms of detecting stealthy attackers with high probability.

3.1.1 System Description

As in the previous chapter, we model the system using discrete time linear time invariant (LTT)

dynamics. However, here we model packet drops at the control input.

Tpy1 = Axy + mp Buy, + wy, (3.1)

yr = Cxy + vy (3.2)

Again, x;, € R" is the state vector at time k, u; € RP is the control input at time £, and y;, € R™
denotes sensor measurements taken at time k. In the model, wy, ~ N (0, Q) is IID process noise
and vy ~ N (0, R) is IID measurement noise. We assume that (A, C') is detectable and R > 0.
Moreover, (A, B) and (A, Q2) are stabilizable.

We now consider 7, € {0, 1} which is an independent identically distributed (IID) packet drop
process generated at the controller and known at the actuator and the estimator. Here, 7, = 0
indicates a packet drop and Pr(n, = 0) = p, is the packet drop probability. If the packet drops are

not introduced intentionally by the defender, but occur naturally due to the environment, we would
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» Plant (A, B) » Sensors (C)
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Figure 3.1: System model under normal operation. When a replay attack occurs, the attacker
replaces the output g, with its time lagged version. The plant input may also be compromised.

assume the CPS utilizes a TCP like protocol, where the defender receives acknowledgements when

a control packet is successfully delivered to the plant. An illustrative diagram is found in Fig. 3.1

3.1.2 LQG Control with Packet Drops

Let us assume that the following information set Z, = { M, y_ ook, U_oo:k—1, —o0o:k—1} 1S available
to the defender’s estimator at time k where M = {A, B, C, Q, R, py}. This information is leveraged
to obtain an estimate 7, and generate an input uy. As in the prior chapter, we consider LQG cost
optimization:

1
— lim E
J = Jim 2N+1,

N
> (et Wy + npuy Uuy) (3.3)
=—N

where U and W matrices are positive definite and the optimization is performed over all inputs
uy, that are measurable with respect to the information set Z;. Note that the separation principle
holds [9] and the optimal estimator and controller can be designed separately. A Kalman filter is

used to obtain minimum mean squared error estimates 2y, = E[x|Z;]. The innovation or residual
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2, = Yp — CAZp_1—1 — Mk—1C Buy_; is used to recursively update the state estimate as follows:
Tk = Tppp—1 + K2p, -1 = ATp—1jp—1 + Me—1 Bug—1, 3.4)

where K is the stationary Kalman filter gain due to (A, C, @, R):
K = PCT(CPCT + R), (3.5)
P = APAT + Q — APCT(CPCT + R)'CPA", (3.6)

and T is the initial apriori Kalman state estimate.
The optimal control is in the following form uj = LZy where L, = —(BTSk+1B +

U)™'BT S A and
Sp = AT S A+ W — (1 — pg) AT Sp 1 B(BY Sj 1 B+ U) ' BT S A.
We note that L converges to L) = —(BTS(b)B +U )_1BTS(b)A where S satisfies the Riccati
equation:
Swy = ATSmA+W — (1 = pa) A" Sy B(B" Sy B + U) ™' B" S A.

We assume that p, is sufficiently small so that (3.7) has a solution. The long term average LQG

cost due to the packet drops is (c.f. [9]) given as follows:

Lemma 3.1. The optimal cost J is
J = J(b) = IF(S(b)Q) + tr[(ATS(b)A + W — S(b))(P — KOP)]

Proof. From equation (27) in [9], we have the optimal finite horizon cost, J},, found as follows:

N N
J;, =q_N T Z tI'(Sk_HQ) + Z tl‘(ATS;,H_lA + W — Sk:)PkUm

k=—N k=—N

where ¢_y is a bounded constant (specified in [9]) and
Py = P, — B.CT(CP.C" + R)'CP, (3.7)
Here, P} denotes the apriori error covariance. As N — oo, Py, — P — KCP and S, — S).

Thus ;JE — tr(S(b)Q) + tr[(ATS(b)A + W — S(b))(P - KOP)] [l

> 2N+1
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It is worthwhile to note that ./ can be computed in closed form when packet drops occur only
in the control channel. This is not possible in the general setting of [9] with sensor and control
packet drops. We also note that the dependence of .J on p, is due to S(;). In the sequel, we assume
that the system has been running for a long time (i.e. from £ = —o0) so that the Kalman and state

feedback gains have converged to A and L), respectively.

3.1.3 Packet Drops as a Watermark

We now analyze the role of packet drops as a potential physical watermark. In a scenario where
the control packets are dropped by following an IID Bernoulli sequence 7, as in (3.1), the resulting
dynamics have strong dependence on the realization of the drop sequence. This dependence offers
an advantage to be used for attack detection in the same spirit as the Gaussian physical watermark.
The packet drop sequence, if known to the defender and kept secret from an attacker, acts as a new
type of secret nonce that can be used in active detection.

We next consider packet drop injections in the context of replay attack detection. For ease of

presentation, the replay attack is repeated below as follows:

1. The attacker records a sequence of sensor measurements from time —7" to time —1, where
T is a large enough number to ensure that the attacker can replay the sequence later for an

extended period of time.

2. Starting at time O to time " — 1, the attacker modifies the sensor signals to yi, which is the

same as the measurements recorded by the attacker at time k£ — 7". In other words,

?/Z:yk—T,OSk?ST—l

3. Starting at time 0, the attacker injects an external control input B%uj,, where uf € RPe is the

control input and B* € R"*P« denotes its direction.

The dynamics of the system

'fiz“gfl é jk—T‘k—T—l? Zg = Zk-T, nZ = Nk-1, O S k; S T - 17 (38)
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are defined above. During the replay (0 < £ < T — 1), the system dynamics changes to

Try1 = Axy + i Bug + B“u% + wi, yp = Cxp + vy, 3.9
L1k = Agyp, + neBug, Ty = Bep—r + K (yf — Cgp1) (3.10)
up, = LyZrjp, 21 = Yy — CAZp_1p—1 — Mh—1C Buyg_y. (3.11)

Recall a replay attack may or may not be effective depending on the defender’s control strategy.
From Theorem 2.1, it is reported that replay attacks are asymptotically stealthy (limy, ., S —a = 0)
in an LQG setting without drops provided that the matrix A = (A+BL,)) (I — KC) is Schur stable.
On the other hand, if .A has a spectral radius greater than 1, then replay attacks are asymptotically
detectable with an exponentially growing detection statistic. We consider the use of packet drop
injections when (A + BL)) (I — KC) is stable.

In particular, we consider residue detector performance under replay attack. Consider the
residue z;, and the delayed version z{ during a replay attack with packet drops where & < T". We

start by noting that
2k = 2 — OAk(UO:kfl)ii'O\—l + CAk(n&k,l):?:S\,l

k
-C Z (Aki<77i:k1)(A + Ni-1BLw)) = Ap—i(nie_1) (A + U?—lBL(b))) Kyiy,

i=1

(3.12)

For any ¢ < /5, we define
Afz—ﬁl (775?-&-1) = H§2:£1+1 (A + njBL(b))([ - KC)> (3.13)

where Ay = I and 7y, 1., denotes the sequence (7,11 ...7,). For k < T, we see in (3.12),
{nr} and {n}} are two binary drop sequences independent from each other and IID across k.
We note that even when Ay (1p.x_1) vanishes, the additive term v, = C Zle(Ak_i(m;k_l)(A +
Ni—1BLw)) — Ap—i(n%_1) (A +nfBLw))) Ky, renders the residue z;, different than the residue
z. For example, we can show that if ||(A+ BL,))||' 74| A|[?4]|(I — KC)|| < 1 where ||.|| denotes

the matrix norm, then Ak(nlg _1) vanishes in probability. However, the additive term v}, does not
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vanish and creates a difference in the distributions of z;, and zj. This additive term has a similar
effect to that of the additive watermark in the previous chapter and can be leveraged to detect replay
attacks. As an example, one can characterize explicit or approximate distributions of the additive
term and analyze detection performance. Also note that when p; = 0 or p; = 1 or (possibly)
the packet drop sequence is periodic, the effect of the additive term is lost since Az, g, (76, +1.0,)
is equivalent to Ay,_g, (9f, 4 1..,)- In these cases, the asymptotic stealthiness condition described
in Theorem 2.1 could be adapted to the current setting. In the next subsection, we provide real
life examples and extensive numerical results to determine the effects of packet drop injection

watermarking on both detection performance and overall cost.

3.1.4 Numerical Examples

In this section we evaluate the performance of physical watermarking via packet drop injections
on two systems. We first consider replay attacks in the quadruple tank process [39]. Then, we

examine a microgrid example [30].

Quadruple Tank Process

In the quadruple tank process, the desired system goal is to control the water level of two tanks by
leveraging two input pumps. Two sensors are used to measure the water heights of two tanks. The
chosen sample period is 1 second. We use an LQG controller with weighting matrices determined
using suggestions made in [40]. When examining the quadruple tank process, the optimal state
feedback matrix L) is dependent on the probability of drop pg.

A passive detector that recognizes the difference between normal and malicious operation must
be selected. As in the previous chapter, we assume the defender constructs algorithms which
leverage his/her information Z;, to make a decision, whether the system operates normally H, or
under attack ;. In a threshold based detector, this can be formulated as

Hi

Ho
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Noting the difference in the distribution of the residue under attack and normal operation, we select

a x? detector.
k

o(Te)= > 2 (CPC"+R) % (3.15)
t=k—WS+1

Under normal operation z! (CPCT + R)™'z; should follow a x? distribution with m degrees of
freedom. The x? detector attempts to exploit this fact by testing to see if the innovations follow the
correct distribution. It is easy to see that large residues, indicating a discrepancy between measured
and expected behavior, create alarms, while smaller residues, which indicate good agreement
between measured and expected behavior, are indicative of normal operation.

Note unlike our previous detectors, here we are allowing the possibility for a larger window
size. A larger window allows the defender to use more information, which can aid the quality of
detection. However, this can come at the cost of time to detection as typically a larger delay is seen
before an attack can significantly impact a detection statistic. In this system, we take the window
size W S to be 10.

In Fig. 3.2 we examine security and performance trade-offs through relationships between the
probability of false alarm, the probability of detection, and the packet drop rate. Results were
averaged over 1500 trials where each trial consists of a run with 1000 time steps. In Fig. 3.2(a),
we plot several ROC curves examining the probability of detection as a function of the probability
of false alarm for different packet drop rates. In Fig. 3.2(b), we plot the probability of detection
as a function of the drop rate for different false alarm probabilities ranging from 0.02 to 0.1. Note
that detection performance peaks before the drop rate equals one. This can be understood in the
extreme case where p; = 1. Here, the system is operating in an open loop without control. Thus,
when using a stable estimator, a replay attack will always be asymptotically stealthy.

In Fig. 3.3, we further characterize the tradeoft between security and control performance by
mapping the probability of drop to the increased LQG cost (as a percentage of the optimal LQG
cost when p; = 0). In Fig. 3.3(a), we observe the relationship between control performance and

drop probability over the domain of p,. In Fig. 3.3(b), we examine this relationship over a smaller
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ROC Curve Detection Performance vs Drop Probability
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Figure 3.2: Probability of Detection as a Function of Probability of Drop and Probability of False
Alarm, Quadruple Tank

domain where the cost increase is restricted to be less than 150% of the optimal cost. Both the
empirical cost, obtained by averaging results over 4,500 trials, and the theoretical cost are shown.

We observe that they closely agree.

Control Performance vs Probability of Drop
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Figure 3.3: Percent Increase in LQG Cost as a Function of Drop Probability, Quadruple Tank

In Fig. 3.4, we plot our x? detection statistic (with window size 10) averaged over 10,000 trials
during a replay attack as a function of time for a system without packet drop injections (Fig. 3.4(a))

and a system with packet drop injections (Fig. 3.4(b)). Replay attacks commence at time 20. The
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probability of false alarm in Fig. 3.4 is fixed to be 0.1 and p; = 0.7. The noticeable temporary
bumps in detection performance seen in both Fig. 3.4(a) and Fig. 3.4(b) are likely due to initial
state mismatches between the true and replayed systems. An intelligent attacker can choose to

delay the start of a replay attack until the true and replayed states closely match.
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Figure 3.4: x? Detection Statistic vs Time, Packet Drops in Quadruple Tank

Microgrid

We now investigate a microgrid example borrowed from [30], using an alternative watermarking
design. Here, there are 5 loads and frequency control by a mechanical speed governor is used to
address small imbalances (roughly 1 percent) between load and demand. The frequency should be
kept close to constant near 60 Hz. If the demand in a system far exceeds the generation, resulting
in a measured drop in frequency, loads are shed to account for the imbalance. We use the linear
generator model found in [41, p. 386, Fig. 11.8], see also [30]. AP,, a control input which moves
a steam valve in the generator, is used for watermarking. Additionally, we use Aw to denote a
change in angular frequency.

In the attack model, the attacker has the ability to manipulate the system’s frequency sensors.

The goal is to make the operator believe the frequency in the system is dropping. The defender in
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response sheds loads one at a time to address perceived imbalances. The attacker, once a third load
is shed, relinquishes control on the frequency sensor and this way the attacker forces the operator
to supply power to only two loads.

As a response, we assume the defender inserts a watermark at AP,.. As opposed to the
packet drop watermark considered in this section, we evaluate a similar zero-mean Bernoulli pulse

watermark. In particular, we have
AP.(k) = n.M(—1)*. (3.16)

where M is the magnitude of the pulse and 7, is an IID Bernoulli random variable where P(n;, =
0) = pg. Observe that a x? detector is ineffective against the proposed attack because it will send
an alarm in both the case that an attacker modifies a frequency sensor as well as the case that a
real drop in frequency has occurred. As a result, we consider the correlation based detectors used
in [30]. Here, a virtual model of the system with input AP, is simulated by the defender. The
response Awy is multiplied by the true frequency Aw to obtain a correlation detector statistic gy.
Under normal operation,

E[AGLAwy] = E[gi] = 0 > 0. (3.17)

Under a replay attack E[A&Awy] = 0. Unlike the x? detector, a higher detection statistic indicates
normal operation.

We simulate the microgrid over 70 seconds. Control inputs are modified every 0.1 seconds.
The amplitude M controls the variance of the watermark, E[AP?(k)]. A correlation detector with
window of length 10 seconds is used. We consider two scenarios. We first assume the sensor is not
under attack, but the frequency in the system is dropping. The average frequency profile considered
is given by Fig. 3.5. Secondly, an attacker replays the same profile (with noise independent of the
watermark) from time 10 sec to 57.5 sec to force the defender to incorrectly shed loads.

In Fig. 3.6, we plot several ROC curves averaged over 1500 trials. The probability of detection

is computed over the region where g, has reached a steady state (20 to 57.5 seconds). Three
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Average Frequency Profile (Hz) vs Time (sec)
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Figure 3.5: Average Frequency Profile during Fault and Attack

different watermark variances E[A P2 (k)] and p,’s are evaluated where we observe that increasing

E[AP2(k)] improves detection performance.
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3.7, we observe the detection statistics used by the correlation detector under system

fault and replay attack scenarios as a function of time, averaged over 1500 trials. In this setting,

the variance of the watermark is set to 0.5. Since the replayed profile is independent of the pulse

watermark under a replay attack the correlation drops to 0. Detection delays occur due to the

chosen 10 second detector window.
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Figure 3.7: Detection Statistic During Fault and Attack: Microgrid Bernoulli Watermark

—hy = 0.8, attack
—Py = 0.5, attack
Py = 0.3, attack
—p, =028, fault
—py = 0.5, fault

1 |—Py = 0.3, fault

73

As an additional measure of the watermark’s affect on system performance, we consider

the mean absolute deviation of the measured frequency from the average frequency profile with

watermarking. Note that in the absence of watermarking, the mean deviation is 0.0252 Hz for the

simulation setting. Introducing larger, more random, watermarks to improve security of course

increases the frequency deviation in the system.

Table 3.1: Mean Abs. Deviation from Avg. Freq. Profile (Hz)

E[AP?] || pa=0.3] pa=0.5 | ps=0.8
0.005 | 0.0254 | 0.0256 | 0.0258
0.05 0.0275 | 0.0288 | 0.0307

0.5 0.0429 | 0.0513 | 0.0604
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3.2 A Joint Gaussian and Packet Drop Watermark

We observed that naturally occurring phenomena, specifically packet drops at the control input can
act as a watermark and enable active detection. In this section, we consider the joint design of
Gaussian and packet drop watermarks. This work simultaneously considers two scenarios. First,
the defender is able to design Gaussian watermarks while also accounting for realistic network
uncertainties. Secondly, the defender can introduce a hybrid watermarking scheme that combines
both packet drops and Gaussian watermarks for the goal of maximizing detection performance.
This section will investigate the design of 1) an input with IID Gaussian watermark, multiplied by
a Markovian drop process at the control input 2) an input with a stationary Gaussian watermark,

multiplied by an IID drop process at the control input.

3.2.1 System Description

We consider the same system dynamics (3.1), (3.2) as in the previous section, with the same
assumption on (A, B, C, @, R). Moreover, we consider the same LQG cost (3.3) which a defender
aims to minimize. For clarity, in this section we differentiate between the control input the defender

computes, uy, and the control input the plant receives, which we define as uy .. We have
A
Uk, c = MU (3.18)

A Kalman filter can be used to perform optimal state estimation (in the minimum mean squared
error sense) (3.4)

Once more, if drops occur naturally in the system, we assume an acknowledgement is delivered
when a control input is successfully delivered. We consider both IID and Markovian Bernoulli
drop sequences. In the IID case, Pr(n, = 1) = 1 — p;. Assume the system has been running for

a long time and p, is chosen so the system can have finite cost J. Then, given an information set
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Fr & {Y— ootk N—ook—1, U—oo:k—1}» the optimal control strategy has control input uy, = u,ﬁ where

up = LayZn, Lpy = —(B"SwyB +U) "' B"S) A4,

Sy =A"SpHA+W — (1 — pa) A" Sy B(B" Sy B + U) "' B S A.

In addition, as shown in the previous section, J = J;) for this strategy where J3) is
Jioy =t (S @ + (ATSpyA+ W — S)) (P — KCP)). (3.19)
In the Markovian case, considered in [42],we assume packet drops follow a Markovian process.

Pr(ngs1 = 0, = 0)  Pr(ngyr = g, = 0) _ l—a a (3.20)

Pr(nes1 =0l = 1) Pr(neyr = 1 = 1) g 1-p

Here, we assume 0 < o < 1, 0 < 8 < 1 so that 7, is irreducible. Moreover, we assume 7, is
stationary, which can be obtained by letting its initial distribution be Pr(n_., = 0) = % Finally,
we assume that o and (3 are selected (or given) so that the system can have finite cost J. The

optimal control strategy at time k£ given J, generates input u}"
Ul = LinyZxiks Limy = —(BT RimyB + U) ' BT R, A,
Rimy = AT (BSim) + (1 = B)Rwm)A+ W — (1 — B)A" Ry B(B' R(yy B + U) ' B R(yy A,
S(m) = AT((l — O./)S(m) + QR(m))A + W — OéATR(m)B(BTR(m)B + U)_lBTR(m)A,

where Ly, R(m), S(m) are parameters which converged to their steady state values. The resulting

cost of control is

g ulB5m@ + aRw@) (AT ~ a)Sm) + aRiw)A + W = Suw)(P — KCOP))
(m) = a+p a+p

Note, we preserve the notation defined in [42] where v and (3 are use to define the Markovian drop
process. This should not be confused with notation defining the probability of false alarm and the

probability of detection.
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Remark 3.1. The prior strategies are optimal when the defender only has knowledge of the observed
drop sequence 1_oo.x—1. However, if the drop sequence is intentionally introduced to improve
watermarking/detection performance by using a pseudo random number generator (PRNG), the
defender knows future values of ni. The design of a controller that uses this information is left for

Sfuture work.

A Joint Bernoulli Gaussian Physical Watermark

We now aim to intelligently combine the Gaussian watermarks with a Bernoulli drop process at the
input. Such a design accomplishes two goals: 1) to expand the analysis of physical watermarking
to a more realistic network setting with packet drops and 2) to potentially improve performance by
considering a more general joint Bernoulli-Gaussian watermark. The joint design allows us to mix
environmental watermarks that may occur naturally within the confines of a system and intentional
physical watermarks in order to attain better detection performance.

We consider two main joint designs.

Watermark 1: IID Gaussian Input + Markovian Drops
Up,e = Me(up + Auy). (3.21)

{nk} is a Markovian Bernoulli process and Auy ~ N (0, ) is an IID Gaussian watermark [15].
We assume Auwy, is independent of other stochastic processes in the system.

Watermark 2: Stationary Gaussian Input + IID Drops
Up.e = Me(ub + Auy). (3.22)

In this case, {7 } is an IID Bernoulli process. The Gaussian input Ay, is assumed to be a stationary

process generated by a hidden Markov model (HMM) as considered in section 2.1

Sip1 = Auli + Ui, Auy = Cpés. (3.23)
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& is the hidden state of the HMM, A, has spectral radius p(A,) < p < 1, and 1o ~ N (0, V) is
IID Gaussian noise. For stationarity, Cov(&y) = A,Cov(&)AL + U. Auy, is independent of other
stochastic processes in the system.

Recall that p, the maximum allowable spectral radius, is a design parameter for the defender.
We observe a larger p improves expected detection performance. However, a larger p means a
larger correlation between watermarks and this could facilitate the prediction of future watermarks

if the attacker guesses an initial Gaussian input Awuy. A system diagram is found in Fig. 3.8

> Plant(A,B) » Sensors (C)
e Yk
m|b A v
k LQG . Xk iy
1 i Controller stimator
Auk
Gaussian Input
A 4
Pac?gé{t Drop > Failure Detector
Sequence

Figure 3.8: System Model with a Joint Packet Drop and Gaussian Watermark

3.2.2 Attack Model

In this section we describe a model of our adversary in terms of knowledge, capabilities, and
potential strategies. We will show the attack is a generalization of a replay attack. In particular, it

can reflect a replay adversary or a model aware attacker who constructs simulations.
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Attacker Capabilities

Without loss of generality, we assume an attack begins at time £k = 0. We make the following

assumptions.

1. The attacker can modify all measurements y;, £ > 0. The falsified outputs at time £ are

denoted by y;.
2. The attacker inserts an input B“uj into the system.

3. The attacker is unable to read the true control inputs uy .. As a result, he is unaware of the

drop sequence {7} and the Gaussian watermark {Awuy}.

The system under attack is given by

Tp1 = Az + Bug. + B uj + wy, (3.24)

ik«kl\k«#l = (I - KO)(Ai’kUg + Bu;%c) + KyZ—l—l‘ (325)

Attack Strategy

The attacker generates y; through a virtual system:

Tyq = Azp + 0 B(Lpdys + Aup) +wy,  yp = Cxf + vy (3.26)
Tpapprr = (= KOYA + m BLyay )3y, + Kyg g +m(1 — KC)BAuy,

(3.27)

In the case of Watermark 1, L,,,, = L), 17;, follows a Markovian process (3.20) with parameters «
and 3 and Auj ~ N(0, ) is an IID Gaussian process. In the case of Watermark 2, L,,, = L), 1
is an IID Bernoulli process with drop probability p, and Awu; is a stationary Gaussian process which
satisfies (3.23). Additionally, v} ~ N(0, R) and w} ~ N (0, Q) are IID processes. Finally, we
assume the stochastic processes {7}, Au}, wy, vy} are independent of the real system’s stochastic

parameters {7, Aug, Wy, Uk}



CHAPTER 3. ENVIRONMENTAL WATERMARKS 79

The previous attack strategy can be generated (approximately) by the replay attack where
the attacker records a long sequence of outputs y—;._p and, starting at time 0, replaces y, with
yp = yp—r for 0 < k < T — 1. Attackers who do not have precise knowledge of the model may
engage in replay attacks, which only require access to the outputs. Alternatively, this attack strategy
can be constructed by an adversary who is familiar with the model, for instance a malicious insider.
In this case, the attacker simulates a virtual copy of the system dynamics to fool a bad data detector.
We refer to such an attack as a simulation attack. The placement of the simulation attack on the

attack space is given in Fig. 3.9.

System Knowledge

z“'““"""“““"',’l
< -
- -
s’ ”
.2 . .
Simulation -
- -
- Attack /,’
i
' ‘Covert
Attack

Eavesdropping
Attack

P 4 Disclosure
.- _~-~ Resources
DoS Attack -7 -
- PR -
@ ”
__________ -
Replay Attack 7
Disruption
Resources

Figure 3.9: Cyber-Physical Attack Space with Simulation Attack

A model aware attacker could also potentially pursue an additive attack, for instance a false

data injection attack [43] or a zero dynamics attack [44, 19]. In these attacks, the adversary injects
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an additive bias into the system which preserves the watermark and allows the attacker to remain
stealthy. However, there are scenarios where additive attacks on sensor measurements are not
feasible. As an example, suppose the defender uses public key cryptography, where a public key
is used to encrypt the measurements while a private key is used to decrypt the associated cipher
text. An attacker could send his own virtual measurements encrypted with the public key. If the
encryption is not malleable, such an attack could not leverage information in the true measurement
as that would require access to the defender’s private key to learn y;. In this case, additive
attacks constructed by replacing a true output packet with a virtual packet would be infeasible. By
assumption, an additive networked-based attack on the defender’s control input is also impossible
because the adversary is unable to read the defender’s input.

We argue that alternative attack strategies which manipulate all sensors y, in a setting with public
key cryptography also fail due to the fact that the resulting attack sequence {y;} is independent
of the watermarks { Auy, 1, }. Specifically, an attacker who is unable to read the inputs or outputs
will have no information about the watermarks. As a result, the outputs he can construct will fail

to fool the correlation detector, which we propose in the next subsection.

3.2.3 A Correlation Detector

In the previous sections we have briefly introduced several possible passive detectors including the
Neyman Pearson detector as well as the x? detector. In this section, we will now closely examine
the design of a correlation detector. We will see that when combined with active detection, the
correlation detector allows us to detect classes of attacks, and potentially distinguish certain faults
from attacks.

In the correlation detector, (considered in [27]), the defender computes a virtual output y;,

which explicitly characterizes the effect of watermarks on yj.

Thyr = Az, + T]kB(Lm‘bi’;c‘k + Aug), vy, = Cuxl, (3.28)

f;c+1\k+1 = —-KC)(A+ nkBLm‘b)fc;‘k + Ky + (I — KC)BAuw, (3.29)
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where with some abuse of notation 2’ = 0,2’ o000 = 0. We can simplify (3.28) and (3.29) to

obtain

Ty = (A4 mBLyp) 2}, + ne BAuy, y;, = Cal. (3.30)

This virtual process created by the defender is driven entirely by the sequence of Bernoulli-Gaussian
watermarks { Auy, 1 }. Thus, if we were to multiply the true outputs y, with the defender’s virtual
outputs ;. we would expect a positive correlation. However, if an attacker introduces measurements
yi, which are driven by an independent sequence of watermarks, the expected correlation drops to
0. This motivates consideration of the detection statistic y] v}, where a large statistic is indicative
of normal behavior while a small statistic indicates malicious behavior. Observe due to the random

real time selection of watermarks,

;. |l may be close to 0, impacting detector performance since
the correlation will likely also approach O even under normal operation. As a result, we propose

an event triggered detector:

If [|y;.]|5 > p Perform Detection

k=rk+1, t.=k

K

Ho
Yoo g 2T g=viui. (3.31)

j=r-Ws+1  Th
The null hypothesis H, is that the system is operating without malicious behavior while the
alternative hypothesis #; is that the system is under attack. W.S is the size of the detector’s
window. A detection event is triggered if ||y, || is greater than some user defined threshold p,
preventing false alarms from being raised when y; is small, while sacrificing time to detection.
This tradeoff can be addressed by tuning p. Note that x corresponds to the time index of the event
triggered correlation detector and increases at instants when a new detection statistic is computed.

Identifying attacks on an individual sensor ¢ can be done by focusing on the correlation between

individual measurements. An appropriate statistic g°. would be y; yi 'where } is the ith entry of

Ut,. -

Remark 3.2. A detector with an adaptive threshold could address issues of small y,. However,
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such a detector is more prone to misses, mistaking an attack for noise. Incorporation and analysis

of such a detector is left for future work.

Remark 3.3. An adversary that can not read {u},{yr} can not take advantage of instances
when detection does not occur, because such instances are entirely dependent on the realization of
previous watermarks. An attacker who is forced to act independently of the real time watermarking

sequence cannot determine if a detection has been triggered.

We now verify that the expected correlation is 0, if the outputs y; are generated independently

of the watermarks.

Theorem 3.1. If y; and {Auy, 1y} are independent, then

E [y uk| Iillg = ] = 0.

Proof. Observe that y, can be written as a linear function of the Gaussian watermarks Awy, so that

k—1
ve= Y Gilnja-1)Auj, (332)

j=—o0

where G is some linear gain, determined by the sequence of Bernoulli drops 7;.;—1. Thus, we have

k—1
Elyi vkl = E |57 D Gilnga—1) D) [l m]
j=—o00
k—1
= > B E |G A [yl > u] = 0.
J=—00

]

The proposed detector can often differentiate between faulty and malicious scenarios. During
a fault, we expect to see the effect of the embedded watermarks in the output and it could be
measured through correlation. Alternatively, residue based detectors such as the x? detector
(9 = —2, (CPCT + R)"'z,), which measures the difference between measured and expected

behavior, will likely raise an alarm during faulty behavior and malicious behavior. Both detectors



CHAPTER 3. ENVIRONMENTAL WATERMARKS 83

can be used in tandem. A y? detector can raise alarms in the case of faulty or malicious behavior,
while a correlation detector can distinguish these events. In this section, we focus on the correlation

detector.

3.2.4 Markovian - IID Gaussian Watermark

We consider the design of a watermark consisting of an IID Gaussian input and Markovian drops.
This requires the evaluation of a detection and performance trade-off. We wish to maximize the
correlation of y, and y;, to distinguish the system under attack from normal operation. However, we
also need to ensure the system meets an adequate level of performance. We do this by considering

the cost J, starting at k = 0.

N—-1
- 1
J=lim —E ; at Way + up U, (3.33)

As such, we design the parameters «, 3, J by solving the following optimization problem

maximize lim E[y} y},|Ho]
WhT ke (3.34)

subjectto  J <4, 0 <o, B < 1.

To begin with, we use [42, Theorem 3] to analytically compute the cost .J as follows.

Theorem 3.2. Suppose o and 3 are chosen so that the system has finite cost J(,,,) in the absence of
a Gaussian watermark. The LQG cost J of the control system (3.1), (3.2) with IID Gaussian and

Markovian watermark (3.21) is:

T = (@, 8) + ——tr ((B" R B+ U)J) . (3.35)

+ B
Proof. Consider the cost to go in a finite horizon, Vj(z;,) = Zjvzk E [2TWx; + ul Uu; | F], and

let un . = 0. Similar to, [42], it can be shown that

Elzl Spzp|Fi] + & (g1 = 0)
Vi(eo) = , (3.36)

E[‘IZR]CIMFA + dk (77143—1 = 1)
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84
where cy = dy =0, Ry,Sy =W, P=P — KCP, F = A+ BL(;, and

Ry =W + BATS, 1A+ (1= B)F" Ry F + (1 = B) L,y U Ly,

Sk =W+ (1 = )A"Sp1 A+ aF "Ry F + aLi,y UL,

cr = —otr((FT"Ryy F — AT Ry A+ LT, ULy))(P)) + (1 — a)[tr(Sks1Q) + €]

+atr(Ry1Q) + dpyy + tr((B" R B+ U)J)), (3.37)

d = —(1 = B)u((FTRyr F — ATRy A+ L%Fm)UL(m))p) + Bltr(Sk1Q) + cry1)

+ (1 = B)[tr(Rp1Q) + dyy1 + (BT Ren B+ U)T)). (3.38)

Let Jy =E [fozo oWy + u{Uuk} — E[Vp(x0)]. We find that

jN = PI'(T]_l = 0) (E[$§SO$O|77_1 = 0] + C()) + Pr(n_l = 1) (E[$3R0$0|77_1 = 1] + d()) .

Leveraging the fact that {7} is stationary with Pr(n, = 0) = o175 as well as (3.37) and (3.38), we
obtain

JIn

1 N-1

a+f Z ( o atr((FTRk+1F - ATRk+1A + L{m)UL(mﬂP) + tr((BSk+1 + aRp41)Q)
k=0

T BE[zd Soxo|n_1 = 0] + B[zl Roxoln_1 = 1]
+ atr((B Rk+lB+U)j)) + s :

It can be shown (in a similar manner to the proof of Theorem 3.3) that the last term is bounded.

Note J = limy_,o %j ~N_1. Moreover, from [42][Theorem 3, Lemma 4], {Sy}, { Ry} converge to
S(m), R(m), respectively. This proves the desired result. ]
We now compute the expected correlation without attacks.

Theorem 3.3. Suppose o and 3 are chosen so the resulting system has finite cost J(,,) [42][Theorem

3] in the absence of a Gaussian watermark. Then, for the control system (3.1),(3.2) with IID

Gaussian and Markovian watermark (3.21), we have

) T _ tr(ClaXy + BX0)CT)
Jim Efy;, y[Ho] = Py 7 (3.39)
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where
Xo=A((1—-a)Xo +aX;)AT, (3.40)

X1 = (A4 BL(w))(BXo+ (1 = B)X1)(A+ BL(w))" + BIB"
Proof. We begin with the Lemma below.

Lemma 3.2. V M € R* " limy,_,o, LE(M) = 0 where,
X Al = a)X 4+ aY)AT

L =
\y (A+ BL(n))(BX + (1 = B)Y)(A+ BL(wm))"

The proof is in the appendix. The closed loop dynamics are
Tpy1 = (A+ muBL(y)xk — M BLnyer + wi + i BAuy,
err1 = (A= KCA)e, + (I — KC)wy, — Kvgyq,
where e, = x; — Zy. From (3.30), when ), = 1. we obtain
B2 p1Thsa e = 1]
— FE[}a]ne = 11F” — BE[Awe]|n = 1)(BLow)"
— P (Elhef I = 1JLE,) BT — Elayw! | = 1) + FE[z,Aul|n, = 1]B7
+ BE[Auz [n, = 1]F" + B (E[Aww] |ne = 1] + E[AupAug |np = 1]BT)
where F' = (A + BL,,) and we implicitly condition on #,. z;, is independent of Auy,, wy, e;, and

Auy, is independent of 'y, wy, ex. Thus,
E[2f1 @i |me = 1] = (A + BL4n)El[2}xf |m = 1)(A + BL))" + BIB”. (3.41)

Next, since the Markov process is stationary and x, x} and 7, are conditionally independent given

Nk_1, We observe
Elwjai [ne = 1] = Pr(ne-1 = Ln = DE[wjai e = 1, -1 = 1] (3.42)
+Pr(np_1 = Olny = DE[zjaym, = 1,761 = 0],

= (1 — B)E[z}x), |ne—1 = 1] + BE[z}z} [mp—1 = 0].
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It can be similarly shown that

B[z} 41Ty e = 0] = AE[zja [mi = 0]AT. (3.43)
Elzjay [ = 0] = aE[zfay -1 = 1] + (1 — a)Elajay [ne—1 = 0] (3.44)

Letting X}, ; = E[z}2L|n._1 = j] we have
J KTk

X X 0
Sl I e . (3.45)

Xit1,1 Xk BJ BT

Since L, is stable, limy_,o E[z}a]|ne—1 = 0] and limy,_,, E[z} 21 |n,_1 = 1] are obtained by
solving a fixed point equation which has a unique solution X, and X;. (3.40) immediately follows

from (3.45). Next, we find that

X X
lim E[z}2}] = Pr(p_1 = 1) X1 + Pr(n_1 = 0) X = Lﬁo, (3.46)
k—oo o+ 6
Finally, to the conclude the proof, we observe that
Ely; i) = tr (E[(yy1)]) = tr (CE[z}2]CT) . (3.47)
O
Thus, the watermark design problem (3.34) is given by
L. tI'(C(OéXl + BX())CT)
maximize
a,8,J a+
Xy Xo 0
subject to =Ly + ,
X X, BJBT

J(m)(Oé, B) + '[I‘((BTR(m)B +U0)J) <0,

0<a,p<1.

For fixed o and /3, the problem is an efficiently solvable semidefinite program. However,

to optimize over o and 3, we have to solve multiple instances of the problem over a finite 2
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dimensional space. Ideally a designer will sample the space sufficiently. Note, not all («, §) in
(0, 1] x (0, 1] are feasible as some selections of « and [ lead to unbounded cost. Likewise,
naturally occurring drops will constrain o and 5. For instance, if we add an artificial Markovian

drop process on top of a naturally occurring IID drop process with drop probability p,;, we know

that o < (1 —pg), (1 = 3) < (1 — py).

Remark 3.4. The optimal design of Watermark 1 requires solving multiple instances of a convex
optimization problem with parameters varying over a bounded 2 dimensional space. This will
also be true for Watermark 2. A formulation that considers a stationary Gaussian input with a
Markovian drop process is nontrivial. Even if analysis can be performed, optimal design will likely

require searching over 3 dimensions. This more complicated case is left for future work.

3.2.5 IID Bernoulli - Stationary Gaussian Watermark

We now investigate a watermark consisting of stationary Gaussian noise generated by a HMM
(3.23) and an IID Bernoulli drop process at the control input with drop probability equal to p,.

Again, we design a watermark to address a performance and security trade-off. We wish to solve:

e . T 7

maximize  lim Ely, y;|Ho]

subjectto  J <4, p(A,) < p, (3.48)
0<ps<Ll

Rather than optimizing over the parameters of the HMM, we instead optimize over the autoco-
variance functions I'(d) £ E[AuzAul, ;]. As in section 2.1, for tractable analysis we replace the

constraint p(A,) < p with the following related assumption (identical to assumption 2.1.2)

Assumption 3.2.1. Let I'(d) be an autocovariance function for a Gaussian process generated by
an HMM (A,,,Cy, W). (A, Ch, U, p) is feasible only if T'(d) £ p~ T (d) is a autocovariance

Sfunction of a stationary Gaussian process.
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Remark 3.5. Recall when p = 1, assumption 3.2.1, introduces no relaxation. In fact, the resulting
SJormulation optimizes all stationary Gaussian processes in general. However, in the case p = 1,
we will prove that the resulting Gaussian process {Auy} is entirely deterministic except for the
initial watermark. A lower parameter p reduces average performance, but prevents an attacker

who learns or guesses the current hidden state from adequately predicting future watermarks.
We arrive at a relaxed formulation to (3.48) below.

Theorem 3.4. Consider the control system (3.1),(3.2) with IID Bernoulli and stationary Gaussian
watermark (3.23). Suppose p, is chosen so that the system has finite cost J [42][Theorem 3]
in the absence of a Gaussian watermark. An equivalent formulation to (3.48) after replacing the

constraint p(A,) < p with Assumption 3.2.1 is given by

maximize tr(CFy(w, H,pg)C")
w,H,pd

subject to J, + F(w, H, <4,
] (b) (pd) 1( pd) (3.49)

0<ps<1l, 0<w<05,

HeCr? H>0.

where

Fy(w, H, pg) = 2Re (2sym [Li(M>HB")] + Li(BHB"))
Fy(w, H,pa) = tr(UO) + tr(W + paL{,yU L)) F2),
O(w, H,pa) = 2Re (2sym [paM1 H| + paH) ,
My = paps(A + BLg)) [I — sp(A+ paBLw)] ™ B,
1

My = papsLw [I — sp(A+ paBLw))] B,

L(X) = pa ((A+ BL@))L1(X)(A+ BL))" 4+ X) + ps AL (X) A",

X4+ XT

Syl’l’l(X) - 9 y S = eXp<27Tjw)7 Pa=1— pa.

There is also an optimal solution (H.,,w,, pa,) such that H, = hh* where h"' denotes the conjugate

transpose or adjoint of h € CP. Letting PRe and JIm be the real and imaginary parts of a
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matrix/vector, respectively, an optimal A,,, Cp,, VU is

cos(2mw,) — sin(27mw,)
Aw - ﬁ )
sin(2mw,)  cos(2mw,)

Ch=V2 {%e(h) ﬁm(h)} , U=(1-7p°)1 (3.50)

The proof is similar in nature to the proof Theorem 2.6. A sketch is found in the appendix.
For fixed p; and w, the proposed problem is an efficiently solvable semidefinite program. To
approximate a global maximum, we solve the problem repeatedly over the space 0 < w < 0.5 and
0 < pgq < 1. For sufficiently large p,, the cost .J becomes infinite in open loop unstable systems [9],
limiting the feasible space. We can account for natural packet drops in the system as before. For
instance, if the input is dropped naturally with probability p/,, we have p/, < p; < 1. Once more,
the optimal watermark is a noisy sinusoid. As mentioned in the previous chapter, the linearity of
the objective and constraints with respect to the autocovariance function in the frequency domain

results in a single frequency being optimal.

Remark 3.6. An optimal watermark for a given pg # pq, may have better detection performance
than the globally optimal watermark. Future work aims to use objective functions that better

highlight the relative performance of watermarks.

Remark 3.7. In general, introducing intentional drops may or may not improve detection perfor-
mance for a given LQG cost. Future work aims to specifically characterize systems where a jointly

designed watermark can outperform a purely Gaussian watermark.

Remark 3.8. While packet drops at the sensor measurements are not modeled in this chapter,
our framework could be extended to address this behavior without significantly changing the
Jormulations of the proposed optimization problems. The main effect of packet drops at the sensor
side is a time varying Kalman gain. The objective function and increase in cost J due to the

Gaussian portion of the watermark are not affected by time variations in the Kalman gain in both
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watermarking settings. Both Ji.,y and Jy can be empirically evaluated for fixed (o, B) and pq,

respectively, to account for packet drops at the sensor measurements.

3.2.6 Numerical Examples

In this section, we illustrate the performance of the proposed watermarking designs through exten-
sive numerical results. We tested our watermark designs in various randomly generated systems
and, unless otherwise stated, averaged results over 1500 trials. Replay attacks are considered.

In Fig. 3.10, we utilize the first watermark, which has a Markovian drop process defined
by parameters (a, 3) and an IID Gaussian watermark. The watermark is tested on a randomly
generated open loop stable system with 5 states, 4 inputs, and 2 outputs. We plot the receiver
operating characteristic (ROC) curve for both the proposed correlation detector and a x? detector.
The x? detector serves as a benchmark, having been previously used for attack detection [15, 27, 45]
in watermarked systems. The threshold y is chosen to be a constant multiple of limy_., F[y] ;).
The ROC curves are collected at multiple different costs AJ = 1.05J%, AJ = 0.45J* and
AJ = 0.15J*. Here, AJ represent the increase in the cost .J relative to optimal cost .J* without
drops or a Gaussian watermark. We compare a system with drops (« = 0.69, 3 = 0.9) to a system
without drops (o = 1, 3 = 0). The proposed detector outperforms the x? detector in all cases and
packet drops improve the ROC curve for both detectors. The improvement appears to be higher
for moderately valued AJ before saturating. In Fig. 3.11, we plot the expected time to detection
for both detectors in a system with the Markovian watermark. The packet drop process introduces
an additional delay in the time to detection though this additional time is less significant as A.J is
increased.

In Fig. 3.12, we introduce the second watermark, which has IID drops (with probability of drop
pq) and a stationary Gaussian watermark. The watermark is added to a randomly generated open
loop stable system with 6 states, 5 inputs, and 5 outputs. We plot ROC curves generated by both

the correlation detector and x? detector for a system with drops (pg = 0.6) and a system without
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drops (pg = 0), at various costs of control AJ = 0.95J*, AJ = 0.45J* and AJ = 0.15J*. Time
to detection plots are provided in Fig. 3.13. The results and patterns observed here are similar to
the results seen in the system with the first watermark.

In Figs. 3.14 and 3.15, we plot x? detector and correlation detector statistics (averaged over
500 trials) during a fault in the system. The fault introduced (at time 210) is a constant additive bias
added to a subset of sensors (i.e. due to disturbances/sensor drift). While the y? detector raises
an alarm, the correlation detector does not since the watermark is preserved in the system. This
motivates the use of both the correlation and y? detector to distinguish faults from attacks. If both
detectors raise an alarm, indicating the watermark is absent in the outputs, we consider a likely
attack scenario. If only the y? detector raises an alarm, we expect that the watermark is preserved

while the dynamics are inconsistent with modeling. As such, we anticipate a fault.



CHAPTER 3. ENVIRONMENTAL WATERMARKS 92

ROC Curve
0.8 I
07" e )
c
i) -
506+ v 1
Q ¢
) L v 1
Ro05 A .
—— =5-C ~
O 04t 2 - |
2 -
S o3@/ @ = A U-0150"0=069, 4=0.9
3 - =€~ AJ=-015J", a=1, 3=0
o024 o == AJ=045J",0a=0.69, 3=0.9 |
o Y /.7 =0—1J-045J", a=1, 3=0
0.1 @4 — A J=1.05J", a=0.69, $=0.9
‘ =B~ AJ=1.05J, a=1, =0
08 ‘ ‘ ‘
0 0.05 0.1 0.15 0.2
Probability of False Alarm
(a) Correlation Detector
ROC Curve
0.8 :
= A J=0.15J", a=0.69, 3=0.9
0.7 F =©=2J=0.15J", a=1, 3=0
m— A J=0.45 J a=0.69
= 0.6 e, O=0
o . a=0.69, 3=0.9
805 Pt
©
(@]
5 0.4
P
503
©
¥o) g
©0.2
o
0.1

0 0.05 0.1 0.15 0.2
Probability of False Alarm

(b) x? Detector

Figure 3.10: Detection probability versus false alarm rate for x? and correlation detectors for a
system using Markovian Bernoulli and IID Gaussian Watermark.
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Figure 3.11: Expected time to detection for y? and correlation detectors for a system using
Markovian Bernoulli and IID Gaussian Watermark.
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Figure 3.12: Detection probability versus false alarm rate for x? and correlation detectors for a
system using IID Bernoulli and Stationary Gaussian Watermark.
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Figure 3.13: Expected time to detection for y? and correlation detectors for a system using IID
Bernoulli and Stationary Gaussian Watermark.
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Figure 3.14: Average correlation detector and x? detector statistics under a fault at the sensor output
for a system using Markovian Bernoulli and IID Gaussian Watermark.
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Figure 3.15: Average correlation detector and x? detector statistics under a fault at the sensor output
for a system using IID Bernoulli and Stationary Gaussian Watermark.



Chapter 4

Moving Target Approach

In the previous chapters, we investigated how physical watermarking can be use to detect classes
of stealthy attacks. In particular, we demonstrated physical watermarking as being particularly
effective against replay attacks as well as some model aware attackers. However, model knowledge,
when combined with channel access can lead to extremely powerful, yet stealthy attackers. The
primary example is a covert attack, where an adversary is able to completely take control of a
system, while using model knowledge to hide his impact. This chapter will examine how removing
knowledge of the model allows us to actively detect attackers. Specifically, we introduce the
moving target approach. In the moving target, the defender introduce time varying perturbations
to the plant in order to limit an attacker’s understanding of the system dynamics. By limiting an
attacker’s understanding of the system, the defender prevents an attacker from carrying out stealthy
attacks, thus enabling active detection. This chapter introduces two methods for constructing a
moving target. In section 4.1, we examine the addition of an authenticating subsystem. This
subsystem, which can take the form of some external hardware will be affected by the dynamics of
the true system. The time varying perturbations of the authenticating subsystem will be leveraged
to actively detect an attacker. In section 4.2, we consider a plant with multiple discrete modes of
operation (i.e. a hybrid system). We consider the design of a switched linear system to enable

not only the detection, but also the isolation of malicious attackers. The results in this chapter are

98
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largely based on [46] and [47].

4.1 The Authenticating Subsystem Approach

In this subsection, we consider the first method for a moving target, the authenticating subsystem
approach. This approach is meant to counter an attacker with significant disclosure and disruption
resources. In particular, we consider a strong adversary who can read and modify all input and
sensor channels. If an attacker has knowledge of the system dynamics he or she can arbitrarily and
stealthily perturb a system using a covert attack [21]. To prevent such a scenario, the defender has to
keep the adversary unaware of the full system model. This can be challenging for several reasons.
The dynamics of the system may be well known for instance by physical laws. Alternatively,
an attacker can use his disclosure resource to learn the model through passive observations. We

describe our approach to deal with this problem in this section.

4.1.1 System Description

As in the prior section our cyber-physical system can be modeled as a discrete time control system

where

Tp1 = Axy + Buy + wy, 4.1)

yr = Cxp + vg. 4.2)

Here z;, € R" is the state vector at time k and u;, € RP is a collection of control inputs. A suite of
sensors are used to monitor the state. Here y;, € R™ is a vector of sensor measurements taken at time
k. wy, is the independent and identically distributed (IID) process noise with probability distribution
given by NV (0, Q) where Q > 0. Meanwhile, vy, is the [ID measurement noise with distribution
given by v, ~ N(0, R) where R > 0. We assume that (A, C') is detectable. Additionally, (A, B)

and (A, Q2) are assumed to be stabilizable.
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As in prior chapters, a bad data detector can be utilized to determine whether a malicious attack

is occurring.

gk(Ik) 2 Tk- (43)

Here, 7y, is the information available to the defender. The null hypothesis H is that the system
is operating normally while the alternate hypothesis #; is that the system is under attack. The

probability of detection (5, and false alarm «y, are

B = Pr (g (Zi) > nx|H1) , o = Pr(gx (Zx) > mi|Ho) - (4.4)

Regardless of the chosen passive detector, an attacker with knowledge of the input to output
model as well as the ability to manipulate sensor measurements and control inputs, can in theory
generate undetectable attacks.

For instance, assume at time 0 an adversary simply subtract the influence he inserts through the

control inputs from the system outputs as follows

Ty = Azy + Blug + uf) + wy, 4.5)
yr = Cog + v, + di, (4.6)
where dj is given by
vy = Axy + Bug, x5=10 4.7)
dy = —Cux¥. (4.8)

From the linearity of the system, we observe that y;, = y; where y; is given by

Ty = Ax) + Buy, + wy, x4 = 2o 4.9)

v, = Cx) + vg. (4.10)

In this case, the attacker has zero net effect on the outputs and as a result is perfectly stealthy.

Moreover, the attacker can cause significant damage by perturbing the system arbitrarily along the
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control subspace of (A, B). We observe that watermarking techniques are ineffective against this
attacker as the realization of the defender’s control strategy is independent of the effectiveness of
the attack. Here, we argue that knowledge of the system model is the predominant tool that allows
an attacker to remain hidden. As such, we design a technique to limit the attacker’s knowledge of

the model, which we refer to as the moving target.

4.1.2 Modeling the Moving Target

We propose introducing extraneous states which are causally affected by the ordinary states of
the system. The extraneous states are part of an authenticating subsystem, which has linear time-
varying dynamics, known to the system operator and hidden from the adversary. The dynamics
are designed so that an attacker who impacts the original system will necessarily impact the
authenticating sybsystem. Moreover, the time varying dynamics ideally act as a moving target,
changing fast enough so the adversary does not have adequate opportunity to identify the extraneous
system. While essentially an attempt to prevent covert attacks, the moving target by removing an
attacker’s model knowledge, can also defend against weaker zero dynamics and false data injection
attacks.

Mathematically, we introduce an authenticating subsystem with time varying dynamics on top

of the original system as follows:

Tht1 Ty Wy, A A By,
= Ay + Brug + , A = , B = 4.11)
Tp+1 T Wi, 0 A B
Moreover, we introduce additional sensors 7, € R™ to measure the extraneous states.
Uk Ty, Uk Cr 0
=C + , Cp = . (4.12)
Yk Ty Vg 0 C

The matrices are taken as IID random variables which are independent of the sensor and process

noise processes with distribution

Av ks Aoy Bi, Cror ~ fay,,405.8,,.0141 (A1, A2, B, C). (4.13)
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Furthermore, we also assume that

v
1 ~N0,9), | | ~NO,R), (4.14)
Wy, U
where
) O R R
0= Q el o re R ) 4.15)
L oQ Rl, R

Since the moving target system is linear and the noises remain Gaussian, we can use a Kalman

filter to still perform state estimation.

~ A~

Tk+1|k Tk

Tk Tpik—1 Yk
=A + Biuy, = (I — KiCr) | + K )
Tr41|k Tk Tk Tk|k—1 Yk
Uk Thik-1
Yk Tppr—1

Pri1 = AkPk.Af + Q — AkPkC,f(CkPkaT + R)‘lckPkAf

Here, Ky, is the Kalman gain, Py, is the apriori state estimation error covariance, Ty 1|k, Tx+1|x i
the apriori state estimates and Zyy, T, are the aposteriori state estimates. Given this, a x? detector

can be used for passive detection. Recall, in a x? detector,

k

o(Te) = > (CPC"+R) 2. (4.17)
t=k—WS+1

Under normal operation z! (CPCT + R)~!z should follow a x? distribution with m degrees
of freedom. The x? detector attempts to exploit this fact by testing to see if the innovations
follow the correct distribution. It is easy to see that large residues, indicating a discrepancy
between measured and expected behavior create alarms, while smaller residues which indicate

good agreement between measure and expected behavior are indicative of normal operation.

Remark 4.1. While the system introduced above involves IID matrices A, Ak, Bi, Cit1, the

moving target design can still be effective in other scenarios. For instance, the dynamics need not
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be linear as long as the defender can accurately model the system. Moreover, the system parameters
can evolve at multiple time scales. In this case, the longer the target remains in place, the easier it

is for the adversary to identify the system.

Remark 4.2. The defender must be able to introduce extraneous states with time-varying dynamics
correlated to the original state of the system. The extraneous states are application dependent
and are to be decided by the system operator. Nonetheless, the system operator can leverage extra
products of the system, for instance the heat dissipated by a reaction or process. The dynamics
can be made time-varying by changing conditions at the plant. Alternatively, the defender can
introduce dynamics into the system. For instance, the defender can introduce RLC circuits which
measure the states. Time varying dynamics can be incorporated by including variable resistors or
capacitors. By varying the components of the circuit according to an IID distribution at each time

step, the defender can generate IID system matrices.

Remark 4.3. Unlike physical watermarking the moving target approach does not need to result
in a suboptimal control performance. Specifically, if we assume the defender does not care about
controlling the extra states, then no online performance has to be sacrificed. The cost of the moving
target approach is likely primarily developmental. In particular, a defender may have to expend
financial resources along with man hours to design, build, or purchase hardware which can be

used to generate an appropriate authenticating subsystem.

In the above formulation we assume that the defender is aware of the real time system matrices
although they are random. In general, this information should not be sent over the network since
doing so amounts to the existence of a secure communication channel. The secure communication
channel could be leveraged to detect an attack without considering a moving target approach.
Alternatively, we can generate pseudo random system matrices using a pseudo random number
generator (PRNG). In this case, the seed of the PRNG is known to the defender and kept hidden

from the attacker. The moving target approach is illustrated in Fig. 4.1
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Figure 4.1: Moving Target for Active Detection in Cyber-Physical Systems

The moving target shares similarities with message authentication codes or MACs used for
authentication in cyber security. This is described below. Example: In cyber security, MACs
can be used to verify the integrity of a message. A message authentication code is computed by
computing a keyed pseudorandom function of the sender’s message. The receiver obtains both the
sender’s message and the MAC. The receiver, using the secret key shared with the sender, verifies
that the MAC corresponds to the message. An attacker who attempts to modify the message will
almost certainly fail to generate an appropriate MAC because he or she does not have access to the
shared key.

We argue that the moving target approach allows us to introduce a cyber physical MAC. In the
context of the moving target approach, suppose the message m corresponds to outputs ¥y, while
the MAC is y,. The MAC v is correlated to the message vy, through the state x;_; and the input
ur_1. The key is the seed which determines the sequence of system matrices. The defender uses
knowledge of ¥, and the sequence of system matrices to estimate ;. Under normal operation, ¥y
and its estimate g, closely agree, as seen by a residue based detector, and as a result the MAC is
verified.

On the other hand, suppose an adversary performs integrity attacks using knowledge of
(A,B,C,Q,R). The attacker could generate convincing outputs y;, while biasing the states
x, through a false data injection or zero dynamics attack. At the same time, (s)he will also bias the

states 7, and thus the MAC outputs gy, if the time varying matrices are properly chosen. Having no
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knowledge of the seed, the adversary can not know the time varying matrices. Moreover, the time
varying dynamics act as a moving target, hindering system identification. As a result, the attacker

can not generate a convincing cyber-physical MAC output y.

4.1.3 Attack Model against Moving Target

In this subsection, we consider possible attacks on the moving target. This will motivate an
examination of bounds which characterize fundamental detectability with this approach. We
assume the following attacker capabilities:

1) The attacker can insert arbitrary inputs into the system and can arbitrarily alter the sensor

measurements. As a result, when under attack, the system has dynamics given by

Tht1 Ty Wy,
= A + B (ug + up) + : (4.18)
Tt1 T Wy
AN A il | ) I .19
Y T () dg, Yk ds

where ¢ is the attacker’s control input and d¢ and d¢ are the biases injected on the extraneous
sensors and ordinary sensors respectively.

2) The attacker can read the true outputs of the system gy, y;. and the inputs being sent by the
defender to the plant u; for all time %£. Note that this essentially corresponds to a man in the middle
attack occurring between the plant and system operator so that the attacker can manipulate and read
all communication channels arbitrarily.

3) The attacker has full knowledge of the system model M = {A, B, C, K, L, Q, R}. Moreover,
the adversary knows the probability density function (pdf) of random matrices A; , A3 i, Bi, Cr+1.
While conservative, the adversary can obtain his knowledge of the system model by observing the
communication channels for an extended period of time and performing system identification.

Note, we introduce some slight notational differences from the attacks modeled in the previous

chapters. In particular, to more easily distinguish the attacker’s information and the defender’s
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information, we differentiate between the modified outputs the defender receives g, y; and the true
outputs of the system i, Y.

Based on the above definitions we can define the private information available to the attacker
(Z{") and defender (Z}) and the public information (Z}) available to all parties at time k in the

same order as follows:

T & (g, d g, dd g ul ) V<K, (4.20)
P £ {A1j 1, As51,B1,Ci} VY, *.21)
I £ {M, f(A1, A, B,C) ujon, 584, y5 0} Vji<k (4.22)

Thus the defender’s information is Z, = Z” UZ}” while the attacker’s information is Z¢ = ZA UZ}.
We illustrate this moving target adversary via the cyber-physical attack space, see Fig. 4.2.
While the attacker has full disclosure and disruption resource here, in particular the ability to read
and modify all inputs and outputs, the attacker is limited by his or her imperfect understanding of
the authenticating subsystem.
We now propose two main attack strategies. Without loss of generality we assume any attack

begins at £k = 0.

Attack Strategy 1 - Subtract Influence:

In the first attack strategy the attacker aims to estimate his influence on the control system and

subtract it. Define d? 2 [d% 7 d¢ 7]”. Recall that if
Thpr = ATh + Byug, di = —Ciaf, (4.23)

with initial state 7§ = 0, an attack is completely stealthy. As the adversary does not know the
time varying matrices, we assume he computes an estimate of C,z{, and uses that to subtract his

influence on the sensor measurements. Thus, we would have

i = —E[CoZ}|Z}). (4.24)
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Figure 4.2: Cyber-Physical Attack Space with Moving Target Adversary

Observe that the adversary can exactly subtract his influence from measurements ¥, due to his
knowledge of the system model. However, the adversary should be unable to completely subtract
his bias from the extraneous sensors y.

AL T]TfA[~TT]T L TT]TfA[~TT

- T a - ~ N T _ A [~T  TT
Define ¢ = [g¢" yi' )", T = [Tf xp]', wp = [0 wi ', 0 = [0f v ', and gk = [75 yi |-

The adversary’s observations can be formulated through the following linear time-varying system,

Tpt1 Ay 0| |2k Br Bi| |uk Wy,
= + + . (4.25)
j%—i—l 0 A zy 0 B ug
T Te|
Ur = |Cr O + . (4.26)
L 7

To estimate Ay{ at time &, assume the adversary knows the following distribution f(zy, ¢, Cx|Z}).
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Then we have
di = — / / / CrZh f (Zk, T4, Ck|Z})dz4dzdC. (4.27)
Ty J g Cr
We show that the pdf can be recursively computed at each step. Letting (x11 = {Zr+41, T3, 1, Chs}

we have

f((:k-&-l |II?+1) = f(Ck-&-l |II?7 gg’ gk-&-l? Cizv uzv uk)v

- f(Ck-l-llIlg? Yk+1, UZ7 uk))

_ S @1 |ZE, Gern) f (G [ Z i, “%)_ (4.28)

F G | e, ut)

The second equality follows from the conditional independence of (1 and %¢, d¢ given % and uy,.
The last equality follows from Bayes rule and the conditional independence of ¥;,11 and uy, uj, given
Cr+1- We note that this distribution can be theoretically computed given the attacker’s information.

That is, we know that

FOk| T8, Cegr) ~ N (Copa1Zis1, R) (4.29)

Moreover, (11 and x4 are deterministic functions of (j, ux, uj and random variables A; j, As 1,
By, Ci41, Wy, V41, Which are independent of ¢, given Z}. Thus, f((r+1/Zf, ) can be recursively

computed from f((x|Z7).

Remark 4.4. If the attacker subtracts his influence, he might be susceptible to a growing can-
cellation error if he attempts to excite the system’s unstable dynamics. Instead of subtracting his
influence the attacker can instead directly estimate what the defender expects to see as summarized

in the next section.

Attack Strategy 2 - Estimate the Defender’s State Estimate:

In the next strategy, the adversary aims to track the system operator’s state estimate. This attack
is very similar to the robust attack formulated in Chapter 2. Using the system operator’s state

estimate, the adversary attempts to generate stealthy outputs. Let 7, = [fcﬂ r1 k1]~ The
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attacker’s observations and strategy can be formulated as follows

Uk
Th+1 Ay, 0 Ty Wy B, B 0
) = |+ + uf | (4.30)
Tht1 0 Ak(I — ICka) T 0 B, 0 AK;
- Yi
Tk - .
Y = |:Ck 0:| . + U, dz = E[Cki‘kﬁ,‘j] — Yk- (431)
Tk

The attacker wishes to track (, = {Zy,Zk, Ck, Pr}. The use of the preceding attack design
is motivated by the ensuing result which states that the chosen attack vector minimizes a fixed
quadratic function of the measurement residues. This illustrates the potential effectiveness of the

attack, when countered by a y? detector.
Theorem 4.1. Let 3 > 0 be a positive semidefinite matrix.
E[Crzx|ZY] — 7 = arg min E[z} Yz, |Z¢]. (4.32)
d

Proof. Observe that

[z S| T] = / 2 S f (G T . (4.33)
Ck

Taking the gradient with respect to d¢ and setting the resulting expression equal to 0, we obtain

/C (5 + d2 — Cun) f(GITL )G = 0. (434
k
Solving gives
di = —ijp + : Cror f(Ce|Z8)dC, (4.35)
K
and the result holds. L]

To determine Jﬁ at time k£ assume the adversary has access to the following distribution
f(G|Z). As done before, the attacker can theoretically compute d¢ by taking a conditional

expectation. Additionally, similar to (4.28) we have

(U1 | T8, o) f (o | T2, ure, ut, G
F G | T3, wns u, 93t)

f(Ces1|Zy) = / (4.36)
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Moreover, by similar analysis as in the first attack strategy, we can demonstrate that f((x11|Z}, ;)
can be recursively computed from f((x|Z;). The main difference here is that the adversary must
also estimate Pj.

In practice the proposed attacks are likely impossible to execute for an adversary since it is
numerically intractable to compute the necessary distribution functions and expected values. This
makes it difficult in general to quantify the potential detectability of intelligent attackers. As a
result, we next aim to provide bounds on the attacker’s estimation performance in terms of mean

square error matrices.

4.1.4 Bounds on Attack Detectability

We now attempt to characterize lower bounds on the error matrices associated with the states (j,
defined in attack strategy 1 and 2. This will be a measure of how well an attacker can estimate
the relevant states in our moving target system. From there, we can attempt to characterize how
well the adversary can design d¢ to fool the bad data detector. We leverage conditional posterior
Cramer-Rao lower bounds for Bayesian sequences derived by [48]. The authors here make use of
the Bayesian Cramer-Rao lower bound or Van Trees bound derived in [49] which states that for
observations y and states ( the mean squared error matrix is bounded by the Fisher information as

follows
Escn €)= C) = 7] = 17, (437)
where the Fisher information matrix / is given by

I =By [-O¢logf(Cy)] (4.38)

Note that

Ng(x,y) £ V9] g(x,y),
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where V is the gradient operator. In [48], this result is extended to nonlinear Bayesian sequences

with dynamics given by

Ck:—i—l - Fk(Ckvwk)a gk = Gk(Cka T}k)v (439)

where wy, and v, are independent process and sensor noise respectively. In our case, we slightly

adapt these results to account for the fact there is feedback in our system so that

Cer1 = Fr(Cs Yk, wi), Uk = Gr(Cr, U). (4.40)

The inputs uy, u{ and d¢ are incorporated into the definition of F}, while uncertainty in the model
(A1 g, Aa i, Bi, Ci11) can be incorporated in the process noise wy.

To obtain a conditional Cramer Rao lower bound, let fi 2 f(Coksts Uns |U1ek)-

g1 and 82flf+1

Assumption 4.1.1. For any entry ¢ of Co-k+1, Ykt1, Be e

exist and both are absolutely

integrable with respect to (o1 and Ypy1

Assumption 4.1.2. For any entry ¢ of Co.pr1, ' is defined over a compact interval —oco < a; <

¢t < b; < oo. Moreover,

lim f(Cot1) = lim ai f(Cokt1) = lim bif (Cokg1) = lim f(Coxs1) = 0.

(i—ay (i—a; Ci—b; Ci—b;

Then from Proposition 1 of Chapter 3 in [50], we have.

Ege., [éozkﬂégkﬂfﬂhk} > I (Cokr1|1:n), (4.41)

where
Cort1 = Cokr1 — 60:k+1(gk+1|g1:k): (4.42)
I(Consr 1) 2 By, |~ 085 og fiyliia] (4.43)

Remark 4.5. We remark that since Fy, is defined by inputs uy, uj and 53, fi,, is implicitly

conditioned on ugy, 5%, ug.,. Moreover, fi | is defined given the adversary’s knowledge of

M, f(A1, As, B, C).
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Observe that (4.41) gives us an expected lower bound for the error matrix associated with the
entire state history (p.x+1 with knowledge of measurements ¢;.,. This expectation is taken over the
state history as well the measurement ¥, so that CAO;k_A'_l is a function of the measurement ¥y, ;.
Observe that unlike the traditional Cramer-Rao bound which is limited to unbiased estimators, the
Bayesian Cramer-Rao bound here considers both biased and unbiased estimators f .

While the lower bound given here applies to the entire state history (y.,.1, in practice we care

about estimating a lower bound on the current state (5 ;. Nonetheless, it can be easily shown that

Ere,, lenrrep|iin] = T (Cerlas), (4.44)

where 171((p11|71.) is the dim(¢;) x dim(¢;) lower right submatrix of I'(Copr1|71x). In
practice, computing I (i 1|71.1) from I71(Co.p41|U1.1) is impractical since it requires computing
and taking the inverse of a Fisher information matrix which grows in dimension at each time step.
As aresult, we would like a recursion to compute I~ ((x11|71.¢). From [48] we have the following

result,
[(Gesa|gx) = D = DP [Di' + La(Gilgnn)] ™ DI, (4.45)
where
D' =B | —Aéﬁlog I (Cht1Cs gl:k)} ;
D,? = IE‘,f;C:+1 _—A?;Hlog S (Crr1 |G, Ql:k)] = (Dzl)T’

Dy? = Ege,, _—Agﬁﬂlog S (Crr1|Cr gl:k)f(gk—i-lKk—o—l)} :

In addition,
La(Glg) = B2 — B (1) B, (4.46)
where
By = Epcoulinm) :—Aggj’;jlog f(Co:k|?J1;k)] :
E;? = Ef(conlgrn) :—Aégk_llog f(Co:k|Z71;k)] = (E}?)T,

EIZZ = Ef(Co;k\?h:k) __Ag:log f(CU:k’glzk)] .
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We observe that it is still difficult to obtain matrices E.', E{? E?') E?? so [48] introduces the

following approximate recursion

La(Clgin) = S22 — ST S + La(Coaliia)] " Si2, (4.47)

where

S = Egtaouinn) |~ 04 log F(GlGr, )]
5;2 = EfGonlzrn) _Angllog F(GelCr1 gl:k*l)} ’

S22 — E £ (ot [71:0) _—Ag:log f(CkKk—l,glzk—l)f(gkmlc)} .

We observe that in practice it may still be difficult to compute the exact expectations because high
dimensional integration is generally involved. Nonetheless, particle filters as described in [51] can
be used to approximate these expectations. Alternative approximations for the conditional posterior
Cramer-Rao lower bound can be found in [52]. Unconditional bounds can be found in [53].

The algorithm above enables the defender to compute an approximate lower bound on the mean
square error matrix of the attacker’s state (j, for a given set of inputs ug.,, d%., and observation
history ¢1.,. This allows us to obtain a lower bound on the expected value of the squared 2-norm
of our residue z; (defined in (4.16)). As we have seen, the residue is a common statistic used to
characterize the health of a system. Under normal operation, there exists good agreement between
measured and expected behavior so the residue is expected to be small. We are able to characterize

how small an attacker is able to make a residue given his information.

Theorem 4.2. Consider the special case that {C;} is known to the adversary for all j € Z. Suppose
an attacker attempts to estimate (j, = {Zy, Tr, Py} as in attack strategy 2. Let 1< (iji) be an estimate
of Ty, as a function of i, given Y1.x—, and é, = Tj, — %z(gk) Suppose a lower bound Z,, on the

error matrix of I, is obtained so that

Eje [éxér ] > Zi. (4.48)
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Then we have

min E ;. [z,fzk} > tr(CLZiCL), (4.49)

Ip,

where f* = f(i‘k’a gk:|Il?—17 uth Cizfla uk:—l)‘

Proof. First, observe from Remark 4.5

f(CO:k) gk|z’.}?—17 U’Z—la Ji—la uk—l) - f}? (450)
We now have the following.

min Ep. 2] 2] 4.51)

)

= rr;}ln Ep [tr (g7 — Cri) (U — Cui)") ],

k

= min tr (Ef* [(ﬂﬁ — Ck:?:k)(gj,‘j — Cki‘k)TD )

Yk
=1tr (nygn (Ef* [(?]Z — Crp) (U — Ck%k)ﬂ)) ’

A

= tr (Ckrgin (Ep- [(ZF — z) (25, — 20)"]) C,?) :

— e (Comin (B (35 - 203~ 0)7]) ).
L
> tr(CkaC;f)

The first two equalities follow from properties of the trace and expectation. The third equality
follows from monotonicity properties of the trace function. The fourth equality is based on the fact
that given Ci, a minimizer lies in the range space of C;. The fifth equality is due to (4.50). The

final inequality follows from (4.48). [

Remark 4.6. In general, the adversary’s ability to estimate {(y} is dependent on the inputs
{ug},{d?}. For instance, the more the adversary biases the state away from its expected region
of operation, the more challenging it is to perform estimation. Thus, if the system operator wishes
to analyze how well an adversary can generate stealthy outputs, he must consider a particular

sequence of attack inputs ug, CZ%.
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Remark 4.7. In practice, it may be difficult to perform performance analysis when assuming Py,
is an unknown state. However, one can still approximate a lower bound on the error matrix by

assuming that the adversary has an oracle which allows him to know Py, Ky, I — KC.

Remark 4.8. The design of the authentication subsystem matrices is not considered in this thesis
and left for future work. However, we expect that increasing the covariance of the random matrices
will make the problem of system identification more difficult for the attacker, thereby increasing the
lower bound. Similar to watermarking, there likely exists an optimal direction for our perturbations

that maximize performance.

4.1.5 Numerical Example

As in section 3.1, we test the moving target on the quadruple tank process, a four state system [39].
The goal is to control the water level of two of four tanks using two pumps. Two sensors measure
water heights. We use an LQG controller with weights following suggestions in [40]. ) and R
are created by generating a matrix from a uniform distribution, multiplying it by its transpose, and
dividing by 100.

4 extra states and 2 extra outputs are added. The time varying matrices A y, As ., By, Ci41 are
somewhat sparse (50% of entries nonzero). The non-zero elements follow a multivariate Gaussian
distribution with means generated from U(—0.5,0.5). The covariances of the nonzero parameters
are created by generating a matrix from a uniform distribution, multiplying it by its transpose, and
dividing by 100.

We consider an adversary who, starting at time 200 sec, adds a constant input (in Volts) to
the optimal LQG input and avoids detection by trying to subtract his own influence from the
measurements. First, in Figs. 4.3(a), 4.4(a), we assume the attacker knows the time varying system
matrices. Secondly, we assume the attacker does not know the realization of A, j, As ., By, Cii1,

but instead performs his attack by sampling the matrices from the appropriate distribution, (Figs.
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4.3(b), 4.4(b)). Note, that any sort of optimal attack as described in this section is in practice
infeasible due to the required numerical and computational complexity.

We plot a y? detector statistic (window 10, & = 10~7) in Fig. 4.3(a) and 4.3(b) and system
performance in Fig. 4.4(a) and 4.4(b), both averaged over 1000 trials. The asymptotic probability
of detection vs false alarm is found in Fig. 4.5. Here o corresponds to the probability of false
alarm, which is constant in time due to the stationary behavior of the state. Given full knowledge
of the system matrices, the attacker can significantly affect water levels while remaining perfectly
stealthy. However, with stochastic knowledge of the system matrices, the attack is easily revealed,
even for small system perturbations and small .. In practice, the attack can be improved by using
the measurements ¢ to perform system identification. We expect improvements to be marginal
since the system changes at each time step. Thus, it is important to analyze the effectiveness of an

attacker who performs machine learning in a scenario where the moving target changes at a lower

frequency.
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4.2 The Hybrid System Approach

In this section, we consider an alternative moving target design, which we refer to as the hybrid

system approach. Here, instead of introducing an additional authenticating subsystem to a cyber-
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physical system that we do not care about, we perform active detection by changing the parameters
of the true plant itself in a discrete fashion. We will demonstrate how this technique can aid us not
only in the detection of malicious adversaries, but also the problem of identification. We will focus

in particular on sensor attacks.

4.2.1 System Description

To begin, we model our control system as a discrete deterministic system. We will consider the

stochastic case later in the section. The dynamics are given by
Try1 = Axp + B(uk(y(];k)), yr = Cxp + Dadz. 4.52)

where z;, € R" is the state at time k, ug(yo.x) € RP is the control input, and y;, € R™ are the
sensor outputs. The sensor outputs, yx, consist of m scalar sensor outputs, defined by the set
S ={1,2,--- ;m}. We assume for now that (A, C') is observable.

The adversary performs an attack on an ordered set of sensors K = {s1, s, - 8| K|} c S
using additive inputs df & RIEI starting at time £ = 0. Here, a denotes that the input is an attack

input. Consequently, we define D € R™* /%l entrywise as
DZU(K) = ]qusi,v:h (453)

where [ is the indicator function. Note that D¢ is fully determined by the set K. Implicitly, we
assume that the set of sensors which the adversary targets is constant due to (ideally) the inherent
difficulty in the task of hijacking sensors. When performing an integrity attack, the adversary’s goal
is to adversely affect the physical system by preventing proper feedback. In particular, a defender
with incorrect sensor measurements may not be able to perform adequate state estimation and thus
will not be able to apply appropriate corrective measures to the system.

We assume that the defender knows the system dynamics M = {A, B, C'} as well as the input
and output histories given by .1 and yo.x, but is unaware of the set K. Furthermore, we assume

that in the deterministic setup, the defender is unaware of the initial state xy. Thus, the information
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7} available to the defender at time £ is given by
Ty = {M, uo-1, Yo }- (4.54)

Remark 4.9. In the deterministic case, we explore attacks where the defender has no knowledge of
the initial state. While this is certainly not realistic, the attack vectors developed in this scenario
can still remain stealthy in a practical stochastic setting if the adversary carefully ensures that his

initial attack inputs remain hidden by the noise of the system.

From a defender’s perspective it is important to identify trusted sensor nodes. Estimation
and control algorithms can then be tuned to ignore attacked nodes. We note that the problem of
identifying malicious nodes is independent of the control input, since the defender is aware of the
model and input history. Thus, in the ensuing discussions we will disregard the control input so

that

Tl = Axk, Y = CIk + Dadz. (455)

Prior Results on Attack Identification

In this section, beyond looking at the problem of detection, we focus on how active techniques can
enable attack isolation or identification. The ability to isolate the actions of malicious defenders
aids a defender in his endeavor to provide resilient countermeasures. For instance, identifying
malicious sensors could allow a defender to design resilient feedback control laws which bypass
these sensors and are still able to meet system specifications. Similar to [44], we define a notion of

attack identification in control systems.

Definition 4.1. An artack input {D*(K)d§} on a deterministic system with unknown state x is

unidentifiable if and only if
1. there exists sets K' C S with K #+# K

2. [K'| < |K|
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3. there exists xy € R™ and inputs {d}} satisfying

y(zo, DY(K)d, k) = y(ap, D*(K')d}:, k), Yk >0. (4.56)

We assume every sensor in K is attacked at least once given input { D*(K)d{} and every sensor

in K' is attacked at least once given input { D*(K")d¢}

Here, y(xq, D*(K)d{, k) is the output y; due to the initial state xy and the sequence of attacks
{D*(K)dg,---,D*(K)d}. An attack is unidentifiable if there exists an alternative attack on a
smaller set of sensors that achieves the same output. Note, here we must make the restriction that
|K'| < |K|. This is due to the fact that there always exists an attack on the complement of K" which
can generate the same outputs as an attack on K.

In particular, suppose D*(K)d¢ = V(K )C A* Az, where we define U (K ) € R™ ™ entrywise
as

V(K)(i,7) = Licjiex 4.57)
We then have
y(xo, D*(K)d}, k) = y(zo + Az, D*(K®)dS, k), Yk > 0. (4.58)

where D?(K¢)d¢ = —W(K°)C A*Axq. Here, K¢ = S — K. More generally, we can equate the
existence of an unidentifiable attack to sparse observability. A similar result is obtained in [54].

The proof is included here for completeness.

Definition 4.2. A system (A, C) is s—sparse observable if and only if one can remove any s rows

from the matrix C' and the resulting system remains observable.

Theorem 4.3. Suppose (A, C) is observable. There exists an unidentifiable attack on q or fewer

sensors if and only if (A, C) is 2q sparse observable.

Proof. Suppose (A, C') is not 2¢ sparse observable. Suppose m > 2q. Choose sets K, Ky, K3 C S
such that Kl ﬂKQ = @, max(|K1], ‘KQD S q, ’Kﬂ -+ |K2‘ S 2q, K5 = S—Kg — Kl and (A, CKB)
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is not observable. Here, C*X are the rows of C indexed by X. Let x} be arbitrary. Let 23 # 0
belong to the unobservable subspace of (A, CK3).

For all k& > 0, let D%(K;)d¢ = V(K,)CA*22 and D*(K,)d? = —V(K,)CA*z2. Without
loss of generality, assume injecting D*(K;)d% = W(K;)C A*x2 requires attacking a set K| C K,
where every sensor in K/ is attacked at least once, and suppose D*(K)d¢ = D*(K!)d{ . Moreover
assume without loss of generality, injecting D%(K5)d$ = —W(K,)C A*z2 requires attacking a set
K} C K, where every sensor in K} is attacked at least once, and suppose D*(Ky)d} = D*(Kb)d? .
Finally, without loss of generality assume |K{| > |K}|. Since, (A, C) is observable, |Kj| > 0.

Moreover, the number of sensors attacked is less than or equal to ¢. Observe, for all £ > 0
CHs Abgl = CFs AR (2] + 22).

Thus, y(z), D*(K})d¢ k) = y(z{ + 22, D*(KL)dY , k) for all k > 0, where |Kj| < |K}| and
K} # K. Thus, there is an unidentifiable attack.

If m < 2q, take K and K, such that Ky U Ky = S, K1 N Ky = ), and max(| K], |K3|) < q.
Select arbitrary z} and 2 # 0. For all k > 0, let D*(K,)d¢ = U(K;)CA*F22 and D*(K,)d} =
—U(K,)CA*22. Without loss of generality, assume injecting D*(K;)d¢ = W(K;)CA*z? re-
quires attacking a set K] C K; where every sensor in K is attacked at least once, and suppose
D(K,)d{ = D*(K})d¥. Moreover assume without loss of generality, injecting D%(Ks)d; =
— U (K,)C A* 22 requires attacking a set K%, C K, where every sensor in K is attacked at least once,
and suppose D%(K5)d¢ = D*(K})d{. Finally, without loss of generality assume | K| > |K3|.
Since, (A, C) is observable, |K{| > 0. Moreover, the number of sensors attacked is less than or
equal to . Again,y(x}, D*(K!)d¥ , k) = y(xl+x2, D*(K})d¥ , k) forall k > 0, where | K}| < | K]
and K/ # K. Thus, there is an unidentifiable attack.

Now suppose there exists a nonzero unidentifiable attack on a set of K, where | K| < ¢. Then
there exists set K’ and inputs d and d?¢ such that for some 7o and z, (4.56) holds. Where
|K'| < |K|and K' # K. If 1y = ), then D(K)d§ = D*(K")d}, for all k > 0, which contradicts

K # K'. Thus, without loss of generality assume x( # z(. Then, by linearity, there exists set K*
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with | K*| < 2¢ and input d¢ such that
y(xo — f, DY (K*)de, k) =0, Yk>0

However, this implies that 2 — 22 # 0 lies in the unobservable subspace of (A4, C°~%"). Note that

|S — K*| > m — 2q. As such, (A, C) is not 2¢-sparse observable. O

We see here that in order to identify ¢ attacks, one must be able to perform state estimate
even when 2¢ sensors are removed. This is because the defender must have enough redundant
information to distinguish m — ¢ trusted sensors from ¢ malicious sensors. In a system with 2¢
sensors, a defender would be unable to determine in general which sensors are trustworthy and
which sensors are malicious. As such additional sensors are necessary to ensure identifiability. In

particular, we need enough additional sensors to guarantee 2q sparse observability.

4.2.2 A Hybrid System Moving Target

In the previous section we demonstrated that there exist limitations on the number of attacks a
defender can potentially identify. Specifically, we saw that to identify all attacks of size g, the
system must be 2¢q sparse observable. This can result in expenditures to add more sensing in order
to withstand more attacks or sacrificing security in order to use fewer components. However, in
this section we argue that generating unidentifiable attacks requires knowledge of the model. By

limiting this knowledge, we hope to prevent such attacks. To begin we define the following.

Definition 4.3. A nonzero attack on sensor s is unambiguously identifiable at time t if there is
no zf € R™ satisfying y; = y*(x},0, k) for 0 < k < t. An attack on sensor s is unambiguously

identifiable if it is unambiguously identifiable for all t.

The notion of unambiguous identifiability characterizes when the defender can be certain that
sensor s is faulty or under attack. This scenario occurs only if there exists no initial state which

produces the output sequence at y°. We envision designing a system that forces the attacker to
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generate unambiguously identifiable attacks on all sensors which he targets. Consequently, we can
identify misbehaving sensors.

Thus, instead of requiring our system to be 2¢ sparse observable to perform perfect estimation
with ¢ attacks or 2¢ detectable to perform stable estimation [55], forcing an attacker to generate
unambiguously identifiable attacks will allow the defender to perform stable estimation when the
system is only ¢ detectable (detectable after removing any g sensors). This allows the system to
withstand more powerful attacks or use fewer sensing devices while maintaining the same level of
security. We now characterize attacks which are not unambiguously identifiable. For notational

simplicity let the sth row of D® be denoted as D?.

Theorem 4.4. An attack on sensor s is not unambiguously identifiable at time t if and only if there

exists an xj, such that D*d} = C*Akxy forall 0 < k < t and C* A*z} # 0 for some time 0 < k < t.

Proof. Suppose D°dj = CSAk:BS for time 0 < k£ < ¢. Assume this attack is nonzero. Then,
v = y*(zo + x5,0,k). Suppose instead that there is no zj such that D*d¢ # C*AFz} for
0 < k < t. Then there is no %, such that C*A*zq + D*d% = C°A*Z,. The result immediately

follows. O

As a result, to prevent attacks on sensor s from being unambiguously identifiable at time k, an

adversary must insert attacks which lie in the image of O, given by

T
Op = [(CT (C5A)T oo (CsAMT| . (4.59)
To insert such attacks, the adversary likely has to be aware of both the matrix A and the matrix
C?. In the sequel, we aim to minimize this knowledge to prevent an attacker from generating
unidentifiable attacks.
Ideally, we would like to simply assume the adversary has no knowledge of (A, C') and con-
sequently will likely always be unambiguously identifiable. However, in practice, the processes
associated with the physical plant may be well known or previously public so that the attacker

is aware of (A, C). Alternatively, the defender can change parameters of the system to ensure a
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knowledgeable adversary is still thwarted. Specifically, we propose changing the system matrix A

and C' in a time varying and unpredictable fashion from the adversary’s point of view so that
T+l = Akxk, Y = Crrr + Dadz. (4.60)

We assume that (A, Cy) € T' = {(A(1),C(1)),---,(A(l),C(1))}. The system matrices are
changed in a discrete fashion, resembling a hybrid system. We henceforth refer to this design as the
hybrid system moving target approach. For this time varying system, we can similarly characterize

the set of unambiguously identifiable attacks.

Theorem 4.5. An attack on sensor s in (4.60) is not unambiguously identifiable at time t if
and only if there exists an x; such that D*d} = C;(H?;é Aj)z§ for all time 0 < k < t and

CZ(H?;& Aj)xg # 0 for some time 0 < k < t.
Proof. The proof is similar to that of Theorem 4.4. O

Changing the system matrices as a function of time allows the system to act like a moving target.
In particular, even if an attacker is aware of the existing configurations of the system, defined by I,
he will likely be forced to generate unambiguously identifiable attacks since he is not aware of the
sequence of system matrices. Moreover, since the system matrices keep changing, it is unlikely the

attacker can remain unidentifiable by pure chance.

Remark 4.10. The matrices (Ay, Cy) can be changed randomly using a cryptographically secure
pseudo random number generator where the random seed is known both by the defender and the
plant, but is unavailable to the adversary. From a security perspective, the seed would form the root
of trust. The set I' can be obtained by leveraging or introducing degrees of freedom in the dynamics
and sensing in our control system. While the defender likely would have to change his control
strategy to account for the time varying dynamics, we will leave the analysis of such strategies for

future work.

Remark 4.11. Compared to the authenticating subsystem approach, the hybrid system approach

has the advantage that it may not need to introduce external dynamics if there exists means to
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Figure 4.6: A Comparison of the underlying structure of the Hybrid and Authenticating Subsystem
Moving Targets

switch parameters in the plant. The disadvantage as mentioned above is that one must consider
system performance and control when switching dynamics of the original plant. Fig. 4.6 provides
a high level look at the underlying structure of both moving target strategies. This thesis focuses on
necessary design recommendations for the time varying dynamics, which do not take into account

constraints in control. Investigating fundamental tradeoffs is left for future work.

Given the proposed setup, we are now ready to define the attacker’s information and an admis-
sible attacker strategy.

Attacker Information

1. The adversary has no knowledge of either the input sequence ., or the true output sequence.
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2. I = AL, Ddg oy, S ({(Ar, Ci)}) )

If the adversary can observe the output sequence in a zero input deterministic setting, he can
multiply the true outputs by some constant factor to avoid generating unambiguously identifiable
inputs. The control inputs are also secret so that the attacker will be unable to leverage the input
process to gain information about the system model. A realistic adversary may use physical attacks
to bias sensors without reading their outputs. Another possible scenario with such a adversary can
occur if an attacker uses public key encryption, but the encryption is homomorphic with respect
to addition. In this case, the attacker would not be able to gauge the true measurement y; from its
ciphertext. However, knowing the ciphertext would allow the attacker to compute the encrypted
version of y; + D*dj.. Future work will examine relaxing restrictions on the attacker’s information.

We assume I is known as well as the sequence of attack inputs. Also, the probability distribution

of the sequence of system matrices, f({(Ax, Ck)}), is public.

Definition 4.4. An admissible attack policy is a sequence of deterministic mappings S, : I} —

Im(D*(K)) such that D*d§ = Q. (Z{).

Here, we assume the attacker can only leverage his information to construct a stealthy attack
input. Consequently, while there may exist attacks that bypass identification, in order to be
admissible, they must leverage the attacker’s knowledge and can not be a function of unknown
and unobserved stochastic processes (namely the sequence of { Ay} and {C}}). A real adversarial
strategy may be to bias sensors with the goal of affecting state estimation, without being identified
by the defender. Thus, the adversary can impact the system without corrective measures being put

in place.

4.2.3 System Design for Deterministic Identification

We now consider criteria that can allow a defender to design an effective set I'. Given the attacker’s

knowledge of I, an adversary can guess the sequence of system matrices chosen by the defender. If
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the adversary guesses correctly, he can generate attacks which are not unambiguously identifiable.
We would now like to characterize the scenario where an attacker can guess the sequence of

matrices incorrectly yet still generate an unambiguously identifiable attack.

Theorem 4.6. Suppose an adversary generates an attack on sensor s by guessing a sequence {l}
where l; € {1,--- 1} and creating inputs by applying Theorem 4.5. Specifically, there exists an
x} such that D*d} = C’S(lk)(Hk A1)z for all time 0 < k < t and D*d} # 0 for some time
0 < n <t. Such a strategy may avoid generating an unambiguously identifiable attack on sensor

s at time t if and only if

null (O(ls,t) o(s,t)) > null (o(gs,t)) + null (o(s,t)) , (4.61)

Ol ) = (o) (C AT -+ (CUTLZ AG)T|
0.0 = (o) (Cia)” - (G AT
where null refers to the dimension of the null space.

Proof. From Theorem 4.5, an attack is not unambiguously identifiable at time ¢ if and only if there
exists some x3 such that D*d¢ = CS(Hk VAj)xd for 0 < k < t and this sequence is nonzero.

Thus, the proposed strategy can generate a nonzero unambiguously identifiable attack on sensor s

k—1 k—1
o (i) s ()

for all 0 < k£ < t and moreover for some 0 < k < ¢ this expression is nonzero. The result

at time ¢ if and only if

immediately follows. [

It is undesirable to change the parameters of the system at each time step due to the system’s
inertia. Consequently, we would like to consider systems where (A, C}) remains constant for

longer periods of time. For now, we assume (A, Cy) C {I'}, but is constant. An adversary, can
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use his knowledge of I" to guess a pair (A, Cy) € I' and generate unidentifiable attack inputs.

Define the matrix

T
Ors = [OS@)T (CEGAGNT -+ (CHAG ] - (4.62)
If the attacker guesses the matrices (A(j), C'(j)) and chooses to attack sensor s, he would need to

T
ensure [( DT .. | Dsdf)T} lies in the image of O, ; to avoid deterministic identification.
We next determine when an attacker is able to guess an incorrect pair and avoid generating an

unambiguously identifiable attack.

Theorem 4.7. Suppose (A, C) = (A(1),C (1)) and an adversary generates a nonzero attack input
on sensor s using (A(2), C(2)) by inserting attacks along the image of Of 5. Let A = {\},--- | A} }
be the set of distinct eivenvalues associated with A(1) and A*> = {)},--- , X2 } be the set of distinct

eigenvalues of A(2). Let

AJ AJ A AJ AJ ,J
{U1,1a U V12 Uyt Uy %M,lu}

be a maximal set of linearly independent (generalized) eigenvectors associated with eigenvalue \
of A(j) satisfying

QYT = f. A, = b, + o 463
Noting that each r; is in general fully determined by \ and j, let 7(\) = max; ; r;(\, j). Define

‘/:;/\];‘J c (C'I‘()\)XT‘k as

Co(jyoyi C(ogi C*(Gogil -+ -+ C(Gopt e CGvpy
0 Gl Co)vyi C(G)opl o C2Go 14
0 0 C*(j )U{\é C*(j )U;\k’]fz,k C*(j )U;\kjfzk
0 0 0
0 0 0 C*(j)vii C*(j)vyi
0 0 0 0 C*(g)vid
I 0 0 0 0 0 |




CHAPTER 4. MOVING TARGET APPROACH 129

There exists an attack on sensor s, which is not unambiguously identifiable for all time if and only

if A* N A2 £ 0 and there exist some X € A N A? such that

null (VSA,l VSA,z) > null (Vs,\,1> + null (ij) ,

AJ AJ AJ
1 2¢ (‘/;,1 V:%lm .

Otherwise the attack can be detected in time t < 2n — 1.

where

Proof. The proof is lengthy and found in the appendix. ]

Roughly speaking, given enough observations, the output at sensor s for a time invariant
system will be dominated by the observable mode(s) that have the largest eigenvalue. Thus, if
the eigenvalues between two system matrices are distinct, we are able to distinguish the resulting
outputs. The previous theorem gives the defender an efficient way to determine if the attacker can
guess [ incorrectly yet still remain undetected in the case that system matrices are kept constant
for at least a period of 2n time steps. It also prescribes a means to perform perfect identification.

Design Recommendations

[S—

. Forall pairsi # j € {1,---1}, A"N A7 = 0.
2. The system matrices (A, Cy) are periodically changed after every N > 2n time steps.

3. Let {lx} be a sequence where [, € {1,--- ,l}. Let ¢; denote the indices of a subsequence.

Pr((AQk7 CQk) = (A(lk)vc<lk))7 Vk) = 0.
4. The pair (A(i),C(7)) is observable all i € {1,--- ,[}.
5. Forallie {1,---1},0 ¢ A"

Corollary 4.1. Assume a defender follows the design recommendations. Suppose sensor s is
attacked and there is no t* such that D*°d} = 0 for all k > t*. Then, the sensor attack will be

unambiguously identifiable with probability 1.
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Proof. Since the attack is persistently nonzero, the adversary must guess a correct infinite subse-
quence of system matrices due to recommendations 1 and 2. From recommendation 3, this occurs

with probability 0. ]

As a result, an attacker who persistently biases a sensor will be perfectly identified. Note that
recommendation 3 can be achieved with an IID assumption or an aperiodic and irreducible Markov
chain. The last 2 recommendations are not needed for this result, but are justified in the next

subsection when we consider stochastic systems.

Remark 4.12. Note, the fact that we would like to keep system matrices constant for a long enough
period of time appears counter-intuitive for a moving target. However, the given adversary is not
performing system identification and is instead guessing the system matrices. As such, keeping the
dynamics constant does not provide useful information for an attacker. Additionally, keeping the
matrices constant long enough gives the defender the information he needs to distinguish between
the different hybrid states. Similar to the problem of observability, the problem of identification

involves a rank deficient matrix until enough measurements have been gathered.

Before concluding, we would like to provide some intuition into the difficulty of changing
the eigenvalues of a matrix. To begin we combine the results of [56][Theorem 7, pg. 130] and

[57][Theorem 6.3.12].

Theorem 4.8. Let A, E € R"*" and suppose \ is a simple eigenvalue of A. Let x and y be right

and left eigenvectors of A associated with )\ so that wT A = \w” and Av = \v. Then

1. for each given € > ( there exists a § > 0 such that, for all t € R such that |t| < 0, there is a

unique eigenvalue \(t) of A + tFE, such that |\(t) — X\ — tw? Ev/wTv| < |t|e.
2. A(t) is continuous at t = 0 and lim;_,o A\(t) = \.

3. Fort small enough, \(t) depends differentiably on t. Moreover,

d)\(t)| _w'Ev
dat "0 wTy
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From Theorem 4.8, we can obtain the following.

Corollary 4.2. Suppose matrix A € R™ has n distinct eigenvalues. Moreover, suppose there exists
ie{l,---,n},j€{1, -, n} such that the ith entry of each left eigenvector of A is nonzero and
the jth entry of each right eigenvector of A is nonzero. Select such an i and j. Let E;; ¢ R™"
be a matrix of zeros except the (i,j) entry, which has value 1. Then for allt € R, t # 0,

Proof. Since A has distinct eigenvalues {1, - - - , \,,} all the eigenvalues are simple. Let w,, v, be
left and right eigenvectors associated with \,. For each ¢ € {1,--- ,n} select an ¢, > 0 such that
wl E; v
€ It Bl — il (4.64)
|wq Uq|

This is possible because by construction quvq is nonzero, and by assumption the ith entry of
w, and the jth entry of v, is nonzero. For each ¢ € {1,---,n}, we know that |\, (t) — A\, —
twy Eijvg/wvg| < [tleqif [t] < 04(€q). Let Dy = mingpeq1,... n},s2r |As — Ar|. Choose t* > 0 such
that

t*]eg + |t*w) Eijug/wlvg] < Daf2, t* < b4(eq), Yqe{L, - n}. (4.65)

Then we have ||\, (t*) — A| — t*|w] Eijvg/wl vy|| < t*e4, which implies
— t*e, + tF|wl Bijug Jwlvg] < (A (t) — Ng| < tFe, + tF|w! Eiju, /wl v, (4.66)
q q LijVq/ Wy Vg = |Aq gl =1 € q LijUq/ Wy Vg

From (4.64) and (4.66), we know that 0 < |\,(t*) — \,|. Moreover, from (4.65) and (4.66), we

have for arbitrary s,r € {1,--- ,n},s #r

[As(t) = Al = (A () = As + As = Ay
> |/\s - /\T| - |/\s - )‘S(t*)’
> Dy —D/\/Q

> 0.
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Consequently, the eigenvalue spectra of A + t*E}; is disjoint from the eigenvalue spectra of A.

From Laplace’s formula, we observe that there are polynomials g(A) and h(\) such that
det(A] — A —tE;;) = g(\) +th(N).

For a given \,, we know that g(\,) = 0 and t*h(\,) # 0. Thus h(),) # 0. As aresult, for ¢ # 0,
we have det(\,/ — A — tE;;) # 0. The result follows. O

We see that the ability to modify the eigenvalues of a matrix, is heavily linked to the sparsity
of the eigenvectors. Previous work [58, 59] has has investigated the sparsity of eigenvectors as a

function of the nonzero structure of the matrix A. Further analysis here is left for future work.

4.2.4 False Data Injection Detection

In this section, we examine the effectiveness of the moving target defense for detection in the case

of a stochastic system. Here, we assume that
Tpr1 = Az + wi, yp = Crrp + Dad% + V. 4.67)

wy, and vy, are independent and IID Gaussian process and sensor noise where wy, ~ N (0, Q) and
v, ~ N (0, R). For notational simplicity we assume that the covariances ) > 0 and R > 0 are
constant. However, we can obtain the ensuing results even in the case that () and R are dependent
on A and C}.

The adversary’s and defender’s information and strategy is unchanged except we assume
the defender has knowledge of the distribution of the initial state. Specifically, f(x¢|Z-1) =
N (Zg , Po—1). Moreover, both the defender and attacker are aware of the noise statistics. We first
would like to show that a moving target defense leveraging the design recommendations listed
above can almost surely detect harmful false data injection attacks. To characterize detection
performance, we consider the additive bias the adversary injects on the normalized residues Az

due to his sensor attacks. The residues, z;, are the normalized difference between the observed
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measurements and their expected values. This is slightly different from the residues considered in

previous chapters which were unnormalized. The bias on the normalized residues is given by

Aep = (Ap—1 — KpCrAp_1)Ae—1 — KD, Ae_y =0,
Az = P2 (Chly1Dey_y + DY),
By = (CrPy—1CF + R), Ky, = Py 1O (CrPyp—1CF + R) 1,
Pejag = Akpk|k—1A£ +Q — Akpk\k—lcg(ckpmk—lcg =+ R)’lePmk_lAZ,

where Aey, is the bias injected on the a posteriori state estimation error obtained by an optimal
Kalman filter, and Py ;_; is the a priori error covariance. As we have seen, a residue detector such
as the x? detector will recognize large residues and mark them as belonging to an attack. We now
show that an admissible adversary is restricted in the bias he can inject on the state estimation

error without significantly biasing the residues and incurring detection. In particular, we have the

following result.

Theorem 4.9. Suppose a defender uses a moving target defense leveraging the design recom-

mendations listed above. Then limsup,_, . ||Aex|| = co = limsup,_, . ||Azk|| = oo with
probability 1.
Proof. In this section, the norm || - || refers specifically to the 2 norm. Assume to the contrary

that the residues are bounded ||Az|| < M. Define the indices of a peak subsequence as follows.
ip = 0, i = min x such that £ > ix_q, ||Ae,|| > [|Ae]| YV < k. Such a sequence exists since the
estimation bias is unbounded. Also define the indices jj such that j, = min  such that j, > i, jx

mod N = N — 1. Observe that
Aek = Ak_lAek_l - KkP]EAZk (468)

1
je—ix+1 j e tl—t - B3
As a result, we have A, Ae;, = Ai,’: et Ae;, — ik:ikﬂ Ag;;* K, P?Az. Define a,, > 0 and

apy > 0 as

é . ) A \q é A \q .
U = min Omin(A(7)7), am jnax [AG) ]
qe{0,---,N} qe{0,--- ,N—1}
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where ,,,;,,(+) denotes the smallest singular value. Moreover let py; and c); be given by

Py = sup ||Pk|k—l||> ey = max [[C(H)].
L ]E{l,"',l}

Observe that a,, is nonzero since each A(7) is invertible from recommendation 5. ay; and ¢, are
bounded above since we are taking the maximum over a finite set of bounded elements. Moreover,
payr is bounded above since the error covariance is bounded above. A complete argument is
omitted due to space considerations. However, since all pairs (A(7),C(i)) € T' are observable
from recommendation 4 it can be shown that xn,, k¥ € N is a linear combination of Yk Nk+n—1
and 2n random variables, where the linear combination is dependent only on (A(Nk), C(Nk)).
Thus, the covariance of &1, given yo.nrin_1 is bounded. It can be shown that the covariance
of Tnkintj,J € {1,---,N — 1} is bounded given yo.nx1n+j—1 simply by computing predictive

covariances given yo.nx+n—1. As a result, we have

M

| Aj A, || > aml|Aes, || — (N — 1)CLMPMCMW-

where \,,;, (R) is the smallest eigenvalue of R. A, (R) is nonzero since R > 0. Therefore, since

| Ae;, || = oo, we have that || A;, Ae;, || — oo.

T
Now, with some abuse of notation let D*d{ ,, = ( D“dfl)T v ( D“d?Q)T . Suppose
(Aijrl’ Cjk+1) - (A(ql)a C(Q1)) Then,
Dadjk—l-l:jk-i-N = _Oi,qlAjkAejk + F}k+1(QI)AZ§ZQIij+N'
where Fj, 11(q1) =
Pii(a) 0 0
Cl(q1)Alq) Ko () P2 (q1) P (q) 0
_1 1
Clq) A () K1 (@) P2y (qn) Cla)Alq) Kjvo(a) Py, (@) - 0
| Cq) AN M) K1 (q) PRy (@) Cla) AN () Kjva (@) PR o(@r) -+ PEon(@)

(4.69)



CHAPTER 4. MOVING TARGET APPROACH 135

Through a similar analysis as done above, it can shown that || F}, +1(q1)|| is bounded above.

Alternatively, if ¢o # ¢, is chosen then

a S
D djk+12jk+N = _ON,qujkAejk + F}k+1<QQ)AZ](‘Zi)1:jk+N'

Thus, to insert valid inputs for modes ¢; and ¢, we require

(O}%ﬂql - OJS\'77q2)AjkA€jk = ij+1(Q1)AZ]('Z£1:jk+N - ij+1<Q2)AZ]('Zj-)l:jk+N‘ (4.70)

If the residues are bounded in both scenarios, then the right hand side of (4.70) is bounded. Next, due
to design recommendations 1 and 2 and Theorem 4.7, there is no solution to 0 # (9}5\}, o V1= O]SV’ g1 02-
Using this fact and the assumption that each (A, Cy) pair is observable, (O, — Of,,) has no
nontrivial null space. Thus, the left hand side of (4.70) is unbounded. As a result, there is no way
for the attacker to guess incorrectly and insert bounded residues. From, recommendation 3, there

is a nonzero probability the attacker guesses (A;, 1, C}, +1) incorrectly and the result holds. [

Thus the attacker is able to destabilize the estimation error only by destabilizing the residues.
As such, there is a point where an attacker is unable to introduce additional bias to the estimation

error without revealing his presence due to his effect on the measurement residues.

Remark 4.13. Design recommendation 1 can be relaxed in the stochastic case for purposes of
detecting false data injection attacks. In particular for all non-equal pairs i,5 € {1,--- 1} we
only require 0 # O}S\}?Z-U #* (’);?wv for all v instead of 0 # Of,’ivi + OJSC,JUj for all v;,v;. Here, a
big difference is that in the stochastic case we give the defender some knowledge of the distribution

of the initial state.

4.2.5 Resilient Estimation and Identification

While the moving target approach guarantees we can detect unbounded false data injection attacks,
we wish to also identify specific malicious sensors as in the deterministic case. In the remainder of

this section, we construct a resilient estimator. We will fuse state estimates generated by individual
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sensors since previous results [60, 61] suggest such an estimator has better fault tolerance. This is
desirable in our work since we are attempting to force a normally stealthy adversary to generate
faults. We will show that an attacker can destabilize this estimator only if the culprit sensors can
be identified. In particular, we will show that the estimation error will become unbounded only if
the bias on a sensor residue is also unbounded.

To begin, we assume that for each sensor s,

NS(O:L,I):NS(O;SL,Q):”':NS< i) (4.71)

n,l

where V.S (A) denotes the null space of A. Such a condition is realistic since it implies that changing
the system dynamics does not affect what portion of the state the sensor itself can observe. As
a result, using the Kalman decomposition, for each sensor s, there exists a state transformation

T, = {Tsfw TSO} such that

uo
k,s

Ck,s

uo
wk,s

= Tk, T T°? = Wk
Wk, s

- o
Here, the columns of 7 are a basis for N.S(O;, ;), while the columns of T} should be chosen so
the resulting 7’ is invertible.

Moreover, using the same transform 77, there exists a I'* = {(Cs(1), A5(1)), - - - (Cs(1), As(1)) }

corresponding to [' such that

Cht1s = Ak sChs + Whs, Vi = CrsChos + Vs (4.72)

where each pair (Ay, 5, Cy s) is observable and belongs to I'*.
Before we continue, we remark that (4.71) allows us to improve the guarantees obtained in
the deterministic case with Corollary 4.1. In particular, we argue the attacker will be forced

to perpetually insert inputs to remain stealthy. In particular, if an attacker has inserted input

T
{(Cs(z'))T (Cy(i)As(i))T - -- (Cs(i)AéVl(i))T} (p for some ¢ not equal to 0, he must next

insert [(Cs(j))T (Cs(D AT (Cs(j)AiV‘l(j))T] AJTH )G for some j € {1,---, 1}
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to have an opportunity to remain stealthy. We argue these next set of /V inputs are nonzero. First,
AN=1(4)¢; is nonzero. This is because A(j) is by assumption invertible and thus A, () is invertible
by properties of the Kalman decomposition. As a result, since (A;(j), Cs(j)) is observable, the
conjecture holds.

By performing a change of variables on 2, , a Kalman filter with bounded covariance (see proof

of Theorem 4.9) can be constructed to estimate (;; given y,,. Specifically, define

PN P N T o N T
=T, Lo - Tsl QTS2 ) = T81 P0|_1T52 .

s

C(is - Qshsz - P(ilisf

From the definition of the Kalman filter, we have

Ck,s = (I - Kk,sck,s>C];5 + Kk,sy]f;a Cl;—l-l,s = Ak‘,ka,sa (473)
S,8 T S,8 T — S1,8 S1,8 T
Ki,s = Pk\k—lck,s<Ck’spk|k—lck,s + Rss> 17 Pk-li-l\Zk = Akmpkl ZAk,sz + Q150

5,5 18,8 5,5 . 5,8 T 1,5 -
b= Pk\k—l - Kk,ka,st\k—p Pk = (Ck,spk\k—1ck,s + Res) 72 (Y5 — Ck,sck,s)v

where R;; is the (7, j) entry of R.

Here (i, = E[Clyi.e], é,; o = E[Ck|yg.,_,] are optimal estimates of the reduced state for sensor
s. In the construction of our fusion estimator, we will also need to compute Eleys,e; ,,] and
Eley s, €rr,] Where e s £ (s — (ks and €rs = Chs — QA",;S We observe that P, = E[ey, ce; ,] and
P, = Ele,, ;5.1 ]. Moreover, note that PobY = Elegs, €0, L ]. The error dynamics for a given

sensor s are given by
. s _
€ks = (] - Kk,sck,s)ekﬁ - Kk,svka €k+1’s = Ak7sek,s + Wk, s (474)

Let P, £ Eleg, e} ,,] and P £ Eley ,,€r.,]. From (4.74), we have

Plfl’SQ = (I - Kk,S1Ck,S1)Pljllli21 (I o Kk7820k732)T + Kk:31R5132K/€T,52’ (4'75)

51,82 __ S1,82 AT
Pk+1|k - Akysl Pk Ak,SQ + Qslsg'

Note that (4.75) also holds for s; = s,. We would like to use the individual state estimates Qc,w

associated with each sensor s to obtain an overall state estimate of x;. To do this, first define @7,
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as
xz,s = Tsoék,s + Nk,s (476)

where 7, 5 is an IID sequence of Gaussian random variables with 7. s ~ N(0, €I) for some small
e > 0. Moreover {7 s, } and {nx s, } are independent sequences. 7y is a mathematical artifact
introduced so the subsequent estimator has a simplified closed form and can be easily removed or

mitigated by letting € tend to 0. Now, we observe that

Lk = T:OCI?,?S + 'rz,s + Tsoek:,s — Nk,s- (477)
From here we obtain
Yk = Wxy + 1, (4.78)
_ _ ;:701 _ _ _ _
x3 4 —TVer1 + Nk —Te 0 e 0 I
k,2
A Tho . —T7ern + M2 0 —Tye - 0 I
Yk = R RS DTk = . W=
e
xz,m _T;?Lek,m + nk,m 0 0 LR —T#LO [
| J s i ] i ]

It can be seen that 7 is normally distributed so that n, ~ AN(0, Q), where Q > 0 consists of
m x m blocks where the (i, j) block is given by (T7P;’ T9" + d;5el). Here, 0;; is the Kronecker

delta. The minimum variance unbiased estimate (MVUB) [33] of x;, given ¥y is given by
% = (W 'W) "W Q 'y, (4.79)

The last n entries of Xy, denoted as 77, constitute a (MVUB) estimate of x;, given the set of sensor

estimates yi. The covariance of this estimate is given by
Cov(xy, — %) = (WTQ W)L, (4.80)

The proposed estimator is well defined since N.S(WW) = 0. If, W had a nontrivial null space, this

would imply there exists x # 0 and (, - - - , (;,, such that

TG =x, Yie{l,--- ,m}. (4.81)
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This would imply that N*, NS(O},,) # 0, which contradicts the observability of each pair

(Ag, Ck). We next show that the proposed estimator of x;, has bounded covariance.

Theorem 4.10. Consider the estimator of xy, defined by (4.73),(4.75),(4.76),(4.78),(4.79). The

estimator has bounded covariance.

Proof. We first prove that Q > 0 is bounded above. The ith diagonal block of Q has covariance
(ﬂoPé’ifZ}OT + €l). Using the same argument as in the proof of Theorem 4.9, we see that P,zz is
bounded. Consequently (7 P"T¢T + ¢I) and Q are bounded.

Next consider X% = (WTW)'W7ygy. Since x; — Xp™ = —(WITW) "W, XV is an
unbiased estimator of x;, with covariance (WTW)"'WTQW (WTW)~1. Since W is fixed and
Q > 0 is bounded above, (WTW)~'WT QW (WTW)~! is also bounded above.

Finally, since the proposed estimator is MVUB, we see
r (WHe™'w)™) <o (W'W)"'wroww'w)™).

Thus, Cov(xy — X ) and the covariance of x;, defined by the last n x n block of Cov(xy — Xy ) are

bounded. O

To close this subsection, we demonstrate that the proposed estimator is sensitive to biases in
individual residues Az 4, specifically showing that an infinite bias introduced into the estimator
implies that the residues are also infinite. Define ey £ %, — % and Aey, as the bias inserted on
e due to the adversary’s inputs. Moreover, let e; = x;, — 2} and let Aej and Aey; be the bias

inserted on e, and ey, ; respectively due to the adversary’s inputs. We have the following result.

Theorem 4.11. Consider the estimator of ;. defined by (4.73),(4.75),(4.76),(4.78),(4.79). Then,

with probability 1, limsup,_, . ||Aei]] = co = limsup,_, [|Azril| = oo for some i €

{1,-, mh
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Proof. First, we observe that

= —(WTQ W) "'WTQ 1n. As aresult,

Aep = (WEQ W) 'WTQ Ty, Al . (4.82)
where
-Tf 0 - 0] -Aek,l-
T — 0 T'QO 0 Aeps— Aey o
0 0 - Ty | Aekm

Next, we will show that K* = (WTQ'W)"'WTQ"'T,, has bounded norm. In particular

observe that

w2
Q|

r Q"
o

r Q7
[roaml

r Q7

K*|| = ||((W
151 = I o]

W)W W)W

o=ty Laiagll < [(W

o=t L diagl|

Clearly, |[W7T Ilng Tiiag|| has bounded norm. Moreover, using a similar argument as in the proof

(WT”g_l” W)~ || is bounded. Consequently,
from (4.82), limsup,,_, . ||Aej|| = co = limsup,_, ., ||Aeg || = oo for some i € {1,--- ,m}.
However, from Theorem 4.9, this implies lim sup,,_, . ||Az; ;|| = oo and the result holds. O

While the proposed estimator does not guarantee each malicious sensor will be identified,
it does guarantee that the defender will be able to identify and remove sensors whose attacks
cause unbounded bias in the estimation error simply by analyzing each sensor’s measurements
individually. This is due to the fact that the bias on residues of such sensors will grow unbounded,
which can be easily detected by some 2 detector. As a result, for each individual sensor s, we

propose the following detector at time &, which can be used to identify malicious behavior,

k HS
Z ‘ (4.83)
B H

In this scenario, H; is the hypothesis that sensor s is malfunctioning and Hg is the hypothesis that

sensor s is working normally. In practice a sensor s who repeatedly fails detection can be removed
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from consideration when obtaining a state estimate and the proposed fusion based estimation

scheme can be adjusted accordingly.

4.2.6 Numerical Example

We consider a numerical example where [ = 7 and A(j) and C(j) are given by

(An() Anl) 0 0 0
0 Axn() 0 Au() 0
Ak)=1 o 0 Asu() 0 Asix()|>
0 0 0 Au() As()
0 0 0 0 Ass(j)
ciy- ||,
Ca(j)
(CLG) o 0 0 0 |
0 Chlj) 0 0 0
Gl)=1 0 0  Csi(j) 0 0
0 0 0 Cu(j) 0
0 0 0 0 GCsi(f)]

where A;;(j) € R¥? and C;;(j) € RY™? are scaled uniformly random matrices with A; ()
unstable. Moreover () and R are appropriately sized matrices generated by multiplying a uniform
random matrix by its transpose. The system matrices are changed independently and randomly
every 2n time steps where n = 15 and each (A(j), C'(j)) pair has equal likelihood.

We assume that the adversary biases the last 5 sensors (measured by C5(j)) by performing the
attack formulated in Theorem 4.5. Here, the attacker guesses the system matrices randomly every
2n time steps and x; is chosen identically for each sensor. A x? detector (4.83) with window 5

and false alarm probability ai = 6.9 x 1078 is implemented for each sensor based on their local
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Figure 4.7: Estimation error vs time under attack when the adversary knows the system dynamics
using Hybrid Moving Target

Kalman filters. A centralized x? detector with window 3 derived from the optimal centralized
Kalman filter performs detection with false alarm probability oy, = 4.2 x 1074,

We first note that under normal operation, the estimators achieve similar performance, with the
average mean squared of the optimal Kalman filter at 22.9 and the average mean squared error of
the proposed estimator at 23.4. In Fig. 4.7 and 4.8, we consider the system with the moving target
under attack. However, we assume the attacker is aware of the exact sequence of time varying
matrices. As such the attacker is able to destabilize the estimation error in Fig. 4.7 while the sensor
residues appear normal in Fig. 4.8.

Finally, in Fig. 4.9, we plot the norm of the estimation error for both the proposed estimator and
optimal Kalman filter as a function of time when the attacker is forced to randomly guess the system
model. Here the attacker is detected in 2 time steps and perfectly identified in 8 time steps. When
a sensor is identified, it is removed from consideration when performing fusion or optimal Kalman
filtering. It can be seen that while under attack, the proposed fusion based estimator is better able

to recover from the adversary’s actions. While the estimation error becomes large, the attacker’s
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Sensor Residues vs Time: Model Knowledgeable Attacker

sensor residues

Figure 4.8: Residue vs time under attack when the adversary knows the system dynamics. The
defender is using the Hybrid Moving Target

effect on the system can be mitigated. In particular, since an attack is detected within two time
steps, a robust controller ignoring the incorrect state estimates can be utilized until identification

has occurred. This will limit the effects of incorrect feedback.
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Figure 4.9: Estimation error vs time under attack when the adversary does not know the true
dynamics of the Hybrid Moving Target. All sensor attacks are identified. The proposed fusion
based estimator and the centralized Kalman filter are illustrated.



Chapter 5

Structural System Design

In the previous chapters, we have considered active detection as an online mechanism for detect-
ing classes of integrity attacks. However, offline or robust design can be used to dampen the
effectiveness of potential attackers. In this chapter, we consider how structural properties of the
plant and sensing infrastructure can impact our ability to detect perfect attacks and zero dynamics
attacks. Perfect attacks are able to characterize the set of stealthy attacks when the defender has
knowledge of the initial state while zero dynamics attacks characterize the set of stealthy attacks
when the defender has no knowledge of the initial state. By the careful design of these topologies,
we can almost surely eliminate these attacks when considering a resource limited attacker. In
the deterministic case, this forces a resource limited attacker to be deterministically detectable,
while in the stochastic case, this can limit the impact of an attacker that wishes to remain stealthy.
The chapter is summarized as follows. In section 5.1, we introduce background on perfect and
zero dynamics attacks. In section 5.2, we provide structural conditions which allow a defender to
eliminate the existence of these attacks. Finally, in section 5.3, we consider the minimal robust
design of distributed control system to balance the costs of sensing and communication with the

need for security. The results in this chapter are partially based on [62], [63], and [64].

145
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5.1 A Background on Zero Dynamics Attacks

5.1.1 Detection in Deterministic Systems

We commence the study of zero dynamics and perfect attacks by examining the set of stealthy

attacks against a deterministic control system.
Tp11 = Axy + Bug + Bug, yr = Cxp + Ddj. (5.1

In this section, we will assume (A, C') is observable. Additionally, assume that an attack commences
at time 0 and that z is known to the defender.

We make the assumption here that an attacker is restricted to manipulate a fixed set of inputs
and outputs described by the matrices B* and D“. Unless otherwise stated, we without loss of
generality, assume B is full column rank. We define the set of attackable inputs and outputs
respectively as K2 = {61, ,0,,.} and K¢ £ {ny,--- .. }. In this case, j € K% and | € K¢
implies an attack can modify the jth entry of u; and [th entry of y;, for all k. B® can be constructed
as a matrix whose columns are basis vectors of a subspace generated by {Bs,,--- , B,  } where
Bj is the jth column of B. B“ can be extended accordingly if an attacker introduces additional
actuators. We assume B¢ € R™ P+, The sensor attack matrix D* € R™*™* can be defined
entrywise as follows

D*(s,t) £ Toeyy 4. (5.2)

Moreover, assume the defender’s control policy at time k is a deterministic function of the
model M = (A, B, (), the previous inputs ug._1, the previous outputs 4., and the initial state
Zo so that

U, :Z/{k(A,B,C, uO:k—layO:kax())- (53)

For this system, it can be inductively shown that u;, is deterministic. As a result, yy, is deterministic
for all k. Let yx(zo, wo-k—1, u.x_1, d5.,) denote the output of y;, as a function of the initial state, the
defender’s input, and the attacker’s input. Since vy, is deterministic for all k£, we have the following

definition:
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Definition 5.1. A nonzero attack ug._,, dg.. on a deterministic system (5.1) with controller (5.3)

and known state x is stealthy or undetectable up to time T' if and only if
Yk (20, Uok—1, Ugg—15 dog) = Yr(To, Uo—1,0,0), 0 <k <T. (5.4)

By leveraging the linearity of the system, we arrive at the following equivalent result, charac-

terizing the set of stealthy attacks.

Theorem 5.1. A nonzero attack ui.p_, dj. on a deterministic system (5.1) with controller (5.3)

and known state x is stealthy up to time T if and only if, there exists dxg, - - - ,0xr such that
0xpr1 = Adxy + Bug,, 0< k<T—1, oxg =0, (5.5)
0=Céox+ D%y, 0<k<T. (5.6)

Proof. From (5.4), there exists a nonzero stealthy attack if and only if there exists inputs u§.,_,, dg.p,
that satisty

k—1

> CAIBMS + DY =0, 0<k<T

=0
This is true if and only if 0 = C'dxy + Dd§ for 0 < k < T, where dz, = Zf;é A’“_l_jB“u?. The

result immediately follows. [

Note that the stealthiness of an attacker’s inputs is independent of the defender’s control strategy
in the deterministic case. We next consider attacks that are stealthy for all £ > 0. We define a

perfect attack as follows.

Definition 5.2. A nonzero attack {u§}, {d}} is perfect if it satisfies
Yr(To, Uo:k—1, Ugg—1, dg.g) = Yk(To, Uok-1,0,0), k> 0. (5.7)

In other words, the set of perfect attacks is the set of all attacks in deterministic systems with
known initial state that are stealthy for all time k. We can relate perfect attacks to the fundamental

property of left invertibility.
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Definition 5.3. Consider a system defined by (A, B, C, D), where
L1 = A[Ek + Buk, Y = C!Ek + Duk,
A system is left invertible if y,, = 0, k > 0 and vy = 0 implies that u;, = 0, k > 0.

Fundamentally, the left invertibility of a system implies that there exists a unique input sequence

generating every output sequence. This is formalized below.

Theorem 5.2. There exists a perfect attack on the system defined in (5.1) if and only if the system

(A, [B* Opxm.], C, [Omxp, D?]) is not left invertible.

The proof of this result is similar to the proof of Theorem 5.1 and is thus omitted. We see
an attacker is able to stealthily perturb the system if and only if he can change the state without
changing the output. The ability to change an input without changing the output requires that the
system not be left invertible.

The conditions for analyzing the left invertibility of a system can be analyzed by looking at the

matrix pencil. In particular, we have the following based on results in [65] [Corollary 8.10].

Corollary 5.1. There exists no perfect attack on the system defined in (5.1) if and only if for all but

finitely many \ € C, we have

AM—A —B* Opxm.
rank =N+ My + Ds. (5.8)
C Omsp,  D°

The existence of perfect attacks can also be described graphically by considering the underlying
structure of the inputs, outputs, and state variables. This will be revisited later in the chapter. The
set of stealthy attacks in deterministic control systems can be increased if the defender is unaware

of the initial state. We assume now that the defender’s control strategy satisfies

U = Uk(A, B, C, U:k—1, yo:k% (5.9)
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where U}, is some deterministic function. It can be inductively shown that a system with the
same output history will have the same input history. We can consequently define a stealthy or

undetectable attack as follows.

Definition 5.4. A nonzero attack uj._,, dj., on a deterministic system (5.1) with controller (5.9)

and unknown state x is stealthy or undetectable up to time T if and only if
Y (0, Uok—1, Ug g1, dog) = Yk(T0, Uok-1,0,0), 0<k <T. (5.10)

for some x{; € R™. We refer to a nonzero attack that is stealthy for all time k > 0 as a zero dynamics

attack.

Theorem 5.3. A nonzero attack u§.._,,dj.;- on a deterministic system (5.1) with controller (5.9)

and unknown state x is stealthy up to time T' if and only if, there exists dxq, - - - , dxr such that
0xpy1 = Adxy + Bug,, 0< k<T -1, dxy € R™, (5.11)
0=Céoxr+ Dy, 0<k<T. (5.12)

Proof. From (5.10), there exists a nonzero stealthy attack if and only if there exists inputs

ud._q, d.p, that satisfy

k—1
CA¥(zo — a) + > CAF'"B S + D =0, 0<k<T

=0
This is true if and only if 0 = Cdxy, + D% for 0 < k < T, where oz = A¥(xg — x)) +

Z?;é AF=17I B¢, Since x, is arbitrary, the result immediately follows. O

We remark that perfect attacks are a subclass of zero dynamics attacks. In practice, a defender
may have some imperfect information about x,. Thus, z(, must be chosen carefully to avoid an

alarm. The existence of zero dynamics attacks is related to the strong observability of a system.
Definition 5.5. Consider a system defined by (A, B, C, D), where
Tpy1 = Azp + Bug, yp = Crp + Duy,

A system is strongly observable if y, = 0, k > 0 implies that xy = 0.
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We now aim to characterize systems that are vulnerable to zero dynamics attacks. We have the

following result.
Theorem 5.4. Suppose (A, C) is observable. The following statements are equivalent.
1. There exists no zero dynamics attack on system (5.1).

2. There exists no nonzero inputs {ui }, {d¢} satisfying

0xpr1 = Adxy + Buy, 0= Coxy + Dy, dxo € R" k> 0. (5.13)

3. (A, [B* Onsxm.], C, [Omxp, D?]) is strongly observable and left invertible.

M—A —B% 0pxm.
4. rank =n+my+p, VAeC
C Omxp.,  D°

Proof. Statement 1 is equivalent to the absence of nonzero inputs such that

k—1 k—1
CAFzg + Ddi + ) " CA*'J(Bu; + B'uf) = CA*xf + > CA¥'Bu;, k> 0.
j=0 j=0

Since xy, is arbitrary, statement 1 is equivalent to the absence of nonzero inputs and dzy € R™ such
that
k—1
CANxo+ Ddy + Y CAF B S =0, k> 0.
j=0
This is in fact equivalent to statement 2. Statement 2 implies that if the output is C'dzy, + Ddj = 0

for all k, the attack inputs must be identically 0. This implies left invertibility since the initial
state is never specified. Since the system is observable, this implies dxy = 0, which implies strong
observability. As a result, statement 2 implies statement 3. Moreover, strong observability in
statement 3 implies that if C'dx), + D%d} = 0 in (5.13) for all k, dzy = 0. Left invertibility in
statement 3 would then imply the inputs are necessarily 0. Thus statement 2 and 3 are equivalent.

Finally statement 3 and 4 are equivalent due to Theorem 7.17 and Corollary 8.10 in [65]. ]
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We remark that if B and D® each have full column rank (as currently constructed), then strong
observability will imply the left invertibility of a system. We now wish to assess the impact of zero
dynamics attacks. The true impact of the attack is dependent on the control strategy U,. For our
purposes, we assume the defender’s goal is to stabilize the system at 0. This can be accomplished
even if z( is unknown if (A, B) is stabilizable and (A, C') is detectable by using state feedback and
a stable observer.

Assume i (2o, Uok—1, US 1, dir) = Yr(x), Uok—1,0,0) for all & > 0. Let
2k (To, Uok—1, UG, 1, A5, ) denote the state z;, generated by (5.1) as a function of the initial state,
the defender’s input, and the attacker’s inputs. Under attack xp = x(xq, Uog—1, Ul )1, dipq)-
The defender, however has designed his feedback control inputs ., 1 so that he stabilizes a system
with initial state x).

In this case, we make the assumption that
lim 2y (xg, ug.k—1,0,0) = 0. (5.14)
k—oo
By the linearity of the system we see that
Tk (20, Uok—1, Ug 1> dop—1) = xk($67 Uo:k—1,0,0) + 2 (20 — 9367 0, ugp—15 dog—1)- (5.15)

Thus, if the attacker’s goal is to destabilize a control system, he may wish to maximize ||z (z¢ —
xq, 0, ul, 1, dd,_)||2. Using linearity, we can show that 0 = yx(xo — 2,0, ul,_;,dd._1). Asa
result, the attackers perturbations on the state xj, in our CPS can be approximately described by the
dynamics of dz;, in (5.13). To understand the dynamics of dx; we define the weakly unobservable

subspace.

Definition 5.6. The weakly unobservable subspace V, (A, B®,C, D?) is the set of dxq € R™ for

which there exists {u§}, {d{} which allow (5.13) to hold.

It can be shown that iz, € V,(A, B, C, D®) for all k > 0. Moreover, we have the following

result from [65][Theorem 7.10] characterizing the weakly unobservable subspace.
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Lemma 5.1. V, (A, B C, D®) is the largest subspace of R™ for which there exists linear maps
Fy € RP*" and F» € R™*" satisfying

(A+ B*F)V, C V., (C+D'Fy)V, =0 (5.16)

Methods to compute )V, as well as (non-unique) matrices £ and F5 are provided in [65]. We
can now describe the class of input strategies that allow an attacker to remain stealthy. To begin

we define the subspace (B*)~'V, = {u € RP*

B®u € V, }. Moreover let Ly, L, be a linear maps
such that Im(L;) = (B*)~'V, and Im(L,) = Ker(D") We have the following result based on the

characterization of inputs exciting a system’s zero dynamics found in [65] [Theorem 7.11].
Theorem 5.5. An attack {u$},{d$} satisfies (5.13) if and only if dxy € V,, and
up = Fiozy, + Llw,i, di = Fydxy, + ng,% (5.17)

where {w}.} and {w?} are arbitrary sequences of real inputs of the proper dimension and Fy, Fy

satisfy (5.16).

We remark that since D“ is full column rank, in practice L, is an empty or zero matrix. We

can see that 0z can be expressed as

k—1
dxp = (A+ B*Fy)*6xo+ Y (A+ B"F)""' B Liw}. (5.18)

j=0
If the system is not left invertible the attacker is further restricted. In particular, we have the

following result.

Corollary 5.2. Suppose (A, [B* Onxm.], C, [Omxp, D?]) is left invertible and that B* and D* are
full column rank. Then {u}},{d}} satisfies (5.13) if and only if

U% = Fléxk, CZ% = FQ(SZ’k; (519)

Proof. Suppose the system is left invertible. We argue there is no nonzero input u* such that

Bu* € V*. If there was such a u*, we could let dj = 0,u§ = u* and 6z, = 0. The resulting
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dxy is nonzero (since B® is full column rank) and is in V*. Consequently, there is a nonzero input
sequence that would force C'dxy, + D*dfi = 0 for all k& > 0 with dzy = 0. This would contradict
left invertibility. Thus, Im(L,) = 0. Since D* is full column rank, Im(Ls) = 0. As such (5.19)

holds. Moreover, from Theorem 5.5, (5.19) implies that (5.13) holds. The result follows. [l

Note, that if a system is left invertible, but has nontrivial zero dynamics, the adversary’s entire
attack sequence will be trajectory that is a deterministic function of his chosen perturbation dx.

Indeed, if a system is left invertible, but not strongly observable, dx; can be expressed as
zy, = (A+ B Fy)" 0. (5.20)

On the other hand, if the system is not left invertible, the attacker would instead be able to excite
specific controllable subspaces. As such, we can see that an attacker can stealthily destabilize a
system if the system is not left invertible. However, if the system is left invertible, with nontrivial
zero dynamics, the attacker’s ability to act on the system will depend on the stability of the zero

dynamics as we will next see.

Theorem 5.6. Suppose (A, [B* 0yxm. ], C, [Omxp. D)) is not left invertible and that B* and D* are
full column rank. Then there exists inputs {u$ }, {d§} satisfying (5.13) while lim sup,,_, . ||0zk||2 =
oo. Now suppose is (A, [B® Onxm.], C [Omxp. D)) left invertible but not strongly observable.
Then there exists inputs {uf },{d}} satisfying (5.13) while lim supy,_, . ||0zk||2 = oo if and only if

there exists v € V, satisfying lim sup,_, . ||[(A + B2F})*v||, = oc.

Proof. If the system is not left invertible, there exists a nonzero input u* such that B*u* € V".
If not, then for a system satisfying (5.13), we have dx, = 0 for all £ when dxy = 0. This also
implies {d{} and {uf} are 0, which is a contradiction. Thus L, is nonzero and an attacker is
able to perturb dx; along the controllable subspace of (A + B®F, B*Ly), which is nonzero. As
such the attacker can destabilize dxj. If the system is left invertible but not strongly observable.
Then dz;, = (A + B2F})k6xq. As such, 6x;, can be destabilized if and only if there exists v € V),

satisfying lim sup,,_, . [|[(A + B*F})*v||s = oo. The result follows. O
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The resources required by a zero dynamics attacker is also evident from Theorem 5.5 and
Lemma 5.1. In particular, the attacker’s system knowledge must include (A, B*, C, D®). The
adversary, furthermore requires disruption resources to insert an attack along B* and D“. Finally,
if an attacker can introduce additive perturbations, he or she will require no disclosure resources.
If additive perturbations are impossible, then the attacker will need to be able to read the inputs and
outputs of the actuators and sensors he chooses to modify. Fig. 5.1 illustrates the attack space with
the zero dynamics attack. We distinguish between the scenario where an attacker is able to insert
additive signals without reading the associated measurements and inputs and the scenario where

an attacker must be able to read the appropriate channels.

System Knowledge

Simulation " //’:
Attack ,/’ d======== ,/’ |
,. - P - i - : 2% .’ :

P - 1 - L4 1~ 1
-  @P=====ny -1 |
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Figure 5.1: Cyber-Physical Attack Space with Zero Dynamics Attack
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5.1.2 Detection in Stochastic Systems

Consider a stochastic system under integrity attacks.
Tpy1 = Axp + Bug + Bauz +wr, yp = Cxp + Dadz + V. (5.21)

We assume the process noise w; € R™ and sensor noise v, € R are IID and independent of each
other with wy, ~ N(0,Q) and vy ~ N (0, R), We assume that R > 0, (A4, C) is detectable, and

(A, Q%) is stabilizable. Moreover, z is independent of the noise processes and has distribution

./\/’(fo|,1, Z).

Estimation

We obtain a minimum mean squared error estimate by using a Kalman filter as follows:

Tprip = AZpp + Bug, Trpp = Thp—1 + Kezr, (5.22)

_ - _ T T —1
2 = Yk — Copp—1, K = Pyp—1C7 (C Py C7 + R) ™, (5.23)
Py = Pyjp—1 — KiCPyi—1, P = APk|kAT +Q, (5.24)

where we define

T = Elzlyor], -1 = Elzrlyor—1), (5.25)
Pk|k = E[eke;ﬂyo:k], €k = T — i’k\k, (5.26)
Pyjp—1 = E[ek\k—leg\k—lw&k—l]a Cklk—1 £z — Thjp—1- (5.27)

We observe that Py, and K} converge to unique matrices, which we define as P and K
respectively. Assuming that the system has been running for a long time, we assume Py,—; = P
and K, = K for all k. Thus, here > = P.

We examine the effect of zero dynamics attacks on the stochastic control system. (5.21). In the
case of a perfect attack, we can show that an adversary remains stealthy. Specifically, we have the

following.
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Theorem 5.7. Suppose an attacker performs a perfect attack on (5.21). Moreover, assume the
defender’s control policy at time k is a deterministic function of I, = { M, yo.r., Uo.k—1, :27,1|0}. Then
the probability distribution of yy, under attack f(yx|H1) is equal to the probability distribution of

Yy under normal operation f(yx|Ho).

Proof. Let yi(x0, 10, Uo:k—15 Up,_15 515 Wo:k—1, Vo:k) denote the output as a function of the
initial states, the defender’s and attacker’s inputs, and the noise sequences. From the properties of

a perfect attack and the linearity of the system
Yk (0, T1)05 U0:k—15 U 1> Do 15 Woik—1, Voik) = Yk(To, T1]0, Yoik—1, 0, 0, Wok—1, Vouk)-
Using the fact uy, is a deterministic function of Z, we can inductively show the sequence of control

inputs remains the same both in the presence and absence of an attack. The result follows. [

To understand the impact of general zero dynamics, we examine attacker’s effect on the residue
zx. Note under attack (5.21) applies to the system dynamics. The Kalman filter equations
(5.22),(5.23),(5.24) are unchanged (though we assume K}, and Py, have converge to K and P).
Let 2i(€0|—1, Voik, Woik—1, UG 1, d,,) be the residue zj, generated from (5.21),(5.22),(5.23),(5.24)
due to the initial state estimation error, the sensor noise, the process noise, and the attacker inputs.

The attacker’s bias on the residues is given by
Az, 2 2 (€01, Vosk, Wosk—15 Uoep—15 o) — 2k (€0j—15 Vores Woik—1, 0, 0). (5.28)
We arrive at the ensuing result.
Theorem 5.8. Suppose an attacker performs a zero dynamics attack on (5.21). Then, we have
Az, = —C(A — AKC)*6x0. (5.29)
Proof. We begin with the following Lemma.

Lemma 5.2. Forall k > 0,
k—1
AP =N AMIKC(A - AKCY = (A— AKC). (5.30)

J=0
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Proof. We prove by induction. For Case k = 0: Both the left and right side of (5.30) are equal to

the identity matrix.
For Case k = t: We assume (5.30) holds for k = ¢.

Case k =t + 1. We observe that

t
AFE N A KC(A - AKCY,

Jj=0

t—1
—A (At ) ATKC(A- AK(J)J‘) — AKC(A — AKC)!,

j=0
= A(A - AKC)' — AKC(A — AKC),

= (A— AKCO)",
Thus, by induction the assertion holds. [
Under normal operation, we have
er = (A— KCA)ep_ 1+ (I — KC)wy_1 — Kvg, 2z, = CAeg_1 + Cwg_1 + vg.
Under attack,

e = (A — KCA)kal + (I — KC)U)]Q,1 — Kvk + (I — KC’)B“uzfl — KDadZ,

2z, = CAeg—1 + Cwi—y1 + CBuj_y + v, + Dd.
Define Aey as
Aey = ex(€oj—1, Wo:k—1, Vo:k, Ugep—1> dout,) — €x(€oj=1, Wo:k—1, Yok, 0, 0).
As a result, we have that

Aej, = (A — KCA)Aey_y + (I — KC)B™u®_, — KD d",

Az, = CAAe,_1 + CBuy,_, + Ddy,
where Ae_; = 0. Rearranging terms we have

Aeyp = AAey_1 + B uy_ — KAz, Az = CAAey_1 + CBuy_ + Dd;.
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As a result, an inductive argument can be used to show

k—2 k—1
Aepy =y AF2TBwS — " ATIK Az,
j=0 j=0
We then have
k-1 k—1
Az =Y CA*'"IB S + D — Y CA*TK Az,
j=0 j=0
k-1
= —CAMwy - > CAM KAz,
j=0

We now prove the main assertion now through induction.
Case k = 0. From (5.31), Azy = —C'dxy.
Case k = t. We assume Az; = —C'(A — AKC)/dx for j < t.
Case k =t + 1. From (5.31) and Lemma 5.2 we have
t
Azppy = —CA™ 529+ C Y ATITKC(A - AKC) b,
j=0

= —C(A— AKC)"* 5.

This proves the main assertion.

158

(5.31)

]

From the stability of the Kalman filter the bias on the residue Az asymptotically approaches

0. In this case, we see that an attacker will be asymptotically stealthy against a x? detector. The

prior result also applies to alternative continuous residue based detectors with finite memory. We

will soon demonstrate that small values of Az, fundamentally lead to poor detection performance.

Using the same rationale as in the deterministic case, the impact of a zero dynamics attack on the

state zj in a stochastic system can be characterized using the state dxj, in (5.13). Specifically, we

see that

a a
xk(%, UQ:k—15 W0:k—15 Vo:k—15 Up.—15 d(]:kfl)

/ / a a
= Tk (x07 Up:k—1, Wo:k—15 Vo:k—1, 07 O) + Tk (.ZC() — Xy, 07 07 07 Ug.j—15 d(];k;—l)‘
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If the control strategy allows for limy_,o E[zy (2, wo.k—1, Wo.k—1, Vok—1, 0, 0)] = 0, then we have

: a a / a a
kll_{ﬂ E[xk(IU’ UQ:k—1, Wo:k—15 V0:k—1, Uo.p—15 dO:k—l)] - l‘k(ZL‘o — Ty, 0’ 07 07 Up.ke—15 O:k—l) = 0.
o0

Consequently, in this case, the zero dynamics capture the expected asymptotic state trajectory.
Finally, we show that the presence of zero dynamics is necessary to secretly destabilize a noisy
system. Consider the error and residue bias as defined earlier. The attacker designs his input

sequence so that

VAL (CPCT + R)1AZ < B, VE>0 (5.32)

where we assume an attack begins at £ = 0, Az, is defined in (5.28) and B is some chosen bound
for the attacker. We remark that due to the stochastic nature of a system, an attacker practically
does need not choose the bound B = 0 to remain hidden, as long as the perturbations introduced

in the measurements are within the uncertainty of the system.

Theorem 5.9. Consider a false data injection attack {ul},{d}.}. There exists a feasible attack
input sequence satisfying (5.32), which destabilizes Aey, so that limsup,,_, . ||Aeg||2 = oo only if

there exists a real matrix L* and vector v € R" satisfying
1. Cv € Im(D*),
2. v is an eigenvector of (A + B*L®).
Proof. Let
Aekii-1 = epjr-1(€01-1, Woik—1, Vosk—1, Ugsp—1> A1) — €xfo—1(€oj—1, Wouk—1, Vo1, 0, 0).
Observe that
Aepyi = (A — AKC)Aeyp—1 + B uj — AKDdy,, Az = CAey—1 + Ddj,.

From Lemma 1 in [66], there exists feasible actions with unbounded Aey,—; only if there exists

v € R" satisfying



CHAPTER 5. STRUCTURAL SYSTEM DESIGN 160

1. (C -+ DaLQ)U = 0,
2. wvis an eigenvector of A — AKC + B*L* — AKD®L,

for arbitrary real matrices L* and L. Note that (A — AKC + B*L* — AK D"Ly)v = Av implies
(A4 B*L*)v = Mv since (C' + D*Lqy)v = 0. Moreover, (C' + D%Lq)v = 0 implies C'v is in the
image of D”. Note under normal operation Zy;, = (I — Kc)j;km—l + KCuzj, + Kv, while under

attack .Tj’k“g = (I — KC)QA?k‘k_l + KCQJk + Kvk + KDadz. Thus,
Aek = A6k|k_1 — KAZk

As aresult, for a feasible attack sequence, Aey;—; is unbounded if and only if Aey, is unbounded.

The result immediately follows. ]

We can leverage the prior theorem to relate the existence of zero dynamics attacks to destabi-

lizing integrity attacks in the following result.

Corollary 5.3. Consider a false data injection attack. Suppose (A, C) is observable. There exists
a feasible attack input sequence satisfying (5.32), which destabilizes Aey, so that

lim supy,_, ., ||Aex||a = 0o only if there exists a zero dynamics attack.

Proof. Theorem 5.9 implies the existence of matrices F and F;, and nonzero vector v € R" such
that (A + B°Fy)v = Av and (C' + D*F,)v = 0. From Lemma 5.1, this implies that the weakly
unobservable subspace V,, has nonzero dimension. Since (A, C') is observable this in turn implies

the existence of zero dynamics attacks. [

5.1.3 Identification and Estimation in Deterministic Systems

We conclude our study of zero dynamics attacks, by relating such attacks to the class of uniden-
tifiable attacks in control systems. We assume an adversary is unable to insert their own ac-
tuators. Suppose an attacker targets actuators K¢ = {01,---,9,.} C {1,---,p} and sensors

Ky =A{m, - fm.} C{p+1,---,p+m}. To write the corresponding B* and D uniquely
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as a function of their attack set we, without loss of generality, assume all attack sets are given in
ascending order. Here, B*(K¢) = [361 e Bap*} where Bj, is the ;th column of B. D*(K})
can be obtained entrywise as follows D?(s,t) = I, ,,—;. We assume that if a sensor or actuator
is targeted in a window 0 < k < T, its value has been modified by an attacker at least once during
this time frame.
We let B*(K)ug, = {B*(K)ug,---, B*()u}}. Similarly, we have

D*(K)dy, = {D*(K)dg,---,D*(K)d}}. Roughly speaking, we say an attack is unidentifiable,
if there exists an attack targeting a different (but possibly intersecting) set of nodes with size less
than or equal to the original attack set. In other words, the nodes an adversary targets provides the
unique simplest explanation of an attack. Similar to the notion of identifiability in [44], we have

the following definition.

Definition 5.7. An attack input B*(IC,)ul._,, D*(KC,)ds. on a deterministic system (5.1) with

controller (5.9) and unknown state x is unidentifiable up to time T' if and only if
1. there exists sets KC;, C {1,--- ,pyand K}, C {p+1,--- ,p+m}with K, # K or K, # K,

2. G+ G < K]+ [y .

3. there exists x, € R" and inputs ul._,, d} . satisfying.

yk<$0, UQ:k—1, Ba(}CU>u8:k—17 Da(lcy) 8:k> = yk(x67 U0:k—1; Ba(lc;)ag:k—h Da(K:;J) 78:]4:)7

(5.33)

forO <k <T.

We assume every sensor in K, is attacked at least once given input D*(IC,))dS... We assume every

actuator in K,, is attacked at least once given B*(K,)u.;_,. Likewise we assume every sensor in

K, and every actuator in K, is attacked at least once given D*(K)dg.» and B*(K,)u;,_;.
Additionally, we say attack set IC,, U IC,, is unidentifiable if there exists an attack input targeting

these nodes which is unidentifiable up to time T" = co. Otherwise we say K, U IC, is identifiable.
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To be explicit here, when we write y;, as a function, we must specify the set of attacked sensors
and inputs. We can easily see that undetectable attacks are also unidentifiable as the attack input
can be mistaken for a O attack. The class of unidentifiable attack inputs is closely related to the

class of zero dynamics attacks. For instance, we have the following result.

Theorem 5.10. There exist an unidentifiable attack set of size q or less if and only if there exists a

zero dynamics attacks on a set of 2q or fewer actuators or sensors.

Proof. Suppose K = I, U K, is an unidentifiable attack set with || < g and IC, C {1,--- ,p}
and K, C {p+1,---,p+ m}. Then, there exists L' = K, UK, with [K'| < K|, K" # K,
K, CA{l,---,ptand K, C {p+1,---,p+m} satisfying (5.33) for all k > 0. It is assumed that
for each entry j € {1,--- ||} there exists k£ > 0 satisfying uf(j) # 0, where u{(j) is the jth
entry of 4¢(j). The assumption also applies to {d?}. This implies the existence of a sequence of

states {0y}, and nonzero input sequence {a¢}, {d¢}
0241 = Adzy + BY(K, UK,)ag, 0= Coxy, + D (K, U K;)Ji (5.34)

The input sequence is nonzero since K’ # K and all sensors and actuators are attacked. Thus,
there exists a zero dynamics attack on a set of 2¢q or fewer actuators or sensors. Now suppose there
is a zero dynamics attack on a set of 2¢ or fewer nodes .. Assume, without loss of generality
that all nodes are attacked. In addition, without loss of generality assume K, = K U K’ where
K=K.,UK,, K =K, UK, K, K, C{1,--- ,p},and K, KC, C {p+1,--- , p+m}. Moreover,
without loss of generality, assume K < ¢, K' < ¢, KN K' = 0, and |K'| < |K]. We know there

exists a zero dynamics attack {u¢},{u¢},{d?},{d}}, with each node being attacked satisfying

Sxp1 = Adzy + B (K, )ul — B(K,)as, (5.35)

0 = Céxx + D(K,)df — D*(K;,)dj.. (5.36)

Thus, for all &£ > 0, we have an attack sequence {u§ },{d}} targeting all sensors and actuators in X



CHAPTER 5. STRUCTURAL SYSTEM DESIGN 163
satisfying
Yk (2o, tor—1, B (Ku)ufy_y, DY(K,)d§ 1) = y(wo — 20, ug—1, B* (K, )y, DU(K,)dG)

]

As a result, preventing zero dynamics attacks coming from all sets of 2¢ sensors and actuators
will simultaneously prevent unidentifiable attacks. This can be done by guaranteeing strong

observability and left invertibility for all sets of 2¢ sensors and actuators.

Corollary 5.4. Suppose (A, C) is observable. There exist no unidentifiable attack set of size q or
less if and only iffor all C = K, UK, satisfying I, C {1,--- ,p}and KC, C {p+1,--- ,p+m} with
K| <2¢, (A, [BYK4) Onxiic, ) C, [Omxjica) DU(Ky)]) is strongly observable and left invertible.

This result follows immediately from Theorem 5.4 and Theorem 5.10. We note that if B is
not injective, this provides a path for an adversary to generate unidentifiable attacks. For instance,
if redundant actuators are used and one or more are compromised, it would be impossible for a
defender to determine which if any actuators are secure. While redundancy could compromise the

ability to identify attacks, it does not affect the ability to perform resilient estimation.

Definition 5.8. Suppose an attacker can target up to q sensors and actuators so that |, UIC,| < q.
We say that a defender can uniquely recover the state x; given {y;, yji1,- -} in the presence of
attack input { B*(KC,,)ui }, {D*(KC,))d§ } on a deterministic system (5.1) with controller (5.9) if there

exists no &y € R™ with x; # x; and sequences { B*(K,,)ug.}, { D*(K,)d}.} satisfying

yk<$j7 Uj:k—1, Ba(ICU>u;‘L:k—17 Da(lcy) ;‘L:k) = yk(x;" Uj:k—1, Ba(Klu)a;'L:k—la Da(’%) _;'L:k)v k > J
(5.37)

where |IC;, UK, | < |IC, UK, |. It is assumed all mentioned sensors and actuators are attacked at

least once.

In other words, we state that a defender can recover x; for a given attack sequence, if there is no
other state z’; and feasible set of attack inputs that can generate the same output sequence. Similar,

to Corollary 5.4, we can characterize systems for which the initial state is always recoverable.
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Theorem 5.11. Suppose an attacker can target up to q sensors and actuators. A defender
can recover the state x; for all feasible attack sequences if and only if for all K = K, U
Ky satisfying KC,, € {1,---,p} and K, C {p+1,---,p + m} with |[K| < 2q, we have
(A, [B*(Ku) Onxiic, i), C, [Omxixca D*(K,y)]) is strongly observable.

Proof. Without loss of generality let ; = 0. Suppose x, can not be recovered given ¢ sensor and
actuator attacks. Then there exists sets IC,,, K, ICy, K, such that [, U KCy| < g and |K, U K| <

|IC,, U KC,| that satisfy
Yk (an U0:k—1, Ba(ICU>u8:k;—1’ Da(lcy)dgzkz) = yk(l‘{), U0:k—15 BQ(K;)ﬂg:kz—la DG(K;)ngk)v
for 7o # wj and for all £ > 0. By linearity, we have for some K C {1,---,p}, K5 C {p+
L,---,p+m} where [ UK;| < 2¢
yk(IO - .736, 0, Ba(ICZ)ag:kflv DG(K:Z)JSk) =0,
for all £ > 0. Since x — x{, # 0, we have that <A, [BYUKS) Onxiics)]s O [Omxjica) D“(IC;;)]) is not
strongly observable.

u

Now suppose (A, [BYK) Onxjics)s Cs [Omxjics D%ICZ)]) is not strongly observable where
K; c AL, p}, Ky C{p+1,---,p+m}and [K; UK;| < 2q. Then, there exists some

xog — xy # 0 such that
yk<x0 - $E)> 07 Ba(K:Z)ﬁg:k—b Da(ICZ) ~gzk) = 0.

Let IC, UK, = K}, where KC, N KC;, = () and let I, U K}, = K} where IC, N K, = ). Moreover,

construct these sets so |K;, U K, | < |KC, UK, | < ¢. Then, we can construct outputs such that
Yk (an U0:k—1, BG(KU)US:k—lv Da(lcy)dgzk:) = yk(l"{), U0:k—15 BQ(K;)ﬂgzkz—la Da(lcq/;)dgk)
for all kK > 0. Thus, x( is not recoverable. O

Note that the index j is arbitrary. Thus, if the property of strong observability is satisfied as
stated in Theorem 5.11, then we know that given the output sequence {yo,y1, 2, - }, We can

uniquely recover the state sequence {xg, 21, Ta, - }.
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5.2 Structural Analysis of Systems with Undetectable Attacks

In the previous section, we demonstrated that the class of perfect and zero dynamics attacks can
be stealthy and harmful. We would like to begin the process of considering how we can design
systems to prevent such attacks. In this section, we demonstrate the properties of left invertibility
and strong observability are linked to the nonzero structure of a control system. In particular, we
can use structural systems and graph theory to characterize systems which almost surely are strong

observable and/or left invertible for all sets of feasible attacks.

5.2.1 System Model
Consider the control system
x(k+1) = Ax(k) + B*u*(k), y(k) = Cx(k) + D*u"(k).

Here x(k), the state, is in R"™. Next, y(k), the output, is in R™. The system represents the
attacked subsystem where u®(k) € RY is the attacker’s input. From a notational perspective, in
this section on robust structural analysis, we write the discrete time index k£ as an argument of
the states, inputs, and measurements as opposed to a subscript in order to distinguish vertices in
graphs from numerical parameters. Also, for simplicity, when constructing corresponding graphs,

we let u”(k) collect inputs that both directly compromise actuators and sensors. Without loss of

a
generality, we assume that has full column rank. We will consider two scenarios, one where
Da

the adversary is able to attack both actuators and sensors, and one where the attacker is only able
to attack actuators so D = 0.

We associate a tuple of structural matrices ([A], [B?], [C], [D?]) with (A, B®, C, D*). For matrix
[M] associated with M, we have that [M](i,j) = 0 implies M (i, j) is fixed to be 0. However,
if [M](i,j) # 0, then M (7, j) is a free parameter. It can be shown that the properties of left
invertibility and strong observability are generic properties that are directly linked to structure of a

system. Specifically, we have the following.
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Definition 5.9. ([A], [B“], [C], [D?]) is structurally strongly observable if an admissible realization
of (A, B, C, D) is strongly observable. ([A],[B°],[C],[D®)) is structurally left invertible if an
admissible realization of (A, B®,C, D*) is left invertible.

From the definition, a system that is not structurally strongly observable (structurally left
invertible) can not be strongly observable (left invertible). It has been shown that if a system
is structurally strongly observable, it is strongly observable for all valid parameters except those
lying on some low dimensional algebraic variety which has Lebesgue measure 0 [67]. Likewise, a
system that is structurally left invertible is left invertible for all valid parameters except those lying
on some low dimensional algebraic variety which has Lebesgue measure 0 [68]. Motivated by this
fact, we wish to design systems that are structurally strongly observable and/or left invertible for
all feasible attacks.

We next define a feasible attack. Here, we will consider a resource limited adversary so that at

most ¢ inputs in a system can be inserted. Without loss of generality, we also would like to make

a

the assumption that has full column rank. To do this graphically, we introduce the notion of
Da
the structural rank of a matrix.

Definition 5.10. The structural rank of [M| is the maximum rank of an admissible realization of

[M].

Except for a set of measure 0, the structural rank of a matrix is equivalent to its rank. We are

now ready to define a feasible attack.

a
Definition 5.11. An attack on sensors and actuators is feasible if has full column structural

(D]

a

rank and the structural rank of is less than or equal to q.
[D°]

In the case of actuator only attacks, we have the following definition for feasibility.
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Definition 5.12. An attack on only actuators is feasible if | B®] has full column structural rank and

the structural rank of [B®] is less than or equal to q.

A defender may wish to remove all feasible zero dynamics attacks in a system. As shown in
the previous section, this will eliminate all stealthy destabilizing attacks in stochastic systems as
well as eliminate all stealthy attacks in deterministic systems when the defender does not know the
initial state. We will say a system that has some zero dynamics for a feasible attack strategy is

discreetly attackable.

Definition 5.13. A system ([A], [C]) is discreetly attackable if there exists a feasible attack strategy

forwhich ([A], [B*],[C], [D?]) is not structurally strongly observable and left invertible.

In some cases it may be sufficient for a defender to design a system to prevent perfect attacks.
For instance, this can be the case if the zero dynamics are stable for all feasible attack strategies, or
if the defender has exact knowledge of the initial state. We will say a system that can be targeted

with a perfect attack is perfectly attackable.

Definition 5.14. A system ([A], [C]) is perfectly attackable if there exists a feasible attack strategy
for which ([A], [B?], [C], [D?)) is not structurally left invertible.

Before, we conclude this section, we wish to construct the graphs associated with our structured
system. For the system without attacks ([A], [C]), we define G = (V,€) where V = X U ). Here,
X = {xy,---,z,}. We let the vertex x; be associated with the ith entry of x(k). Additionally,
Y = {y1,- - ,ym}. We let the vertex y; be associated with the ith entry of y(k). We let
E=ExxUExy. Here, Ex x = {(xi, x;) : [A](J,7) # 0} and Exy = {(z4,y;) : [C](4, 1) # 0}.
For the system with ([A], [B?], [C], [D%]), we define G* = (V*, %) where V = U* U X U ).
Here U* = {uy,--- ,uy}. We let the vertex u; be associated with the ith entry of u(k). In
addition, £ = Ex x U Euax U Exy U Eyay Where Eya v = {(u;, ;) @ [B(j,7) # 0} and

Eyay = {(Uz‘,yj) - [D](4,1) # 0}.
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We will also consider the special case where an attacker introduces dedicated inputs to a set of
nodes F' C X U ). Here, each input has a directed edge to exactly one node and no two inputs

have a directed edge to the same node. We denote the corresponding attack input nodes as {/}.

5.2.2 Graph Theory Preliminaries

In this section we introduce necessary preliminaries from graph theory. Consider a graph G' =
(V, E)). The incoming neighbors to a node v; or Ni C V, and the outgoing neighbors Ng cVv
from v; are

Nl{z £ {Uj| (Uj,UZ‘) - E}, NS e {Uj| (vi,vj) - E} (538)

The in-degree of v; is | N/ | and the out-degree of v; is [NJ|.
Two edges (v, v9) and (v}, v5) are vertex disjoint or v-disjoint if vy # v} and vy # vj. A set of
edges are v-disjoint if each pair are v-disjoint. Consider sets A C V and B C V. An edge (v, v2)

from A to B has v; € A and v, € B. We define
(A, B) £ max number of v — disjoint edges from A to B.

6 allows us to characterize the structural rank of a matrix.

Theorem 5.12 ([69]). The structural rank of 15 is (U, X UY). Moreover, the structural
D7)
rank of [B®] is O(U*, X).
As such a necessary condition for attack feasibility based on our prior definitions is that
O(U*, X UY) = |U*| for actuator and sensor attacks and 6(U®, X') = |U*| for actuator only attacks.
A path from a set A C V to B C V, is a sequence vy, vy, - - - , v, where v; € A, v, € B, and
(vi,vi01) € Efor1 < i <r— 1. An input output path from A C V to B C V or IOP from (A, B)
is a path from A to Bwithv; ¢ AUB, 2 < j < r— 1. A simple path has no repeated vertices. An
A-rooted (topped) path is a simple path with begin (end) vertex in A. Two paths are disjoint if they

contain no common vertices. Two paths are internally disjoint if they have no common vertices
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except for possibly the starting and ending vertices. In general [ paths are (internally) disjoint if
every pair of paths are (internally) disjoint. A set of [ disjoint and simple paths from A C V to

B C V is referred to as a linking of size [ or a [-linking from A to B. We define
p(A, B) £ size of the largest linking between A and 5.

A vertex separator between nonadjacent verticesa € V andb € Visaset S C V'\{a, b} whose
removal deletes all paths from «a to b. As shorthand, we refer to .S as a vertex separator between
(a,b). A minimum vertex separator S between (a,b) is a vertex separator between (a, b) with the

smallest size.

Theorem 5.13 (Menger [70]). The size of a minimum vertex separator S between (a, b) is equal to

the maximum number of internally disjoint paths between a and b.
We define the set of essential vertices, V,ss(A,B) C V:
Vess(A, B) £ {z|z € all p(A, B) — linkings from A to B}.

Suppose we add new vertices a and b to graph GG where a has directed edges to A and b has directed
edges coming from B. Then, we have V.. (A, B) = UgesS, where S is the set of all minimum

vertex separators between (a, b) [67].

5.2.3 Perfectly Attackable Systems

In this section, we obtain structural conditions to describe when our system is perfectly attackable.
Before beginning, we would like to characterize systems that are structurally left invertible for a

given G*. We have the following result.

Theorem 5.14 ([68],[71]). The system [A], [B%], [C], [D°] associated with graph G* is structurally
left invertible if p(U*,Y) = [U.

Thus, in a structurally left invertible system, we must have a linking of size |U{| from the attack

inputs to the outputs. Intuitively, to recover the inputs of a system, we need an independent path
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from each input to the set of outputs. At a minimum this implies that we need as many sensors as
we have attack inputs. We now define conditions which ensure a system is not perfectly attackable
regardless of the inputs the adversary is able to corrupt.

Define the graph f(G) £ (V U o, &) by adding a node o with incoming directed edges from all

sensors ) to graph G. We have the following.

Theorem 5.15. A system with sensor and actuator attacks is not perfectly attackable iff for all

x; € X, the minimum vertex separator S; between (x;,0) in f(G) has size |S;| > q.

Proof. Suppose |S;| > g forall z; € X.

Now suppose WLOG an adversary implements a feasible attack policy where [U?| = ¢’ < q.
Construct a graph ¢%(G) by adding an additional vertex u with outgoing edges to /* and an
additional vertex o with incoming edges from ). The system is structurally left invertible if and
only if the size of the minimum vertex separator between (u, o) in g*(G*) is of size ¢'.

By assumption, we know that there exists F* C &X' U )Y such that (4%, F) = |U|. Fix
such a I and without loss of generality, let F' = {1, , 2, Y141, - , Yy }. Moreover, assume
(uj, ;) € € for 1 < i < land (u;,y;) € E*forl+1 < j < ¢. Let S, be a minimum vertex
separator between (u, o) in ¢g*(G®). Suppose |S,| < ¢'. Since |S,| < g, there must be a pair of
nodes in {{wy, 1}, -, {w, i}, {ws1,yi41}, -, {uy, yy }}. which does not belong to S,. If
{u;,y;} does not belong to S,, there is a path u, u;, y;, o which remains even when S, is removed,
contradicting S, as a vertex separator. Instead suppose {u;, z;} does not belong to S,,. We know
that x; has ¢ > |S,| disjoint paths to 0. As a result, even when S, is removed, a path z;, P*, 0
remains. Thus, u, u;, z;, P*, o forms a path from u to o when S, is removed. Thus |S,| can not be
less than ¢'. As a result, the system is structurally left invertible.

Now suppose (21, 0) has minimum vertex separator S = {2, -+, Z, Y41, -+, Yry1 ) in f(G)
where r < g. Choose U* to be dedicated inputs where (u;, x;) € £ for1 < ¢ < land (u;,y;) € £
for [+ 1 < j < r+ 1. Such an attack is feasible since r + 1 < ¢q. Now construct g*(G*) as before.

We argue 5] is a vertex separator between u and o. Indeed remove S;. There are no paths from
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uj to o for 2 < j < r + 1 since each input u; was a dedicated input to a vertex in S;. Next, any
path from w14 to o must contain x; since u; is a dedicated input to z;. But x; has no paths to o after
removing S;. Thus u; has no paths to 0. As a result, p(U*,Y) < [U?| and the system is not left

invertible. O

Consequently to ensure each feasible set of inputs has a maximum linking to the set of outputs,
we require that each vertex has ¢ disjoint paths to the set of outputs. In the special scenario where
the system has dedicated sensors and dedicated inputs, the prior result still holds. In particular,
we assume each sensors measures exactly one state and no 2 sensors measure the same state.
Additionally, we assume each attack node manipulates exactly one agent/sensor node, and no two

attacks manipulate the same agent/sensor node. In this case we have the following.

Corollary 5.5. A system with dedicator sensors, dedicated inputs, and sensor and actuator attacks

is not perfectly attackable iff for all x; € X, the minimum vertex separator S; between (x;,0) in

f(G) has size |S;| > q.

We next consider a system with only actuator/agent attacks. In this scenario, we make the
assumption that each agent has a dedicated sensor so that each sensor measures exactly one state.

Moreover, we assume no 2 sensors measure the same state. We have the following result.

Theorem 5.16. A system with actuator attacks and dedicated sensors is not perfectly attackable
iff for all unobserved x; € X, the minimum vertex separator S; between (x;,0) in f(G) has size

1Si| > q.

Proof. Suppose |S;| > ¢ for all unobserved z;.

Now suppose WLOG an adversary implements a feasible attack policy where [U%| = ¢ < q.
Again, construct a graph ¢g*(G®) by adding an additional vertex u with outgoing edges to /* and
an additional vertex o with incoming edges from ). The system is structurally left invertible if and

only if the size of the minimum vertex separator between (u, o) in g*(G*) is of size ¢'.
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By assumption, we know that there exists /' C X such that §(U/*, F') = |{*|. Fix such a F" and
without loss of generality, let F' = {z1,- - , 2, %141, -+ , Ty }. Moreover, assume (u;, z;) € £* for
1 <1< ¢. Assume for 1 < ¢ <[, x; is unobserved. For [ + 1 < i < ¢/, z; is directly observed by
sensor y;. Let S, be aminimum vertex separator between (u, 0) in g*(G*). Suppose |S,| < ¢'. Since
|Su| < g, there must be a set of nodes in {{u1, z1}, -+, {w, @i}, {wis1, i1, Vi1 }, {ug, g, Yy } }
which does not belong to S,,. If {u;, z;,y;} does not belong to S,,, there is a path u, u;, x;,y;,0
which remains even when S, is removed, contradicting S, as a vertex separator. Instead suppose
{u;, x;} does not belong to S, where x; is an unobserved agent. We know that z; has ¢ > |S,|
disjoint paths to o. As a result, even when S, is removed, a path z;, P*, 0 remains. Thus,
w, u;, T;, P*, o forms a path from u to o when S, is removed. Thus |S, | can not be less than ¢’. As
a result, the system is structurally left invertible.

Now suppose (x1, 0) has minimum vertex separator S; = {xo, - , 21, Yis1, -+, Yrr1} in f(G)
where 7 < g and z; is unobserved. Assume dedicated sensor y; observes state ;. We argue that
Sy = {xg, -, 1y, Ty . T, } is a vertex separator between x; and o. If, S; is not a vertex
separator, then if we remove S;, any remaining path must contain a vertex in {y;11, - ,Yrs1}
since ST is a vertex separator. However, since y, are dedicated outputs, any path from z; to y;
must contain Tt As aresult, S; is a vertex separator. Since ST is a minimum vertex separator,
we know |S;| = |ST| and there are no repeated vertices in S;. Without loss of generality let
Sy ={wy, -, T4, T )

Choose U* to be dedicated inputs where (u;, z;) € €% for 1 < i < r+ 1. Such an attack
is feasible since r + 1 < g. Now construct g*(G®) as before. We argue 5 is a vertex separator
between u and o. Indeed remove S;. There are no paths from u; to o for 2 < j < r 4 1 since each
input u; was a dedicated input to a vertex in S;. Next, any path from u; to o must contain x; since
uq is a dedicated input to x;. But z; has no paths to o after removing .S;. Thus u; has no paths to

0. As aresult, p(U*,Y) < [U?| and the system is not structurally left invertible. O

Thus, by considering a smaller class of attacks, we reduce the structural requirements on the
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system. Instead of requiring all agents to have ¢ disjoint paths to the set of outputs, only the
unobserved agents require g disjoint paths.

If we introduce the assumption that the attack inputs are dedicated, the prior result still holds.

Corollary 5.6. A system with actuator attacks, dedicated inputs, and dedicated sensors is not
perfectly attackable iff for all unobserved x; € X, the minimum vertex separator S; between (x;,0)

in f(G) has size |S;| > q.

5.2.4 Discreetly Attackable Systems

In this section, we obtain structural conditions to describe when our system is discreetly attackable.
Define the graph f(G) = (V U o, ') by adding a node o with incoming directed edges from all

sensors ) to graph G. We have the following:

Theorem 5.17. A system with sensor and actuator attacks is not discreetly attackable iff:

Cl ForallT C XUYwith |T|=¢q, (X, (X UY)\T) =n.

C2 Forall x; € X, the minimum vertex separator S; between (x;,0) in f(G) has size |S;| > q+ 1.

Proof. Sufficiency: We leverage the following result:

Lemma 5.3 ([72, 73]). For fixed U®, a system is structurally strongly observable + left invertible

iff for G

ci (X UU XUY)=n+|U.

cii Every agent x; € X has a path to ).
ciii Ao C Vess (U, D)

where Ay = {z € X|p(x UU",Y) = p(U", V) }.
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Cl = ci: Suppose C1 holds. We know by construction that §(U*, X' UY) = |U*|. Let
Z C XU Y where |Z| = [U*| and O(U*, Z) = |U*|. We know that O(X, (X U YV)\Z) = n since
[U*| < q. Thus, (X UUY, X UY) =n+ U

C2 = cii, ciii: Suppose C2 holds. Then, cii trivially follows for all feasible attacks. Now,
consider arbitrary feasible attack vertices ¢/“. Suppose ciii does not hold so there exists z; € X
satisfying z; € A, z; & Vess(U™, ).

Define f*(G%) = (VU o Uu Uu;, £Y) by adding to graph G, a node o with edges from ),
a node v with edges to U/“, and a node u; with edges to U/* U z;. Then, there is a vertex separator
Sin f*(G”) between (u;, 0) of size p(U*,)) < ¢, which is also a vertex separator between (u, o).
Thus, S C Vess(U®, V). ; & Vess(U®,Y) implies z; ¢ S. Since x; has ¢ + 1 disjoint paths to
o0, removing S from f%(G%), does not delete all paths from wu; to o, contradicting S as a vertex
separator. Thus, ciii holds for all feasible attacks.

Necessity: ~ Cl = ~ ci. Suppose Cl does not hold for some F' C X U Y with
|F'| = ¢q. Assume an adversary attacks F’. Since U% only has directed edges to F’, and
(X, (X UY)\F') < n,wehave (X UUE, X UY) <n+q.

Suppose C2 fails to hold. We show an attack to illustrate the presence of zero dynamics so that
y(k) =0 forall £ > 0, but x(0) # 0. We let x(0) = e;, the ith canonical basis vector. Let S} be a
minimum vertex separator between z; and oin f(G). WLOG, let S} = {@1, -+, 21, Ys 1+ 5 s, )
¢ < g and ¢’ > 0 (needed for cii). Let F' = S and add inputs U%. Moreover, select u®(k) so
y5i™Y(k),x;1(k), -+ ,x;(k) = 0 for all k > 0. Here, y (k) corresponds to values of y(k) for

sensors in H. WLOG Y /S# # () and we must show y»/5i (k) = 0. X can be partitioned as follows:
1. X} = {x € X|x ¢ z;-rooted path, z € )/ S} -topped path},
2. Xy ={x € X|x ¢ x;-rooted path, x ¢ )/S}-topped path},
3. Xy = {x € X|z € z;-rooted path, z ¢ )/ S;-topped path},

4. X, = {x € X|x € z;-rooted path, x € )/ S?-topped path}.
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Note any vertex z; € X notin a z;-rooted path, cannot be part of a U/z-rooted path. Otherwise,
if there was a Ug-rooted path, then 3 a simple path from S} /) to z;. Since x; has a simple path to

all s € Sf/Y, x; is part of an x;-rooted path, which is a contradiction. Permuting x(k), we have:

AH 0 0 0 0 Xl(k)
Ay Ay 00 0 . x*(k)
A= > B* = ) Cy/si = |:01 0 0 04} s X<k) = .
Asp Asy Asg Ay 0 x*(k)
A41 0 0 A44 B4 X4(k)

x/ (k) is associated with agents X;. C¥/5i is the portion C associated with )/ S;. Since X; and
X, are not part of x;-rooted paths, they cannot be affected by X3, X;. Since X,, X3 are not part of
Y/ S;-topped paths, they do not affect Xy or X;. B® is obtained from the fact that S’/ C X.
CY/5! is obtained since X,, X3 do not have )/ S;-topped paths.
Since x!'(k + 1) = A;;1x'(k), x*(0) = 0, x!(k) = 0 for all k. Thus, the dynamics of sensors
Y/ S; are given by
xt(k+1) = Ayx*(k) + Byu“(k) + 0, (5.39)
¥V/5% (k) = Cx (k) + 0. (5.40)
In the special case that S} C Y, X; = () and the result follows. WLOG, assume S} ¢ ). To

analyze X, consider the partition X, X, X3, Xy, X5 = SF /Y, Xs = x; where
1. X = {z € X\ (X5 UXg)|x € IOP from (z;,S7/V)},
2. Xy = {x € X\Xs|x € 10P from (S;/YV,V/S})},
3. Xy = {x € Xy|z € IOP from (z;,V/S})} — (X, U Xy U X5 U X)),
4. X, = {x € Xy|x ¢ IOP from (z;,V/S})}.

We verify this is a partition. If z € X}, 3 an IOP from (z;,)/S;) containing z since 3 a path

from s € S} /Y to Y /S; without z;. Indeed, consider ¢ internally disjoint paths from z; to o which
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WLOG do not contain z; as an intermediate vertex. Each path contains exactly one vertex of S;
and thus 3 a path from s € S;/) to Y/S; not containing ;. If z € X, 3 an IOP from (z;, Y /S})
containing x since there is a path from z; to any s € S;/) and an IOP from (S} /), Y/S;) cannot
contain ;. It is clear, US_, X = ;.

Next, observe X3 and X5 are pairwise disjoint from all other subsets. Additionally, since S} is
vertex separator between (7, 0) we note z; ¢ X,. Thus, since x; ¢ X and x; ¢ X, Xj is pairwise
disjoint from all other subsets. We next show X} N X5 = (). The existence of x € X; N X, implies
Ja path from z; to )/ S} not containing S; /Y, which contradicts .S} as a vertex separator. Finally,
(X1 U Xy) N Xy = 0 since z € X, cannot be part of an IOP from (z;,)/S}).

We make the following claims about the partitioned sets.

Lemma 5.4. Let v € Xs. There is a path from S; /Y to x.

Proof. Suppose Not. If z € X3, 3 an IOP from (z;,)/S;) with x. Since 3 path from S}/ to z,
Jan IOP from (z;, S} /Y) with , contradicting X; N X3 = 0. O

Lemma 5.5. Q(‘)E‘l U /?3 U 224 U )E'G,(?Q U y/SZ*) = 0.

Proof. 1f there was a directed edge from a € X; U Xsto b € X» U Y/S}, then there is a path from
x; to J/S} containing edge (a,b), not containing S; /), contradicting S; as a vertex separator.
If there was a directed edge from a € Xstobe XL,U) /S¥, by Lemma 5.4 there is a IOP from
(S;/Y,Y/S}) containing edge (a, b). This contradicts X3 N X, = (). If there was a directed edge
froma € X, tob € X, UY/S;, there would be an IOP from (z;,)/S}) containing a, contradicting

the definition of X,. O]

Let x/(k) be states associated with X;. Leveraging Lemma 5.5 and the fact that only X5 has

edges from Up:

)_Cz(k + 1) = A22i2<k) + A25)_(5(]€),

vV (k) = Cox®(k) + Csx°(k), x2(0) = 0.
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Recall, that u®(k) is chosen so that X°(k) = 0. We then have that y”/*/ (k) = 0 and Theorem 5.17
holds. U

As such, preventing zero dynamics attacks as opposed to only perfect attacks requires additional
structural considerations. Specifically, an extra independent path is needed from each state to the

set of outputs. This may necessitate extra sensors.

Corollary 5.7. A system with sensor and actuator attacks is not discreetly attackable only if it

contains at least q + 1 sensors.

Moreover, an extra maximum matching condition C1 is required. In general, it appears the
problem of verifying C1 is combinatorial since we must verify there is a maximum matching in
m + n choose ¢ distinct graphs. Fortunately, we can simplify required analysis if we consider the

instance where each agent has a self-loop.

Corollary 5.8. Suppose each agent x; € X has a self-loop. A system with sensor and actuator
attacks is not discreetly attackable iff the minimum vertex separator S; between (x;,0) has size

|Si| > q+ 1.

Proof. ltis sufficient to show that the self-loop condition implies ci for all feasible attacks. WLOG,
consider an arbitrary feasible attack. We know that there exists /' C X U ) such that §(U*, F) =
|4*|. Construct a maximum linking £ from ¢/® to ). Since each agent has ¢+ 1 paths to o, we know
p(U*, V) = |U*| from Theorem 5.15. Let X be the set of vertices in X’ belonging to £. L gives a
maximum set of v — disjoint edges fromU*UX, to X UY. Thus, QU VX, X UY) = | X |+|U%|.
Since each agent has a self-loop, 0(X\ X, XY\X;) = |X\X,|. Therefore, 0(U* U X, X UY) =
n+ U O

As with perfect attacks, we note that Theorem 5.17 and Corollary 5.8 also hold in the special
case when the system has dedicated sensors and dedicated inputs. This can be seen since Theorem
5.17 never makes an assumption about the structure of C' and the proposed attack considers a

strategy with dedicated inputs. We formalize this below.
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Corollary 5.9. A system with dedicated sensors, dedicated inputs, and sensor and actuator attacks

is not discreetly attackable iff:
Cl ForallT CXUYwith|T|=q 0(X,(XUYN\T) =n.
C2 Forall x; € X, the minimum vertex separator S; between (x;,0) in f(G) has size |S;| > q+ 1.

If such a system has self loops for each agent x; € X, then it is not discreetly attackable by sensor

and actuator attacks iff the minimum vertex separator S; between (x;,0) has size |S;| > q + 1.

Next, we consider the special case of actuator/agent only attacks. Here, we make the assumption
each sensor is a dedicated sensor. That is each sensor measures exactly one agent. Moreover, we

will assume no 2 sensors measure the same agent.

Theorem 5.18. A system with actuator attacks and dedicated sensors is not discreetly attackable
i‘ﬁ:
D1 ForallT C X with |T|=¢q, (X, (X UY)\T) =n.

D2 For all unobserved agents x; the minimum vertex separator S; between (x;,0) in f(G) has size

1Si| > ¢+ 1.

Proof. D1 = ci : Suppose D1 holds. We know by construction that §(U*, X) = |U“|. Let
Z C X where |Z| = [U%| and (U, Z) = |[U?|. We know that O(X, (X U Y)\Z) = n since
U < q. Thus, )(X UU*, X UY) =n+ |U.

D2 = cii, ciii: Suppose D2 holds. cii follows from the fact that observed agents have
direct edges to ) and unobserved agents have a nontrivial vertex separator to o. Now, consider
arbitrary feasible attack vertices (/®. Suppose ciii does not hold so there exists x; € X satisfying
T; € Do, T3 & Vess (U, ).

We first argue x; can not be observed vertex. Suppose Not, so that z; is observed by y;. We
define f*(G%) £ (V*UoUuUu;, E) by adding to graph G%, a node o with edges from ), a node

u with edges to U, and a node u; with edges to U{* U z;. Then, there is a vertex separator .S in
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f*(G*) between (u;, 0) of size p(U*, V) < g, which is also a vertex separator between (u, 0), which
also satisfies S Ny; = (). If y; € S, then we argue that S = S U x; — y; is also a vertex separator
between (u;, 0). Indeed if one removes S — y; from f*(G*) any path to o from u; must contain y;.
Since y; is a dedicated output, such a path must also contain x;. However, if S’ is a vertex separator
between u; and o, it must also be a vertex separator between u and o. As such " C V., (U, )).
However, by assumption x; ¢ V(U ). Thus, S’ is not a vertex separator between u; and o and
as such S can not contain y;. Again z; ¢ S because S C V..(U*, V). Thus, if S is removed from
f*(G®), the path u;, z;, y;, o still exists, contradicting .S as a vertex separator.

As a result, z; must be unobserved. Define f*(G®) as before. Then, there is a vertex separator
S in f*(G*) between (u;, 0) of size p(U*,)) < g, which is also a vertex separator between (u, 0).
Thus, S C Vess(U, ). x; & Voss(U?,)) implies x; ¢ S. Since x; has ¢ + 1 disjoint paths to
o, removing S from f*(G*), does not delete all paths from u; to o, contradicting S as a vertex
separator. Thus, ciii holds for all feasible attacks.

Necessity: ~ DI = ~ ci. Suppose D1 does not hold for some F’ C X with |[F'| = q.
Assume an adversary attacks F” with dedicated inputs. Since U%, only has directed edges to F’
and 0(X, (X UY)\F') < n,wehave (X UUL, X UY) <n+q.

Suppose D2 fails to hold for some unobserved z;. We argue there exists a minimum vertex
separator S} between x; and o in f(G) such that S C X. To see this let .S; be a minimum vertex
between x; containing vertex y; observing x;. We argue that S; U z; — y; is a minimum vertex
separator between z; and o. Indeed, if we remove S; — y;, any path from x; to o must contain y;,
which in turn must contain x;, since y; is a dedicated sensor for z;. As a result, S; U z; — y; is
a vertex separator between x; and o in f(G) and this vertex separator is minimal. An inductive
argument shows we can construct S7 C X. We can then proceed as in the proof of 5.17 by attacking

S to obtain the final result. [

Considering agent only attacks reduces the structural requirements once more. Observed agents

no longer need p + 1 disjoint paths to the set of outputs and we only need a maximum matching
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for n choose ¢ graphs instead of n 4+ m choose ¢ graphs. Again, verifying condition D1 appears to
be combinatorial. Once more, we can simplify required analysis if we consider the instance where

each agent has a self-loop.

Corollary 5.10. Suppose each agent has a self-loop. A system with actuator attacks and dedicated
sensors is not discreetly attackable iff the minimum vertex separator S; between each unobserved

agent x; and o has size |S;| > q + 1.

Proof. ltis sufficient to show that the self-loop condition implies ci for all feasible attacks. WLOG,
consider an arbitrary feasible attack. We know that there exists F' C X such that (U*, F') =
|{*]. Construct a maximum linking £ from U* to ). Since each unobserved agent has g + 1
paths to o, we know p(U4*,Y) = |U?| from Theorem 5.16. Let X be the set of vertices in X
belonging to £. L gives a maximum set of v — disjoint edges from U* U X to X U Y. Thus,
QU U X, X UY) = |Xz|+|U*|. Since each agent has a self-loop, 0( X\ Xz, X\X) = |X\XL|.
Therefore, O(U* U X, X UY) =n + |U%|. O

If we introduce the additional assumption that the attack inputs are dedicated, the prior results
analyzing discreetly attackable systems with agent/actuator attacks still hold. Specifically, we have

the following.

Corollary 5.11. A system with actuator attacks, dedicated inputs and dedicated sensors is not

discreetly attackable iff:
DI Forall T C X with |T| =¢q, 0(X,(XUY\T) =n.

D2 For all unobserved agents x; the minimum vertex separator S; between (x;,0) in f(G) has size

1Sil > g+ 1.

Moreover, if each agent has a self-loop, a system with actuator attacks, dedicated inputs, and
dedicated sensors is not discreetly attackable iff the minimum vertex separator S; between each

unobserved agent x; and o has size |S;| > q + 1.
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5.2.5 System Verification

If f(G) has self-loops at each agent, we can efficiently determine if a system is discreetly attackable
in a system with both sensor and actuator attacks. We do not require the self-loop assumption to
determine if a system is perfectly attackable. To determine if a fixed agent (z;, 0) has minimum
vertex separator S; of size ¢+ 1 (or ¢), we solve a 0 — 1 maximum flow problem. We consider a graph
h(f(G)) = Vu,,En,), where |V, | = 2|V| and |Ex,| < |E'| + |V| — 1. First, all self-loops can be
eliminated. Then, every v € V\z; is converted to a pair of nodes, v, and v, where N} = N/,

o _ 1
N = Vout» N

Vin Vout

= Vin, ngut = NO. Moreover, all incoming edges to x; are removed. All edges
in £y, have capacity 1. (z;, 0) has minimum vertex separator .S; of size at least ¢ + 1 (or ¢) if and
only if the maximum flow from source z; to sink o in h*(f(G)) is at least ¢ + 1 (or ¢). Using Dinic’s
algorithm, [74, 75] this can be determined in O((2|V|)2(|€’| + |V| — 1)) time. Since, we must
verify |S;| > ¢ + 1 (or |S;] > q) for each of n agents, the worst case computational complexity
is O(n(2|V|)2(|€'| + |V| — 1)). This outperforms algebraic methods based on the matrix pencil
[65] and graphical methods based on Lemma 5.3 which verify a system’s strong observability/left
invertibility for fixed attack nodes, which is a combinatorial task.

The problem of system verification becomes simpler in a system with actuator only attacks and

dedicated sensors. In this case we have the following proposition.

Lemma 5.6. Let f'(G) be constructed from G by removing all nodes in ), adding a node o, and
adding directed edges from each observed node to o. An unobserved node x; has minimum vertex
separator to o of size r in f(G) if and only if unobserved node x; has minimum vertex separator to

o of sizerin f'(G).

Proof. We first observe that if S is a vertex separator between z; and o in f'(G), it is also a vertex
separator of x; and o in f(G). Suppose Not. Then, after deleting S in f(G), there is a path
z;, P,y;,0in f(G). However, this means there is a path x;, P, o in f'(G), which is a contradiction.
As a result, the size of a minimum vertex separator in .S; between z; and o in f(G) is less than or

equal to the size of a minimum vertex separator S between z; and o in f'(G). Thatis |.S;| < |S}|.
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Let S; be a minimum vertex separator between z; and o in f(G). If y; observing x; is in \S;,
we argue that S; U z; — y; is a minimum vertex separator. Indeed if one removes S; — y; from
f(G), there must must be a path from z; to o, which must contain y;. However any path to y; must
also contain z; since y; is a dedicated observer. Thus, S; U x; — y; is a minimum vertex separator.
Consequently, without loss of generality, we can assume S; C X. Suppose we remove .S; from
1'(G). Then, there would be no path from z; to o in f'(G). If such a path z;, P, o existed, then
we would be able to construct a path z;, P, yx, 0 in f(G) after removing .S;. Thus, S; is a vertex
separator between z; and o in f'(G). As such, the size of minimum separator between x; and o
in f(G) is greater than or equal to the size of a minimum vertex separator S, between x; and o in

f(G). Thatis |S;| > |S!|. The result follows. O

Thus, we can solve maximum flow problems on a smaller graph to determine if a system is
perfectly or discreetly attackable. Moreover, we only need to solve a maximum flow problem
at most once for each unobserved node. More specifically, in the case of actuator only attacks
and dedicated sensors, we consider a graph hi(f'(G)) = (Vy,,€y,), where [V}, | = 2|X| and
|€m,|" < |E] + |X| — 1 for each unobserved z;. First, all self-loops are eliminated. Then, every

v € X\x; is converted to a pair of nodes, v;, and vo,;, where N = NI, N9 = v, N} = = vy,

(0]

Vout

= N9. Moreover, all incoming edges to z; are removed. All edges in &y, have capacity 1.
For unobserved z;, (x;, 0) has minimum vertex separator .S; of size at least ¢ + 1 (or ¢) if and only
if the maximum flow from source x; to sink o in h!(f'(G)) is at least ¢ + 1 (or ¢). Using Dinic’s
algorithm, [74, 75] this can be determined in O((2|X|)2(|€ + |X| — 1)) time. Since, we must
verify |S;| > ¢+ 1 (or |S;| > ¢) for each of n —m unobserved agents, the worst case computational

complexity is O((n — m)(2|X|)2 (|€] + |X| — 1)).
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5.3 Robust Structural Design of Distributed Control Systems

Distributed control systems (DCSs) have become prevalent in today’s world. A DCS is a system
where components such as sensors, actuators, and controllers are separated over a large network.
DCSs allows operators to control multiple local environments while simultaneously meeting various
global objectives. The ability of a DCS to meet society’s demands for large scale control has made
such systems common in a variety of applications including sensor networks, the smart grid,
vehicular systems, and manufacturing.

We consider the setting of DCS where no more than ¢ agents and/or sensors may be compro-
mised. Here we formulate and solve optimization problems which minimize sensing and communi-
cation in DCS while ensuring resilience to undetectable attacks. We first consider an unconstrained
minimization problem, where there are no restrictions on which agents may communicate or be
observed. For a fixed number of observers, we find the minimum number of communication links
that can guarantee perfect detectability. Furthermore, we completely characterize the subset of
networks which solve the optimization problem and contain no cycles among unobserved agents.
We then show the problem of jointly minimizing the number of sensors and communication links
strictly depends upon the cost of sensing and communicating. This work is the extended to the
constrained case where a set of agents are not able to communicate. We consider the optimal
design of these systems as a means of active detection. In particular, we introduce systems which

are design fundamentally to ensure adversarial behavior is detectable.

5.3.1 System Model

Graphical Model: We will model a Distributed Control System (DCS) both graphically and
algebraically. We assume there are n agents, X = {x1,---,x,} that communicate with each
other and are observed by m sensors, ) = {y1,* -+ , Ym} where we assume m < n. We model
interactions using a directed graph G = (V, £) with vertices V = X U ). The edges £ C V x V

capture agent/sensor interactions. If (z;,x;) € &, agent z; sends messages to z;. If sensor y;
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measures state x;, (z;,y;) € £. Each agent z; € A has a self-loop, therefore (z;, z;) € €.
Algebraic Model: We assume each agent x; has a scalar time dependent state x;(k) with
dynamics given as follows:

The input u; (k) is a linear function of the states of z;’s incoming neighbors and a centrally known
input u// (k) so

w (k) =ul/f (k) + Z a;;x,(k), (5.42)

J#i
where z; ¢ N:fi NX = a;; = 0. Without loss of generality u{ f (k) = 0. Each agent is assumed
to have a scalar state. From a notational perspective, in this section on robust structural design,

we again write the discrete time index & as an argument of the states, inputs, and measurements as

opposed to a subscript in order to distinguish vertices in graphs from numerical parameters.

Remark 5.1. The state x;(k) can refer to a physical quantity such as temperature or simply a
quantity for distributed processing (e.g. consensus). While it is assumed each agent has a scalar
state in this subsection, similar tools for DCS analysis and design can be incorporated in the vector

case. Examining the vector case is a subject of current research.

A set of dedicated sensors ) measure the state of a subset of agents. The outputs are sent to a
central operator for estimation and detection. A dedicated sensor measures the state of one agent
and no two sensors measure the state of the same agent. The output of sensor y; measuring x; at
time k is

yi(k) = x;(k). (5.43)

Remark 5.2. The assumption of dedicated sensors is based on the fact that the system is distributed
and it’s likely that sensors would not have the physical access to measure multiple agents accurately.
While we assume there are no redundant sensors, in practice multiple sensors can be added to
measure a single state in the physical system for robustness. However, for our treatment, it is likely

that if an attacker can manipulate one sensor that measures a state x;, he has the ability to access
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and manipulate all sensors that measure the state x;, especially if the hardware itself is redundant.
As a result, for the purposes of modeling attacks, we can consider redundant sensors as a single

node.

For simplicity, we concatenate state and output vectors

T T
x(k) £ {X1<k) x ~xn(/<:)] Ly (k) = {yl(kr) x -ym<k)} )
so that the dynamics of the full control system are given by
x(k+1) = Ax(k), y(k) = Cx(k). (5.44)

The pair (A, C) is assumed to be observable. Letting I be the indicator function, A and C' can be

defined entrywise:
A(i, J) = aij, C(i,5) = L, yee-
Since (A, C) is observable, the state can be estimated using a linear filter.
x(k+1)=(A—- KCA)x(k)+ Ky(k+ 1), (5.45)
z(k+1) =y(k+1) — CAx(k). (5.46)
Here, K is chosen so (A — KCA) is Schur stable. The residue z(k) can be used to perform

detection. As we have seen. smaller residues are often indicative of normal behavior while larger

residues are associated with faulty or malicious behavior.

5.3.2 DCS Attack Model

Graphical Model: We now define our DCS model under attack. At time 0 an unknown subset of
the agents and sensors F' are compromised. No more than ¢ agents and sensors can be corrupted.
In other words, the operator would like the system to be resilient to up to ¢ malicious failures. The

set of all feasible sets of attacked sensor and agent nodes is given by F,,:

Foy={F CV: |F| <q}. (5.47)
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It may be the case an adversary is only able to perform agent only attacks. For example,
suppose the information broadcast by an agent to its neighbor is the same information that is sent
to a central monitor. In this scenario, there can be no deviation between an agents measured state

and broadcasted state. The set of all feasible attacks on agents is given by F,:
F.={F CXx: |F|<gq}. (5.48)
We define the graph G¢ = (V¢, £%) of a DCS when a set F' of agents/sensors is compromised.

F = {5U117"' y Llys Ylpas " 7qu/}7 (q/ < Q)

We introduce attack input vertices Uz = {uf, -+ ,ug }. We assume there exists directed edges

from U} to I given by

Eu;,x 2 {(uf, 2,), - >(UZ,$’ZP)}
Eusy = {(Upy 1, Ypn)s 5 (g, )}
We then define £% = £ U Eug x U &yg y and Vi £ YV UUE. In the case of agent only attacks Eug.y
is empty.
Algebraic Model: We let x¢ (k) represent the state of z; under attack. If (u?, x;) € £, then the

dynamics are

x¢(k + 1) = ax? (k) + > a;x§(k) + uf (k), (5.49)
J#i
where uf (k) is an input from node u{ at time k. If z; is secure then uf (k) = 0. We define y¢ (k)

as the output of y; at time & under attack. If (uf,vy;) U (z;,y;) C £, then
yi (k) = x5 (k) + (k). (5.50)
If y; is secure then in (5.50), uf'(k) = 0. Concatening x?(k), y?(k), and uf(k) into x*(k),y*(k),
and u®(k), we have :
x*(k+ 1) = Ax*(k) + Bgu(k), x*(0) =x(0), (5.51)

y*(k) = Cx*(k) + Dyu(k), (5.52)
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with B%(i,5) £ H(uz@’ri)egu%’ L De(i, ) = H(uz@’yi)egu%’y. Again, in the case of agent only attacks
D% is empty. We assume the attacker knows (A, B%, C, D%). The estimator policy remains

unchanged during an attack.

X9k +1) = (A — KCA)X“(k) + Ky*(k + 1), (5.53)

2°(k+ 1) = y*(k + 1) — CAX*(k). (5.54)

5.3.3 Optimal Unconstrained Network Design of DCS for Detection

We will now consider the minimal design of robust DCS to ensure that such systems are not
discreetly attackable. The case for perfectly attackable systems follows similarly. Specifically the
posed optimization problems to minimally design DCS to avoid zero dynamics attacks coming from
q malicious nodes is equivalent to minimally designing DCS to avoid perfect attacks coming from
q + 1 malicious nodes We consider this a technique of active detection, in that we are intelligently
designing our system in order to ensure the detectability of attacks. Unlike our previously discussed

methods, this approach for active detection takes place offline.

Communication Design: Agent and Sensor Attacks

We first assume the structure of C, or [C] is given. Here in order to ensure the system is not
discreetly attackable, we have at least ¢ + 1 dedicated sensors. That is, m > g+ 1. Let S; be a

minimal vertex separator between (z;, 0) in f(G). We have:

minimize | Allo (5.55)
(4]
subject to |Si| > q+1, [A](i,i) #0, i € {1,...,n},

The objective function represents the number of communication links in our system. The constraint

ensures that the system is not discreetly attackable.

Theorem 5.19. The optimal solution to problem (5.55) is || Al|§ = m(qg+ 1) + (n —m)(q + 2) =

n(qg+2) —m.
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Proof. We begin by showing that n(qg + 2) — m is a lower bound of the optimal solution ||A][§.

Without loss of generality, assume that {z1, - - - ,z,,} are the set of agents which are observed by
Y. Then,
145 = _(INoI =1+ > INJI,
k=1 k=m+1
>m(qg+ 1)+ (n—m)(q+2). (5.56)

The first equality is obtained by noting that the number of nonzero entries in each row i of A is
equal to the out-degree of z; if the agent x; is unobserved and equal to the out-degree of x; minus
1 if it is observed. The last inequality is obtained from the necessary conditions for a system to not
be discreetly attackable from Corollary 5.9. Thus ng + 2n — m is a lower bound for || A||§.

We now show that ng + 2n — m is an upper bound for || A||§ by constructing a feasible [A] with

a minimal number of edges. To do this we consider the following lemma.

Lemma 5.7. Consider a realization ([A], [C]) of a DCS with graph G where every nontrivial cycle
(cycles not containing self-loops) contains an observed agent. Assume there are at least q + 1
dedicated sensors. Then ([A], [C]) is an optimal solution to problem (5.55) if and only if each agent

x; has out-degree q + 2 with (z;,x;) € £, i=1,--- ,n.

We first show there exists a graph G which satisfies these assumptions. WLOG we assume
that agents {xy,--- ,z,,} are observed so that there exists a directed edge from z; to y; for j €
{1,---,m}. Nextforj € {1,--- ,m}, we have [N | = ¢ +2and NY C {y;,x1, - , & }. Thus,
each observed agent has ¢ + 2 outgoing edges, 1 to its observer, ¢ edges to other observed agents,
and 1 to itself. Finally, for j € {m+1,--- ,n}, we have dgj =¢+2and Ng CA{xy, T, 7))
Each unobserved agent has ¢ + 1 neighbors besides itself, all of which are observed. Thus, there
are no cycles which only contain unobserved agents.

We next show G in Lemma 5.7 satisfies the constraints of problem (5.55). By inspection, the
graph immediately satisfies [A](7,7) # 0. We must verify that |.S;| > ¢ + 1. Suppose there exists

a vertex separator S; of (x;,0) in f(G) where |S;| < g+ 1. Suppose we remove all vertices S;
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Algorithm 1 Find Path from z; to o in f(G) when S; is removed

1: function FiND PaTH(f(G), 7;)
2 2=z P=uxz.

3 if (z,y;) € € forsome y; € V'\ S, then

4: P = P,y;,o. return P

5: break

6: end if

7: if 32,y € V\S;suchthat (z,z;), (rj,yr) € € then
8: P = P x;,yx,o. return P

9: break

10: end if

11: Find z; € X'\ S, such that (z, ;) € € and (2}, yx) & €, Yyp € V.
12: z=z, P=Pux.

13: Proceed to step 7.

14: end function

from f(G). We can construct a path from x; to o even when vertices from S; are removed using
Algorithm 1.

Since |.S;| < ¢+ 1 and z; has g+ 1 outgoing neighbors besides itself, z; must either be observed
by anode y; ¢ S;, have outgoing edge to an observed agent x; ¢ S; with observer y;, ¢ S;, or have
outgoing edge to unobserved agent z; ¢ S;. The algorithm terminates successfully if either of the
first two conditions hold. Otherwise, the path is extended to the unobserved agent x;. Since x; is
unobserved, the algorithm proceeds to step 7. The same argument holds for x;. This process will
eventually encounter an observed agent z; ¢ S; with observer y;, ¢ .S; in step 7 since G is finite and
every cycle must contain an observed agent. Consequently, this process will eventually terminate
and give a path P from z; to o. Thus, S; is not a vertex separator and G is feasible.

We now show G constructed with the rules presented in Lemma 5.7 is optimal. We note that
each agent has out-degree g+ 2. Thus, from (5.56) we have || A||o = ng+2n—m. Since ng+2n—m

is a lower bound for the number of edges in an optimal solution, G is an optimal solution. [

We can see in an optimal solution that each observed agent has ¢ agent neighbors besides itself
and each unobserved agent has g 4+ 1 agent neighbors besides itself. This is clearly required for

each agent to have ¢ + 1 disjoint paths to the output. The prior result however also shows that no
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additional edges are required.

Communication Design: Agent Attacks

We now consider the scenario of agent only attacks and obtain similar results to the agent and
sensor attack case. Again, assume the structure of C, or [C] is given. Here in order to ensure the
system is not discreetly attackable, we have at least ¢ + 1 dedicated sensors. That is, m > ¢ + 1.
Let S; be a minimal vertex separator between (z;,0) in f'(G) as considered in the previous section

where x; is unobserved. We have:

min[iﬁlize Il Ao (5.57)
subject to [A](i,7) #0, i € {1,...,n},

The objective function represents the number of communication links in our system. The constraint
ensures that the system is not discreetly attackable. Here, we make use of the results in Lemma 5.6
which state that minimum vertex separator between unobserved x; and o in f(G) has size 7 if and

only if that minimum vertex separator between x; and o in f'(G) has size r.
Theorem 5.20. The optimal solution to problem (5.57) is || A||§ = m + (n —m)(¢ + 2).

Proof. We begin by showing that m+-(n—m)(¢+2) is alower bound of the optimal solution || A||§.

Without loss of generality, assume that {z1,-- - ,xz,,} are the set of agents which are observed by
Y. Then,
145 = _(INoI =1+ > INgI,
k=1 k=m+1
>m+ (n—m)(qg+2). (5.58)

The first equality is obtained by noting that the number of nonzero entries in each row i of A is

equal to the out-degree of z; if the agent x; is unobserved and equal to the out-degree of x; minus
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1 if it is observed. The last inequality is obtained from the necessary conditions for a system to not
be discreetly attackable from Corollary 5.11. Thus m + (n — m)(q + 2) is a lower bound for || A|[§.
We now show that m + (n — m)(g + 2) is an upper bound for || A||§ by constructing a feasible

[A] with a minimal number of edges. To do this we consider the following lemma.

Lemma 5.8. Consider a realization ([A], [C]) of a DCS with graph G where every nontrivial cycle
(cycles not containing self-loops) contains an observed agent or an agent with a directed edge to
an observed agent. Assume there are at least ¢+ 1 dedicated sensors. Then ([A], [C]) is an optimal
solution to problem (5.57) if and only if each unobserved agent x; has out-degree q + 2 and each

observed agent x; has out-degree equal to 2 with (x;,x;) € E, i =1,--- n.

We first show there exists a graph G which satisfies these assumptions. WLOG we assume
that agents {z1,---,x,} are observed so that there exists a directed edge from x; to y, for
g €{l,---,m}. Nextforj € {1,---,m}, we have INJ| = 2 and N = {y;,z;}. Thus, each
observed agent has 2 outgoing edges, 1 toits observer and 1 to itself. Finally, forj € {m+1,--- ,n},
we have dgj =g+ 2 and Nmoj C {z1, -+ ,opm, x;}. Each unobserved agent has ¢ + 1 neighbors
besides itself, all of which are observed. Thus, there are no nontrivial cycles.

We next show G in Lemma 5.8 satisfies the constraints of problem (5.57). By inspection, the
graph immediately satisfies [A](7,7) # 0. We must verify that |.S;| > ¢ + 1 for unobserved agents
x; in f'(G). Suppose there exists a vertex separator S; of (z;,0) in f'(G) where |S;| < g + 1.
Suppose we remove all vertices .S; from f/'(G). We can construct a path from x; to o even when
vertices from S; are removed using Algorithm 2.

Since |S;| < ¢+ 1 and z; has ¢ + 1 outgoing neighbors besides itself, z; must either have an
outgoing edge to an observed node z; ¢ S;, have an outgoing edge to an unobserved agent x; ¢ S;
that has outgoing edge to observed agent x;, ¢ S;, or have outgoing edge to unobserved agent
x; ¢ S; that has no outgoing edge to an observed agent. The algorithm terminates successfully
if either of the first two conditions hold. Otherwise, the path is extended to the unobserved agent

x;. Since x; is unobserved, and has no outgoing edge to an observed agent the algorithm proceeds
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Algorithm 2 Find Path from x; to o in f'(G) when S; is removed

1: function Finp PATH(f'(G), ;)
2 2=z P=uxz.

3: if (z,z,) € £ for some observed z; € X'\ S; then

4: P = P xj, 0. return P

5: break

6: end if

7: if 32,2, € X\ S;suchthat (2, x;), (z;,2;) € € and z, is observed then
8: P = P x;,x,0. return P

9: break

10: end if

11: Find z; € V' \ S; such that (z,z;) € £ and (x;, 1) ¢ &, V observed z;, € X.
12: z=uz, P=Pux.

13: Proceed to step 7.

14: end function

to step 7. The same argument holds for x;. This process will eventually encounter an unobserved
agent x; ¢ S; with outgoing edge to observed agent z;, ¢ .S; in step 7 since § is finite and every
cycle must contain an observed agent or an unobserved agent with directed edge to an observed
agent. Consequently, this process will eventually terminate and give a path P from z; to o. Thus,
S, is not a vertex separator and G is feasible.

We now show G constructed with the rules presented in Lemma 5.7 is optimal. We note that
each unobserved agent has out-degree g 4 2 and each observed agent has out-degree 2. Thus, from
(5.58) we have || Al|p = m + (n — m)(q + 2). Since m + (n — m)(q + 2) is a lower bound for the

number of edges in an optimal solution, G is an optimal solution. ]

As expected, in a system with agent only attacks, fewer communication edges are required.
Observed agents only need to communicate to sensors while unobserved agents will have exactly
q + 1 neighbors besides themselves. We note that while the general graphical solution to both
(5.55) and (5.57) is unknown, Lemmas 5.7 and 5.8 gives us the structure for optimal graphs in

specially defined scenarios.
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5.3.4 Optimal Unconstrained Joint Design of DCS for Detection

Instead of fixing the number of sensors m under consideration, the number of sensors can be a
design variable which is chosen concurrently with the network. We can alter the optimization

problem to consider this as follows.

Joint Design: Agent and Sensor Attacks

Let S; be a minimal vertex separator between x; and o in f(G). The joint design problem is given

as follows.

minimize ai||Allo + agm (5.59)
[A],[C]
subject to |Si| > q+1, [A](i,i) #0, i € {1,...,n},

CeR™"™ me{q+1,--- ,n},
||C]||0 < 1, ] € {1,...,71}7

1CHlo=1, t € {1,...,m}.

The last three constraints convey that [C] implements a set of m dedicated sensors where m €

{¢+1,--- ,n}

Theorem 5.21. Consider problem (5.59). If oy > «g. Then every agent should be observed
(m = n). Alternatively, if ay > oy, then m = q + 1. Finally, if a1 = ag, then m can be chosen

arbitrarily from {qg+ 1,--- ,n}

Proof. For a fixed set of dedicated sensors, we can solve (5.55) to obtain the joint solution. Since
| All§ = (g+2)n—m for afixed set of sensors, the optimal value of (5.59) is (aa—ay )m~+a1(g+2)n.

The result follows. ]

If a; > a9, so that communication is more costly than sensing, it is optimal to observe all
agents. If oy > «; so sensing is more costly than communication, it is optimal to observe the

fewest number of sensors that enable a robust solution, which is ¢ + 1. Roughly speaking the prior
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result is based on the idea that in sensor and agent attacks, the combined number of communication
edges and sensing nodes is fixed and equal to (¢ + 2)n. Thus, if sensing cost more, we want to
have as few sensors as possible contribute to this fixed quantity. Likewise if communication costs
more, we want to have as few links as possible contribute to this fixed quantity.

An optimal graphical solution can be obtained by first selecting an arbitrary set of observed
nodes and then constructing a feasible graphical solution, for instance as is described in the proof

of Lemma 5.7.

Joint Design: Agent Attacks

In the case of agent only attacks, it can be shown that sensing must be significantly more costly

than communication to justify additional communication links. The joint design problem is given

by:
minimize ai||Allo + aom (5.60)
[A].[C]
subject to [A](i,7) #0, i € {1,...,n},

|S;| >q+1, Vist 0(x;,Y) =0,
CeR™™ me{q+1,---,n},
1Cillo <1, j€{L,...,n},
ICHo=1, te{1,...,m}.

where S; is a vertex separator between unobserved x; and o in f'(G).

Theorem 5.22. Consider problem (5.59). If (¢ + 1)cy > «w. Then every agent should be observed
(m = n). Alternatively, if as > (q + 1)ay, then m = q + 1. Finally, if (¢ + 1)a; = «w, then m

can be chosen arbitrarily from {q+ 1,--- n}

Proof. For a fixed set of dedicated sensors, we can solve (5.60) to obtain the joint solution.
Since ||Allj = (¢ + 2)(n — m) + m for a fixed set of sensors, the optimal value of (5.60) is

(ag — (¢ + 1)a;)m + a4 (g + 2)n. The result follows. O
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Unlike the joint sensor and agent attacks, if all agents are observed, no additional communication
is required. Indeed, in this case ||Al|; = n, where the remaining edges are the self loops. The
significant difference in agent only attacks is that the combined number of links and sensors is no
longer fixed. Rather, an observed agent only has a self loop and an edge to a sensor, while an
unobserved has a self loop and ¢ + 1 other agent neighbors. Thus, one must determine which is
more expensive, ¢ + 1 communication links or 1 sensor to determine an optimal joint solution.

An optimal graphical solution can be obtained by first selecting an arbitrary set of observed
nodes and then constructing a feasible graphical solution, for instance as is described in the proof

of Lemma 5.8.

5.3.5 Constrained Optimization of Communication of DCS for Detection

In the previous subsection, we found minimal designs of systems which prevent all possible zero
dynamics attacks. In these problems, we assumed that there were no restrictions among which
agents can communicate. In practice, due to physical constraints, certain agents may not be able to

communicate. We assume constraints on communication are encoded into [A] where agent x; can
speak to agent z; if and only if [A](j,4) # 0. Given a set of observers [C], we formulate a problem
to robustly minimize the amount of communication among agents subject to constraints given by

[A]. We demonstrate that introducing these constraints does not change the optimal number of

links in a system.

Constrained Design: Agent and Sensor Attacks

Let S; be a vertex separator between z; and o in f(G).

min[ij?ize | Allo (5.61)
subject to |S:| > q+1, [A](i,i) #0, i € {1,...,n},

[Al(u,v) =0 = [A](u,v) =0, u,v e {1,...,n}.
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Algorithm 3 Constrained Optimization of DCS
1: function OptivizaTion(([A], [C]))

2: Let graph G be generated from [A], [C], [A] = [A].
3: while ||A|lo > ng + 2n —m do

4: Find an edge (x;, x;) whose removal still ensures there are no zero dynamics attacks
ong.

5: g = g - (.Ii, l’,’/), [A]M =0.

6: end while

7: return [A]
8: end function

We now obtain the following result related to problem (5.61) which states that if the problem is
feasible, there always exists a solution to problem (5.61) which is also a solution to the unconstrained

optimization problem (5.55).

Theorem 5.23. Suppose there exists a feasible solution to problem (5.61). Then, the optimal

solution to problem 5.61 satisfies || Al|; = ng + 2n — m.

Proof. We argue that Algorithm 3 can be used to obtain an optimal solution to problem (5.61).
It suffices to show step 4 is feasible for an arbitrary G which is not discreetly attackable and is
non-minimal. To do this, we observe there must exist an agent z; with out-degree |V, Ioi | >q+2
if the system is non-minimal. Since the system is not discreetly attackable, there exists at least
q + 1 disjoint paths from z; to 0. Because z; has out-degree greater than ¢ + 2, there exists an
edge (x;, xy) whose removal ensures z; still has ¢ + 1 disjoint paths to o so that |S;| > ¢+ 1 in
f(G) — (x4, ). Indeed, construct ¢ + 1 disjoint paths from z; to 0. Without loss of generality
assume z; is not in one of these ¢ 4 1 disjoint paths. There must exists an outgoing neighbor of z;,
which is not in these disjoint paths. If this neighbor is an agent x;, one can delete (z;, z;) and still
have ¢ + 1 disjoint paths to o. If the only remaining neighbor (not in this set of ¢ + 1 paths) is an
observer , one can remove an arbitrary agent neighbor and there will still be ¢ + 1 disjoint paths to
0.

Now consider arbitrary z; not equal to z; in G. We must show that |S;| > ¢ + 1 where

S; is a minimum vertex separator of z; and o in f(G) — (x;, ). Suppose |S;| < ¢ + 1. We
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observe that {5, ;} is a vertex separator of x; and o in f(G). Since G is not discreetly attackable,
I{S;j, z;}| > ¢+ 1. Consequently, z; ¢ S}, |S;] = ¢, and {S;, z;} is a minimal vertex separator of
(11,0) in £(G)

Lets remove S; from f(G) — (z;, z). We first argue there must still be a path from z; to z;.
Suppose instead that removing S; from f(G) — (x;, x;) deletes all paths from x; to ;. Then,
removing S; from f(G) deletes all paths from z; to z; in f(G). However, since {S;,z;} is a
minimal vertex separator of z; and o in f(G), removing S; from f(G) would mean there still exists
a path from z; to o containing ;. By contradiction, there must still be a path from z; to x; after
deleting S; from f(G) — (x;, xx).

We now show there exists a path from z; to o after removing S; from f(G) — (x;, ;). By
assumption, there are at least ¢ + 1 disjoint paths from z; to o in f(G) — (z;,z). Deleting S},
which has ¢ vertices, can remove at most ¢ paths. Thus, there is still a path from x; to o.

As aresult, even after deleting S; from f(G) — (z;, zy), there exists a path from z; to z; and a
path from z; to 0. Consequently, there exists a path from z; to o so that .S; is not a vertex separator.
Thus, by contradiction, any vertex separator S; of (z;,0) in f(G) — (z;, zy) satisfies |S;| > ¢+ 1.

Therefore, G — (z;, ;) is not discreetly attackable and step 4 is feasible. Il

Theorem 5.23 shows we can obtain a minimal network resilient to zero dynamics attacks even
with constraints on communication. While Algorithm 3 gives a method to construct such an optimal
communication network, the method and complexity of this approach is unclear. Nonetheless, if we
can compute a maximum set of vertex disjoint paths from a vertex z; to o, we can determine outgoing
neighbors of agent x; which should not be deleted. In particular, we should keep edges from x; to
q + 1 neighbors through which there exists ¢ + 1 disjoint paths to o, with the condition that none of
these paths should contain z; as an intermediate vertex. We use Dinic’s algorithm in Algorithm 4
to solve problem (5.61). The worst case complexity is less than O(n(2|V|)2 (|€'| +|V| — 1)) where

V and &’ are associated with matrices [A], [C']. While not considered here, it will be interesting to

evaluate the scenario where links are not restricted to have the same cost. We might not be able to
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Algorithm 4 Practical Solution to Constrained Optimization of DCS
1: function OptivizaTion(([A], [C]))

2 Let graph G be generated from [A], [C], [A] = [A].

3 for:=1:ndo

4: if [NO| > ¢ + 2 then

5: Solve maximum flow by using Dinic’s algorithm on %‘(f(G)) from source x; to

sink o

6: If z; is observed (or unobserved), keep ¢ (or respectively ¢ + 1) neighbors in X
through which 3 a maximum flow. Delete edges to other outgoing neighbors in X' — x;

7: Update G, [A]

8: end if

9: end for

10: return [A]
11: end function

solve such a problem optimally, though some sort of greedy algorithms may be used.

Constrained Design: Agent Attacks

Let S; be a vertex separator between z; and o in f'(G).

min[ij}nize | Allo (5.62)
subject to [A](i,3) #0, i € {1,...,n},

[Al(u,v) =0 = [A](u,v) =0, u,v € {1,...,n}.

We now obtain the following result related to problem (5.62) which states that if the problem is
feasible, there always exists a solution to problem (5.62) which is also a solution to the unconstrained

optimization problem (5.57).

Theorem 5.24. Suppose there exists a feasible solution to problem (5.62). Then, the optimal

solution to problem 5.62 satisfies | A5 = m + (n — m)(q + 2).

Proof. We argue that Algorithm 5 can be used to obtain an optimal solution to problem (5.62).

It suffices to show step 4 is feasible for an arbitrary G which is not discreetly attackable and is
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Algorithm 5 Constrained Optimization of DCS
1: function OptivizaTion(([A], [C]))

2: Let graph G be generated from [A], [C], [A] = [A].
3: while ||Allo > m + (n —m)(q+ 2) do

4: Find an edge (x;, x;) whose removal still ensures there are no zero dynamics attacks
ong.

5: g = g - (.Ii, l’,’/), [A]M =0.

6: end while

7: return [A]
8: end function

non-minimal. To do this, we observe there must exist an unobserved agent x; with out-degree
INS| > ¢+ 2 or an observed agent x; with out-degree [N| > 2 if the system is non-minimal.
Select such an ;. If z; is unobserved there exists at least ¢ + 1 disjoint paths from x; to 0. Because
x; has out-degree greater than ¢ + 2, there exists an edge (x;, ) whose removal ensures z; still
has ¢ + 1 disjoint paths to o so that |S;| > ¢+ 1 in f'(G) — (x;,xy). If z; is observed and has
out-degree greater than 2, we can delete an arbitrary edge (z;, z ).

Now consider arbitrary unobserved z; not equal to z; in G. We must show that |S;| > ¢ + 1
where S is a minimum vertex separator of z; and o in f'(G) — (z;, z;7). Suppose |.S;| < g+ 1. We
observe that {S;, x;} is a vertex separator of z; and o in f'(G). Since G is not discreetly attackable,
I{S;j, z;}| > ¢+ 1. Consequently, z; ¢ S}, |S;| = ¢, and {S}, z;} is a minimal vertex separator of
(3.0 in (@),

Lets remove S; from f'(G) — (x;, z;). We first argue there must still be a path from z; to z;.
Suppose instead that removing S; from f'(G) — (x;, ) deletes all paths from z; to x;. Then,
removing S; from f’(G) deletes all paths from z; to z; in f’(G). However, since {S;,z;} is a
minimal vertex separator of z; and o in f’(G), removing S; from f'(G) would mean there still
exists a path from z; to o containing x;. By contradiction, there must still be a path from z; to z;
after deleting S; from f'(G) — (z;, xs).

We now show there exists a path from z; to o after removing S; from f'(G) — (x;, ;). If x;

is unobserved there are at least ¢ + 1 disjoint paths from z; to o in f'(G) — (x;, z). Deleting S,
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Algorithm 6 Practical Solution to Constrained Optimization of DCS with Agent Attacks

1: function OptivizaTion(([A], [C]))

2: Let graph G be generated from [A], [C], [A] = [A].

3 for:=1:ndo

4: if x; is unobserved then

5 if INO| > ¢ + 2 then

6 Solve maximum flow by using Dinic’s algorithm on A}( f'(G)) from source x;

to sink o

7: Keep ¢ + 1 neighbors in X through which 3 a maximum flow from z; to o.
Delete edges to other outgoing neighbors in X' — x;

8: Update G, [4]

9: end if

10: end if

11: if x; is observed then

12: if INO| > 2 then

13: Delete edges to outgoing neighbors in X — x;

14: end if

15: end if

16: end for

17: return [A]
18: end function

which has ¢ vertices, can remove at most ¢ paths. Thus, there is still a path from x; to o. If x; is
observed, there is a directed edge from z; to o.

As aresult, even after deleting S; from f'(G) — (x;, x), there exists a path from z; to x; and a
path from z; to 0. Consequently, there exists a path from z; to o so that .S; is not a vertex separator.
Thus, by contradiction, any vertex separator S; of (z;,0) in f'(G) — (z;, x) satisfies |S;| > ¢+ 1

if z; is unobserved. Therefore, G — (z;, x;7) is not discreetly attackable and step 4 is feasible. [

Theorem 5.24 shows we can obtain a minimal network resilient to zero dynamics attacks even
with constraints on communication. We can again use Dinic’s algorithm in Algorithm 6 to solve
problem (5.62). The worst case complexity is less than O((n — m)(2|X|)2(|€] + |V| — 1)) where

X and & are associated with matrices [A], [C].
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5.3.6 Joint Constrained Optimization of DCS for Detection

Since the constrained optimal solution, is also unconstrained optimal if it exists, the results in the
joint constrained case are similar to the joint unconstrained case. A significant deviation however

occurs when a solution calls us to minimize the number of sensors.

Joint Constrained Design: Agent and Sensor Attacks

Let S; be a minimal vertex separator between z; and o in f(G). The joint constrained design

problem is given as follows.

minimize aq||Allo + agm (5.63)
[AL[C]
subject to |Si| > g+ 1, [A)(3,7) #0, i € {1,...,n},

[Al(u,v) =0 = [A](u,v) =0, u,v € {1,...,n},
CeR™"™ me{qg+1,---,n},
1Csllo <1, je{l,...,n},

ICo =1, t € {L,...,m}.

Theorem 5.25. Consider problem (5.63). Suppose there exists a feasible solution. Thatis [A], [C] is
not discreetly attackable. If oy > «v. Then every agent should be observed (m = n). Alternatively,
if g > v, then m = q* where q* is the fewest number of sensors for which Problem (5.61) is

feasible. Finally, if a; = g, then m can be chosen arbitrarily from {q*,--- ,n}

Proof. For a fixed set of dedicated sensors, we can solve (5.61) to obtain the joint solution. Since
| All§ = (g+2)n—m for afixed set of sensors, the optimal value of (5.59) is (aa—ay )m~+a1(g+2)n.

The result follows. ]

Again, if a; > o, so that communication is more costly the sensing, it is optimal to observe
all sensors. If a; > «vy, we must first obtain a set of dedicated sensors [C*] with C* € R? " which

makes Problem (5.61) feasible. Given C*, Problem (5.63) can be solved using Problem (5.61).
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We note that determining ¢* is a combinatorial problem. Future work aims to discover efficient

solutions.

Joint Constrained Design: Agent Attacks

In the case of agent only attacks, we have

min[ij}nize ai||Allo + agm (5.64)

subject to [A](i,3) #0, i € {1,...,n},
|Si|>q+1, Vist. 0(z;,Y) =0,
[Al(u,v) =0 = [A](u,v) =0, u,v € {1,...,n},
CeR™™ me{qg+1,---,n},
ICillo <1, j €{1,...,n},

IClo =1, t € {1,...,m}.
where S; is a vertex separator between unobserved z; and o in f'(G).

Theorem 5.26. Consider problem (5.64). If (44 1)ay > «s. Then every agent should be observed
(m = n). Alternatively, if as > (q + 1)ovu, then m = q* where ¢* is the fewest number of sensors
for which Problem (5.62) is feasible. Finally, if (¢ + 1)ay = «vw, then m can be chosen arbitrarily

from {q*v ,TL}

Proof. For a fixed set of dedicated sensors, we can solve (5.62) to obtain the joint solution.
Since ||Al|§ = (¢ + 2)(n — m) + m for a fixed set of sensors, the optimal value of (5.64) is

(g — (¢ + 1)ag)m + a1(q + 2)n. The result follows. O

Again, if ay > (g + 1)a;, we must first obtain a set of dedicated sensors [C*] with C* € RY *"
which makes Problem (5.62) feasible. Given C*, Problem (5.64) can be solved using Problem

(5.62). Again determining ¢* is a combinatorial problem.
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In the case that ¢ = 0 for zero dynamics attacks, we can efficiently determining the minimum
number of sensors required and thus obtain an efficient solution. Note that ¢ = 0 for zero dynamics
attacks corresponds to solving the problem for ¢ = 1 and perfect attacks. Thus, this solution is

relevant.

Strongly Connected Component Decomposition

We first consider the graph G* = (X, Ex x) obtained by removing all observers and only consid-
ering the structural system associated with [A]. The digraph G% is strongly connected if there is a
path between any pair of vertices. Moreover, a strongly connected component (SCC) is a maximum
subgraph of G, that is strongly connected.

It is noted that any digraph can be uniquely decomposed into disjoint SCCs. Moreover, we
can represent such a decomposition using a directed acyclic graph (DAG), that is, a graph without
cycles [76]. A supernode in such a graph corresponds to a single SCC and there exists a directed
edge between two SCCs if and only if there exists an edge between vertices belonging to the
corresponding SCCs. We say that an SCC is non-bottom linked if there is no outgoing directed
edge from that SCC to another SCC. Otherwise it is bottom linked. Let G& = (Vs, s) denote the
DAG obtained from the SCC decomposition of G*. We can obtain the DAG in O(|X| + |Ex x|)

time complexity [77].

Caseq=1

Given the SCC decomposition of G* we can characterize the number of observers needed to ensure
structural left invertibility when the defender must be resilient to ¢ = 1 attackers. In particular we

have the following result.

Theorem 5.27. The minimum number of observers needed for [ A] to avoid being perfectly attack-

able when q = 1 is given by the number of non-bottom linked SCCs in G2 .
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Proof. To avoid perfect attacks when ¢ = 1, there must exist at least one directed path from every
node to an observer. This holds both for agent attacks, and agent and sensor attacks. We first argue
that each non-bottom linked SCC requires one unique observer. Suppose instead that a non-bottom
linked SCC X; € Vg does not have an observer. Let x; € X;. There must be a directed path
from z; to an observer. However, since X has no outgoing edges to another SCC, such a path can
not exist. Thus, the number of non-bottom linked SCCs in G gf is a lower bound on the number of
observers needed.

We next show that there exists a system which is not perfectly attackable with a number of
observers equal to the number of non-bottom linked SCCs in G To do this, we arbitrarily assign
an observer to each non-bottom linked SCC. Suppose x; is in a non-bottom linked SCC. Since
the SCC is strongly connected, there exists a path from z; to an observer. Suppose instead that x;
is in a bottom linked SCC. We observe that in ggf , there must exist a path from a bottom linked
SCC X; € Vs to a non-bottom linked SCC X; € Vg. If not, Qé“ contains a cycle. However, by
construction [76], G2 is an acyclic graph. Thus, there exists a path from a bottom linked SCC to a
non-bottom linked SCC. This implies that there exists a directed path from z; to an observer. As a

result, the system is not perfectly attackable. ]

In the case that ¢ = 1 for perfect attacks, the above theorem states that the fewest number of
observers needed is equal to the number of non-bottom linked SCCs. This allows us to solve the
joint constrained problem for design in (5.63) and (5.64) when ¢ = 1 for perfect attacks by first

obtaining a minimum sensor placement and then solving (5.61) or (5.62).

5.3.7 Examples
Illustrative Example

We provide an illustrative example which shows how we obtain the solution of Problem 5.61

based on Algorithm 4. Consider a 6-state system measured by 3 sensors, as depicted in Fig. 5.2.

The graphical representation of the constraint matrix [A] is depicted in Fig. 5.2(a) with self loops
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n r | |[[A]llo | ¢ | m | ||A]l§ | Runtime (sec)
100 | 0.15| 732 | 1| 10| 290 425.58
100 | 0.2 | 1080 | 1| 10| 290 776.31
100 | 0.3 | 2120 | 1| 10| 290 1766.97
100 | 0.2 | 1070 | 2| 15| 385 768.49
100 | 0.2 | 1038 | 3|20 | 480 682.13
50 | 0.2 232 | 1|10 | 140 25.11
150 | 0.2 | 2536 [ 1| 10| 440 | 1.1430 x 10*

Table 5.1: Runtime of Algorithm 4 for different n, ¢, » parameters to obtain Minimal Constrained
DCS Network Design.

abstracted away. If [A](u,v) is not a fixed zero, there exists an edge (z,, z,). Suppose the goal is
to design an optimal communication network which prevents all perfect attacks when ¢ = 2 and
all zero dynamics attacks when ¢ = 1. Recalling Algorithm 4, we start with the digraph associated
with [A], and for each of the state vertices x; we keep enough outgoing agent neighbors to ensure
the size of the minimum vertex separator between (x;,0) is ¢ + 1 (to ensure the system is not

discreetly attackable) or ¢ (to ensure the system is not perfectly attackable). Figs. 5.2(b)-5.2(d)

show the results of these iterations.

Formation Control

Consider a multi-agent system with n agents, where the agents are able to locally communicate
with each other. The goal of formation control could be organizing the agents according to certain
2-D formations. In the simulation, we generated an n x 2 matrix of random variables under uniform
distribution U0, 1], which represent the initial location of n agents.

We again consider problem (5.61). Due to communication cost and noise, the communications
between agents are restricted to a certain radius r. As a result, we can compute the constraint

matrix [A] by enumerating the distance between every pair of agents. More precisely, if the

distance between the i-th agent and j-th agent is less than r, then [A](i,j) = [A](3,7) # O.

Otherwise, [A](i,7) = [A](¢,j) = 0. Under such a constraint matrix, the goal is to design a

minimum communication network [A], which prevents zero dynamics attacks (the defender does
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(a) Original graph, i.e., the constraint matrix
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(c) For x4, delete edge to x1.

V1

X3 Xs
) V3

(b) For z1, x5 and x5, delete edge to za, 24,

and xg, respectively.

V1
X1

X
X5 5
) V3

(d) For x4 and x¢, delete edge to x».
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Figure 5.2: Process of Algorithm 4, starting with the constraint matrix in (a). This obtains minimum

constrained DCS Network Design.

not know the initial state) from ¢ malicious sensors and actuators. To generate [C], we apply graph

clustering [78] to the graph associated with [A] and group the vertices into five clusters. In each

cluster, we assign ¢ + 1 sensors to ¢ arbitrary state vertices.

Note that the structural system ([A], [C]) constructed based on the previous discussion is not

necessarily left invertible and strongly observable with respect to q attacks. In other words, feasible
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solutions may not exist for some of the randomly generated pairs ([A], [C]). The following results
only consider those ([A], [C]) pairs with a feasible solution. Table 5.1 lists the simulation results,
where we consider different values of n, ¢ and r, and record the runtime of Algorithm 4 using a

Macbook Pro running Ubuntu Linux with a 2.7 GHz Intel Core i5 processor. In order to compute

q + 1 essential neighbors of x;, we incorporate the toolbox TOMLAB/CPLEX.



Chapter 6

Information Flow for Attack Detection

In the previous chapters we have discussed several methods for performing active detection. Specit-
ically, we have introduced physical watermarking, the moving target, and robust structural design.
In this chapter, we introduce a formal architecture which can help guide a defender in the analysis
and design of systems that are resilient to undetectable attacks. In particular, we introduce the
notion of information flows as a means to characterize detectability of attacks. Here, we borrow
nomenclature from the study of information flow in software security, which was used to charac-
terize properties of secrecy. Roughly speaking, a designer’s goal in such systems was to restrict the
flow of information to ensure sensitive information was available to only the appropriate parties. In
our work, our goal is to in fact design systems that elicit the flow of information from an attacker’s
actions to the defender’s outputs. We propose the KL divergence as a suitable metric to character-
ize this information flow and demonstrate its effectiveness in characterizing the stealthiness of an
attacker. We conclude by offering a design methodology, which can aid a defender in designing
systems that can actively detect an adversary, and investigating the information flow generated by

several attack and defense strategies. The results in this chapter are largely based on [79] and [80].

208
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6.1 Active Detection as Causal Information Flow

6.1.1 System Model
We consider a control system with discrete linear time varying model given below.
Try1 = Apxr + Brug, + wy, yp = Crxy + v (6.1)

As done previously, z;, € R" is the state, u, € RP? is the set of control inputs and y, € R™
is the set of sensor outputs. Once more, wy ~ N (0,Q) and v, ~ N(0, R) are independent and
identically distributed (IID) process and IID measurement noise respectively where R > 0. We will
additionally consider a version of the system where Ay, By, C}, are constant and given by A, B, C
respectively. We assume here that (A, Q%) is stabilizable. We consider a finite horizon 7. We will

also consider a deterministic setup where
Tri1 = Apzr + Brug, yr = Ciay. (6.2)

We let Z;, be the information available to the defender at time £ after making a measurement.
In the stochastic setting, the initial state z, is unknown. However, the defender knows that
f(zo|Z-1) = N(Zo|-1, Poj-1). The defender at time —1 is aware of the system model M =
{{Ak, B, Cy},Q, R, Zo|—1, Pyj-1}. In the deterministic setting, if the defender knows x, we have
M = {{Ay, Bg, Ci}, zo} If the defender does not know xy, we have M = {{A, Bg,Cr}}. In

total the defender’s information at time £ is given by

Ty, = {Youk, Uouke—1, M}. (6.3)

Thus, Z_; = M. Therefore, the defender is a central entity having cumulative knowledge of the
dynamics of the system and the history of outputs and inputs. We now aim to define an admissible

defender strategy.

Definition 6.1. An admissible defender strategy is a sequence of deterministic functions
{U_1,Uy, - -+ ,Ur_1} which take the defender’s information and maps it to a feasible action on the

system. The set of feasible defense strategies are denoted by Ur = {U_1.7_1|U_1.7_1 is feasible }
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We keep the definition of an admissible defender strategy general to account for the various
actions the defender can introduce. Physical watermarking at the control input, either through
additive Gaussian inputs or intentional packet drops represent a viable defender action. In this
case, for k > 0, u, = Ux(Zx). The action can be represented as a deterministic function since the
watermark is in fact a deterministic function of the seed of a pseudo random number generator,
which is known to the defender. Other possible actions can include a change in system parameters
according a moving target approach. In this case U_1(Z_1) = { Ak, Bi, Cr}. Since { Ay, B, Ci}
is chosen exclusively using a pseudorandom number generator, it is a deterministic function of the
defender’s information. A one time change in the system matrices as dictated in our chapter on robust
structural design can also be captured using /_;. For instance, we can have U_1(Z_,) = {A,C'}.
In this chapter, we assume uy, = Uy (Zx) for k& > 0. In addition, if the defender has available degrees
of freedom, U_1(Z_1) = { Ak, B, Cr }-

We assume that the defender implements some passive bad data detector to determine whether
the system is operating normally, denoted by a null hypothesis H,, or if there exist an abnormality

(or possible attack), denoted by a state of H;. We define an admissible detector as follows.

Definition 6.2. An admissible defender detector strategy is a sequence of deterministic functions
{Wy, Uy, -, Ur}, which take the defender’s information and maps it to a binary decision Hg or

Hi.

Thus, at each time k, the defender intelligently constructs a function ¥, which maps the
defender’s available information to a decision about the state of the system, whether it is operating
normally or has faulty and/or malicious behavior. The probability of detection 3}, and false alarm

ay, are given by

Bk: = Pr(\IJk(Ik) = H1|H1), . — Pr(\Ifk(Ik) = H1|H0) (64)
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6.1.2 Adversarial Model

We now aim to model an attacker in a CPS. The attacker’s actions are a function of the adversarial
information. Unlike the defender, the adversary in our setting has potentially two opportunities to
act on the system. The attacker can first act given information Z;;~ which potentially includes the
control input u;_; sent by the defender, but does not include the true output of the system. The
attacker can again act when the true measurement is received. We refer to the attacker’s information

at this point to be Z;!. With this, we can define an admissible attack strategy.

Definition 6.3. An admissible attack strategy is a sequence of deterministic functions
{Ug, U= Uy, - - U~ UL} which take the attacker’s information and maps it to a feasible action

on the system.

The given definition can capture very general attack strategies. For instance, a topology attack
time &k can be represented as U{(Z') = {Ax}. A denial of service attack can introduce packet
drops at the input or output. For instance a drop at the control input can can be characterized as
u—1 = Uy~ (Zy~) = 0. However, as considered in the rest of this thesis, we focus on integrity

attacks. In this case, the system model is given by

Tp1 = Agxy + Bruyg + B uj + wy, (6.5)

Y = Ckxk + Dadi + Vg. (66)

We make the assumption here that an attacker is restricted to manipulate a fixed set of inputs and
outputs described by the matrices B and D®. We assume B® € R"*P«. The sensor attack matrix
D®* € R™ ™~ is constructed under the assumption that some set m, sensors can be modified. Note
for simplicity we assume B“ and D are constant matrices with no nontrivial null space. However,
we can also consider the time varying case.

Here, we assume at a minimum that the adversary is aware of his or her own input history.
Moreover, the adversary may have the ability to read a subset of control inputs u;, or sensor outputs

yx from the defender. For instance, if the attacker can modify channels, he may also be able to
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intercept signals sent along these channels, thereby utilizing a man in the middle attack. The
portion of inputs and outputs the attacker and defender can read are public and are denoted u} ", y; "
Finally, the adversary may have some imperfect prior knowledge of the plant M, the controller C,

and the detector D. The adversary’s information is

A ~

Il(cl_ = {ugzkz—Qa dg:k—l? ug?k—h yg?;c—lv M’ C’ D}' (6'7)

T = {ugp—1, dogs> ug?k—lv yg:%w M, C,D}. (6.8)

As aresult, in this setting uf_, = U, (Z;" ) and d}f = U} (Z}).

6.1.3 Information Flow: Background

In this subsection we introduce the notion of information flows as it relates to software security and

propose its use for characterizing detectability in control systems.

Definition 6.4 ([81]). An information flow exists from object x to object y whenever information

stored in x is transferred to, or used to derive information transferred to y.

Information flow has been traditionally used to restrict flows of information to ensure properties
of secrecy. For instance, [82] considered a lattice based security structure with a finite number
of security classes having a partial ordering. Each object such as a variable, array, or file has a
security class. In US intelligence, examples of security classes includes unclassified, confidential,
secret, and top secret. Information can flow from unclassified objects to top secret objects but not
vice versa. [81] proposed program certifications to ensure only valid information flows existed.

Goguen and Meseguer [83] demonstrated that information flow can be used to express very
general security policies including multi-level security, capability passing, confinement, discre-
tionary access control, downgrading, and channel control. These policies can be implemented

using noninterference assertions.

Definition 6.5. An object H is non-interfering with an object L if the behavior of H has no effect

on the information of L. Thus, there is no information flow from H to L.
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Significant research has investigated how to design systems with non-interference properties
[84], [85], [86]. We however wish to design systems where there does in fact exist interference.
Specifically, it has been recently noted that information flow can be related to the problem of
detection [87]. For instance, aspects of digital watermarking to detect copyright infringement
and traitor tracing to detect stolen keys make use of information flow analysis in order to detect
malicious flows of information.

Moreover, the authors propose information flow experiments in order to detect information
flows. The specific application considered is web data usage detection where the aim is to determine
if the information collected by a user at a website impacts the treatment of the user on that and
affiliated websites. During an information flow experiment subjects are randomly assigned to either
an experimental group or control group. The differences between each group is carefully controlled.
In the case of web data usage detection, the experimental group interacted with websites while
the control group remained idle. A hypothesis test is used to determine if the resulting website
treatment (as determined by ads) is different.

In the CPS security case, the experimental group is the true system which may or may not be
under attack, while the control group is represented by a model. The measurements of a system
are compared to the expected outputs to determine if there exists an information flow from a
potential adversary to the sensor measurements. A hypothesis test in particular is leveraged to
detect an information flow coming from an adversary. If an adversarial strategy does not generate
measurements that can be distinguished from the measurements of a system under normal operation,
we would say no information flow exists. Such an attack can not be detected. On the other hand, if
the attacker’s actions generate measurements that can be distinguished from the expected behavior
of the system operating normally, then an information flow has been generated. In this case, an
attack can be detected.

In stochastic systems, we would like a metric to characterize attack detectability. Quantitative
information flow has been studied in the past. Most quantitative measures have been associative

[88]. Associative measures of information flow, which quantify correlation, attempt to evaluate
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how much information is leaked between two objects and thus provide utility in secrecy and
privacy applications. More recently, causal measures for information flow have been explored [89].
Causal measures quantify the extent to which changing an input changes the system output. This
is suitable for detection as we aim to characterize how much an attacker’s influence perturbs the

sensor measurements in our system.

6.1.4 The KL Divergence as a measure of Information Flow
Deterministic Systems

In this section, we propose metrics to measure the information flow introduced by the attacker’s
inputs. In deterministic systems, we assume wy, and vy, are 0. Detection in deterministic systems is

also deterministic. As a result, we propose a binary measure of information flow below.

Definition 6.6. Assume x is known to the defender. The deterministic information flow [ EX from

the attacker’s inputs (U, Uy 1) to the defender’s outputs yo.r at time T is 0 if for 0 < k < T

Yr(wo, U-1:4-1,0,0) = yp(wo, U-1.5—1, Ug, UT'Y)-
Otherwise [FF = oo.

By construction, the control inputs are a deterministic function of the prior inputs and outputs,
the initial state, and the known sequence of system matrices. As such, the sequence of sensor outputs

is entirely deterministic and known to the defender, thus validating our measure of detectability.

Definition 6.7. Assume wq is not known to the defender. The deterministic information flow 1 F
from the attacker’s inputs (US., Uy 1) to the defender’s outputs yo.r at time T is 0 if for 0 < k <T

there exists x(, € R"

Uk (g, U-1.6-1,0,0) = yp(zo, U-1.5—1, U1, U ).

Otherwise [FR = .
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By construction, the control inputs are a deterministic function of the prior inputs and outputs
and the known sequence of system matrices. As such, for a given initial state, the sequence of
sensor outputs is entirely deterministic and known to the defender, thus validating our measure of

detectability.

Stochastic Systems

We propose the KLL divergence as a measure of information flow in the stochastic setting. We
introduced the KL divergence in Chapter 2, but revisit here. For definiteness, we assume that all
discrete time stochastic processes of interest considered hereafter induce (joint) distributions on the
path space that are absolutely continuous with respect to Lebesgue measure. Thus, they possess
densities in the usual sense. The KL divergence between a distribution with probability density
function p(x) and a distribution with probability density function ¢(z) over a sample space X is
given by

D (p(@)lq(a)) = /

X

log (%) p(z)da. (6.9)

The above definition can be generalized to probability measures. The KL divergence has the

following properties

. Dgr(p(x)|lg(z)) > 0.

2. Dir(p(x)||q(z)) = 0 if and only if p(x) = ¢(z) almost everywhere.

3. Drr(p()llq(x)) # Drr(q(@)||p(z)).

We now use the KL divergence to define information flows in a physical system. To begin, denote

the conditional distribution of the output based on apriori information as follows.

T 1 U 151 »ngauf;

]D)yo:k = f(yO:k|I—17u—1:k—1’u(()l:kvuf:;)'
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a—

Definition 6.8. The information flow from the attacker’s inputs (U, Uy.1) to the defender’s outputs

Yo.7 at time T' is

1 T U1 US U
_ -1,U-1.T7-1,U4g. Uy Z_ 1,U4_1.7-1,0,0
[FT - T 4 lDKL(]:D)yO:T H]D)yO:T ! ! )

The proposed definition of information flows, both in the deterministic and stochastic settings,
has many desirable properties, which make it compatible with existing measures of information
flow in cyber security. First, our measures allows us to recover the property of noninterference in
deterministic systems and probabilististic noninterference [90] in stochastic systems. There exists
interference from a high level object H to a low level object L if changing the behavior of H changes
the information of L.

In our model, the low level inputs are the defender’s actions, the high level inputs are the
attacker’s actions, and the low level outputs are the defender’s outputs ¥,.,. In a deterministic
system, with known initial state, if an adversary’s actions change the output .., the information
flow is infinite, reflecting the fact that there is interference. However, if the output yo.; is the
same when the system is operating normally and under attack, indicating noninterference, the
deterministic information flow is 0. There exists probabilistic interference from a high level user to
a low level user if changing high level inputs measurably alters the distribution of low level outputs.
We see [ F» = 0 if and only if there exists probabilistic noninterference.

While for simplicity, we consider a fixed window 7' for detection, we can consider the infor-
mation flow generated at each 7" as a means to characterize time to detection. For instance, in a
deterministic setting, if the deterministic information flow is 0 from time 0 to &£ — 1 but is infinite
at time k, then the time to detection is k.

We can use prior work to relate our measure of information flow to properties of detectability.

This brings us to the following theorem from [91] and [92].

Theorem 6.1. Let € > 0. Suppose limsup,_,., [ Fy, > e. Then there exists 0 < 6 < 1 and a
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detector {Wy} such that By, > § for all k > 0 and

lim sup — log(ag) > e.

In addition suppose the outputs generated under attack are ergodic. Suppose limy_,, [ F}, < e

For any detector { ¥} that satisfies 5y, > § for all k > 0, where 0 < § < 1, we have

lim sup — log(ay) <.

Finally I Fr = 0 for all T' > 0 if and only if there is no k > 0 and detector satisfying B > .

The information flow is essentially equivalent to the optimal decay rate in the probability of
false alarm. As a result, information flow allows us to generically evaluate and compare the
detectability of different attack policies as a function of the defender’s active detection strategy.
However unlike other potential measures such as 3, the KL divergence can, in many case, be
efficiently characterized.

We note that it may be difficult to compute the KL divergence of the outputs y.7 directly. For
instance, if a control policy includes nonlinear feedback, the Gaussian property of the output is
destroyed, which likely removes the ability to obtain closed form distributions of the output. We
can instead consider the normalized residue z;, obtained from a Kalman filter. The Kalman filter

is given by:

Tpy1je = Aprp + Beug, Tip = (I — KpCr)Zgp—1 + K,
Py = Akpk|k—1z4£ +Q — Akpk|k—lcg(ckpk|k—1cg + R)ilckplﬂk—lAga
Ky, = Pk|k—1CkT(CkPk\k—1CkT +R)!, 2= (Ckpmk—leT + R)*%(yk — Crpjh—1)-
Recall that the normalized residue z; is a normalized measure of the difference between the

defender’s outputs and the expected outputs derived from the state estimate. We now have the

following result.
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Lemma 6.1. Consider the stochastic setting. The set of residues f(zo.x|Z_1,U_1.4-1) = N(0,1)
when the system is operating normally. Moreover given I 1 and an admissible defense strategy

U_1.x_1, 20 IS an invertible function of 1o.i.

Proof. We know f(zo|Z_1,U_1-1) = N(0,1I) from [93]. We use the fact the time varying
system matrices are known to the defender due to Z_; and the fact the residue is independent of the
control input.

We now prove that 2. is an invertible function of 1., for an admissible control strategy by
induction on k. We can trivially obtain 2., from . using a Kalman Filter so we focus on obtaining
Yo.x from the residues 2.

1) Case k = 0: yo = CoZoj—1 + (CoPo—1Cy + R)%zo and the result holds.
2) Case k = j: We assume z.; is an invertible function of ;.

3) Case k = 7 + 1, we observe that
R . 1
Zip1y = A+ AjK(C5Py1C + R)? z + Bju;.

First, w; = Uy(Z;) = Uy(yo.1, woq—1, M) for I < j. Given zp,, by our induction assumption, we can
obtain y,; and consequently compute wug; for [ < j. As such, given 2j,; we can compute Z; ;.

We then see that y; 1 = (Cj41Pj41);C7,, + R)%Zj_i,_l + Cj+1%41); which concludes the proof. [

Because the residues and outputs are related by an invertible mapping, we can show their KL.

divergences are equal [94].

Theorem 6.2. The KL divergence between sensor outputs and between residues are equivalent.

Dxr (Dg&;Uq;TA UG Ut | ’Dg&;’uflﬂ:l’o’o) = Dy (Df(;;’uflszlvug:T’uﬁ} ‘ |ID)§(;C1F7U71:T71,0,0)

Due to Theorem 6.2, we can analyze the residues operating normally and under attack instead
of the system output when computing the information flow. Residues under normal operation have

a known zero-mean Gaussian distribution. If the distribution of the residue under attack remains
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Gaussian, a closed form solution exists for the KL divergence. The KL divergence between two

Gaussian distributions N7 = N} (1, X1) and Ny = Ny (po, o) with gy € R! is [95]
DKL<N1HN0) = —5 + 5'[1‘(20 21) -+ 5 10g det (2021 ) + 5(#1 - /Lg) EO (/Ll — /L(]>.

Even if the attacker’s policy preserves the Gaussianity of the residues, it may still be difficult
to compute the KL divergence of zj.; since it is a growing sequence. Fortunately, we can leverage

the independence of the residues to obtain the following bound.

Theorem 6.3. The information flow generated by an adversary can be lower bounded by the sum
of the residue-based KL divergences generated at each time step.

T 1 U1 1 UG U, | |D1717M—1:k—17070)
2k

T
DKL(]D)Zk
IFr >
T—; T+1

Proof. By Theorem 6.2 and Bayes rule we know

T DKL (]D)I—Lu_l:k—l 71/{8:]@7“{1:; ‘ |D2717U71:k71’0’0>

I — 2| 20:k—1 “k
Thus, we observe
T 117172/[—1:16—112/[([)1;}672/{?:%
IFp — IFfP = S
T T kz_o T+1

where 1 FTLB is the obtained lower bound and 7, is the mutual information between z;, and

ky»20:k—1

20.x—1 Which is nonnegative. [l

Instead of computing the KL divergence of vectors zy.;, € R™*, which in general requires us to
store and compute the determinant of a matrix in R™mExmk we can instead obtain a recursive lower
bound by computing the sum of 7" divergences for vectors z; € R™. Moreover, note that the gap
between the lower bound and [ Fr is the scaled sum of mutual informations between z;, and zg.;_;

so that if attack residues are independent, the gap is 0.
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6.1.5 A Methodology for Design

In this section, we provide loose guidelines for the design of resilient CPS in order to detect

adversaries actively. To do this, we first introduce the following definitions.

Definition 6.9. An attack strategy {U§,Uj 1} generates an unconditional e—weak information

flow at time T' if for all feasible defense strategies U_1.7_1 in Up, we have [ Fr < e.

Definition 6.10. Ler Ur C Ur. An attack strategy {U§,, Ui} generates an Uy conditional

e—weak information flow at time T’ if for all feasible defense strategies U_1.7—1 in Ur, we have

[FT S €.

Definition 6.11. A defense strategy U_,.7_, generates an U, conditional e—strong information

flow at time T if for all feasible attack strategies {US.;, U7} in US, we have I Fr > e.

Note in deterministic systems, we will consider the metric Fjp instead of / Fr in the above
definitions. Consider a defender who has degrees of freedom represented by U, and a current
defense policy given by U/_;.r. Suppose the defender wishes to detect an attack {U., U} with
IFr > e. We first require the defender categorize the information flow. If the defense strategy
U_1.7—1 generates a {US., U} conditional e—strong information flow at time 7, then adequate
detection performance is obtained and no further actions need to be taken.

On the other hand, suppose {U{.,-, U7} generates an Uy conditional e—weak information flow
at time 7" where U_1.7_1 C Uy, but Uy is a strict subset of Uy. Then, we must try to search
for defense policies (active detection strategies) in Uy which allow us to generate a {U, U 1}
conditional e—strong information flow. Such a policy, in addition to security, must balance
performance and cost constraints. Moreover, ideally we can find such a defense policy (active
detection strategy) that retains our ability to detect other realistic attack vectors. For instance, if
we desire that [ F7p > e for all feasible attack vectors in Uf, we need U_;.7_1 to generate an U%

conditional e—strong information flow.
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Finally, suppose {U.,, U, 7} generates an unconditional e—weak information flow at time 7.
In this case, regardless of the chosen active detection policy, we are unable to obtain adequate
levels of detection. In this case, it might be necessary to increase the defender’s degrees of freedom
(i.e. expand Uyp) in order to achieve adequate detection of a given attack vector. The design

methodology is illustrated in Fig. 6.1.

Design Methodology

Goal: Be able to detect new attack vector by designing IF- > €

Current Defender

1 .
) Ali::,talr.:ker Defender Degrees of =i Categ_onze
S Policy Freedom Information Flow
2) Do the Following
Type of Information  Detectability of Attack Action Required
Flow
Unconditional € - Attack is stealthy for all Nothing can be done without
weak information admissible defender increasing the available DOF
flow policies: IFr< € for the defender
Conditional € - weak Attack is stealthy for some Change Policy: Balance
information flow  defender policies (including Information Flow and System
current):IFT £ € Performance
€ —strong Attack is detectable for
information flow current defender policy: None
IFr> &
3) If necessary, increase degrees of freedom and/or change the
defender policy. Ensure prior attack vectors generate sufficient
Information Flow

Figure 6.1: A simple design methodology for introducing adequate information flows via active
detection
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6.1.6 Examples

In this section, we consider several simple examples which illustrate the utility of our information

flow metric for detection.

False Data Injection Attacks

Assume that the adversary injects additive inputs which are independent of the defender’s system

outputs. Thus, we assume

~

UZ—I = u]?_ (ugzk—27 dgzk—h M’ C’ 15)7
di = ul? (ugzk—lv dgzk—la M? év 25) (610)

Such attacks are known as false data injection attacks. We now have the following result, allowing

us to compute the information flow generated by false data injection attacks.

Theorem 6.4. Consider an admissible adversarial policy which satisfies (6.10). Then,

1

IFPp=—
T +1)

Azl Az, (6.11)
where Az, satisfies Ae_1 = 0 and

A€k+1 == (Ak - Kk+10k-+1Ak-)Aek -+ ([ - KkHCkH)B“uz - Kk+1Dadz+1

Azk = (CkPk|k_1CkT + R)ié (CkAk,lAek,l + CkBaui_l + Dadz) . (612)

Proof. Let z;, be the normalized residue under attack and z; be the normalized residue under

normal operation. Similar to the proof of Theorem 5.8, we know that
2L = Zz + Azk

Moreover, from an inductive argument, we see that Az, is a deterministic variable since I, and U}’

e
T 1 U_1:k—1,U5,,,U7

are known functions of deterministic variables. As a result, D, k= N(Azp, I).
Finally, from Lemma 6.1, we know D% "“~"#~%% — A7(0, I). The result follows by computing

the KL divergence between normal distributions. [
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We remark that Aey, is the bias introduced in the estimation error of our Kalman filter due to
the false data injection attack.

There exists scenarios where a false data injection attack can be incredibly effective. Suppose
Ay, By, C}, are constant matrices and the Kalman filter has converged to a fixed gain K. Moreover,
define Uy so that all defense strategies can only alter the control input. We have the following

result from [43].

Theorem 6.5. Given some B > 0, there exists a sensor attack satisfying || Azg||o < Bforallk > 0
while lim sup,,_, . ||Aex|l2 = oo if and only if A has an unstable eigenvalue with corresponding

eigenvector v satisfying
1. Cv = Image(D")
2. v is a reachable state of Aej, = (A — KCA)Aey_y — KDdy.
This result can be framed in the context of information flows.

Corollary 6.1. There exists a destabilizing sensor false data injection which can generate an
unconditional e—weak information flow for all time T" > 0 if A has an unstable eigenvalue with

corresponding eigenvector v satisfying
1. Cv = Image(D*)
2. v is a reachable state of Ae, = (A — KCA)Ae,_1 — KD*dS.

This result is easily seen by taking B = v/2e. We remark that such an attack generates an
unconditional e—weak information flow since U only allows a defender to provide active detection
through the control input. By increasing the feasible design space, such an attack may only generate
all_q.7_1 conditional e—weak information flow.

Intelligent active detection can allow us to elicit a strong information flow. For example, we can

utilize the hybrid moving target proposed in Chapter 4. Inthiscasetd_1(Z_1) = { Ay, Ck11}. Recall
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from Theorem 4.9 that if a defender uses a moving target defense leveraging the design recommen-
dations listed in Chapter 4.2, then lim sup,,_, . ||Aex|l2 = 00 = limsup,_, ., [|Azk||2 = oo with
probability 1. In other words, a destabilizing attacks results in an unbounded residue. We remark
that lim sup,,_, . || Azk||2 = oo on its own does not allow us to make any definitive statements about
the information flow as currently defined. However, if we redefine the time that k£ = 0, then we can

obtain unbounded information flow. In particular, we have the following.

Corollary 6.2. Define {Uy.} so that the defender uses a moving target defense leveraging the design
recommendations listed in Chapter4.2. Suppose, using a sensor only attack, lim sup,_, . [|Aeg||2 =

00. Then, with probability 1, for any € > 0, there exists k' > k > 0 which satisfy

1 T 1 U_y 4 U

7Z"] T 1,U_q.40 0,0
DK! (D 0:k! k! ID) ' 1:k e
Y-
k/ k ] k:k! H

Yk, k!

) > e

Another effective technique for active detection was the robust design of systems in Chapter 5.
For example, suppose we design our system (A, C') so that (A4, [B* Opxm. ], C, [Omxp. D7) is left
invertible and strongly observable for all feasible B* and D*. As a result, _(Z_;) = {A,C}.
From Theorem 5.4 and Corollary 5.3, if lim sup,._, . [|Aex|l2 = oo, thenlim supy_, . [|Azk||2 = 0.

Again, if we redefine the time that £ = 0, we can obtain a strong information flow.

Corollary 6.3. Define {Uy} so that the defender designs (A, C) so (A, [B* 0pxm.|, C. [Omxp, D)
is left invertible and strongly observable. Suppose, limsup,,_, . ||Aeg||2 = 0o. Then, for any e > 0,

there exists k' > k > 0 which satisfy

1 T Uy U

7ua_ -Z—l U / 0,0
—DK I (D 0:k/ Lk ||D , LR
Yk:
K—k+1 hik!

Yen ) > €.

Perfect Attacks and Zero Dynamics Attacks

Consider an LTI control system under attack defined by system matrices (A, B,C) and at-
tack matrices B* and D“®. Here, we assume B“ and D® have full column rank. Suppose

(A, [B* Opxm.], C, [Omxp, D?]) is not left invertible. Moreover, assume the defender’s strategy
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U_1.x—1 only changes the control input. From Theorem 5.2 and Theorem 5.6, we know we can

construct a destabilizing perfect attack. In the deterministic setting we know that for all £ > 0,

Yk (20, U-1.5-1,0,0) = yr(xo, U_1.6-1, UGy, UL )-

As aresult /F?P = 0 for all 7. Such an attacker fails to generate an information flow. Perfect
attacks in a stochastic setting are equally effective. Since, a perfect attack introduces no net bias

into the sensor measurements, we know that

T Wor| Lo, U-r.p—1,Ugy, U) = [(Woue|Z-1,U-1:4-1,0,0)

As such, I Fr = 0 for all £ in a perfect attack.

Suppose the defender does not know x in a deterministic setting. Suppose (A, C') is observable
but (A, [B* Onxm. s C, [Omxp. D?]) is not strongly observable. Moreover, assume the defender’s
strategy U_1.;—1 only changes the control input. From Theorem 5.4, we know we can construct a

zero dynamics attack. Here, there exists z;, € R™ such that for all £ > 0

Uk (20, U-1.6-1,0,0) = yr(zo, U_1.5—1, US4, U7 ).

Asaresult I F 1’? = O forall 7. Here, in the absence of initial state information, the adversary avoids
generating an information flow. We can compute the information flow generated by a zero dynamics
attack in the stochastic setting. Here, we assume the Kalman gain K, and error covariance Py,

have converged to K and P respectively. We have the following result.

Theorem 6.6. Suppose an attacker performs a zero dynamics attacks with the sequence of attack
inputs determined by (5.13). Thus, the zero dynamics attack is associated with initial state deviation

0xo. The information flow I F'r generated by a zero dynamics attack is given by

T
IFp = ;1) > oz (A= AKCM)'CT(CPCT + R)™'C(A — AKC)Fbxy.  (6.13)
k=0

2T +

Moreover, limp_, [ Fr = 0.
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Proof. We observe (6.13) is an immediate consequence of Theorem 5.8 and Theorem 6.4. Next,
let ¥ = limy 0 Y1 (A — AKC))TCT(CPCT 4 R)"'C(A — AKC)*. Since (A — AKC) is

Schur stable, Y is the finite solution to the following Lyapunov equation

Y= (A—-AKC)'S(A—- AKC) + ot (CcpPCt + R)~'C.

As aresult, we have limy_,oo [ Fr = limp_, Q(T—IH)(S%TE(MO =0. O

If the defender only has the degrees of freedom, as defined by Uz, to change the control
input, we see that a perfect attack generates an unconditional 0-weak information flow both in the
deterministic and stochastic settings. In addition, if the defender does not know the initial state,
a zero dynamics attack generates an unconditional 0-weak information flow in the deterministic
setting. Finally, for any € > 0, there exists a 7" > 0 such that a zero dynamics attack generates an
unconditional e-weak information flow at time 7" > 7" in the stochastic setting.

Increasing the degrees of freedom Uy can allow a defender to actively detect these integrity

attacks and elicit a strong information flow.

Theorem 6.7. Suppose the defender designs (A, C') so that (A, [B* Opxm. ], C, [Omxp, D?]) is left
invertible. Thus, U_1(Z_1) = (A,C). Assume xq is known to the defender. Without loss of

generality assume that either d% or u$ is nonzero. Then for T > n, IFF = cc.
Proof. We prove by contradiction. Suppose for some 7' > n, we have

Yo, U_1.4-1,0,0) = yr(xo, U_1.5—1, USs, UL )
for 0 < k < T. From Theorem 5.1, this implies

0xpy1 = Adxy + Bug,, 0<k<T -1, 0xg =0, (6.14)
0=oyr =Coxr+ Dy, 0<k<ZT. (6.15)
From, Corollary 1 of [96], since the system is left invertible, it is n delay invertible. Thus, we

can uniquely recover input uf, dj given 0yp, - - - 0y,. when dzy = 0. We see that dy;, = 0 for

0 < k < n. As aresult, this implies both v = 0 and dj = 0, which is a contradiction. O]
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Let ¢ > 0. In the deterministic setting, for 7' > n, we know that {/_;.7_; generates an
(U§.7, Ui 7) conditional e—strong information flow at time 7" if the attacker’s strategy dictates df}

or g is nonzero. We can obtain similar results by designing strongly observable systems.

Theorem 6.8. Suppose the defender designs (A, C') so that (A, [B* Opxm.], C, [Omxp, D)) is left
invertible and strongly observable. Thus, U_1(Z_,) = (A,C). Assume xq is not known to the
defender. Without loss of generality assume that either d or u§ is nonzero. Then for T > n,

IFP = .
Proof. We prove by contradiction. Suppose for some 7' > n, we have

Ye(20,U-1.6-1,0,0) = yp (g, U_1.6—1, Usy, UL,
for 0 < k < T. From Theorem 5.3, this implies

x4 = Adxy + By, 0<k<T -1, oxg € R", (6.16)

0=oyy =Coxy+ Dy, 0<kE<ZT. (6.17)

From, Theorem 4 of [97], since the system is strongly observable, we can uniquely recover input
dxg given 0y, - - - 0y, and unknown inputs. Since dyq, - - - 0y, are all zero, we know dxy = 0. Since
the system is left invertible, oy, = 0 for 0 < k < n, and dxy = 0, we can uniquely recover u§ and

dg. This implies both u§ = 0 and df = 0, which is a contradiction. []

Again in the deterministic setting, for 7' > n, we know that &_,.r_; generates an (US.,, U;'7)
conditional e—strong information flow at time 7' if the attacker’s strategy dictates dj or u{ is

nonzero.

Replay Attacks

Consider a stochastic LTI control system with system matrices A, B, C. In a replay attack, the
adversary observes a sequence of measurements from y_y to y_y.7_1. Then, without loss of

generality, at time 0, the attacker replays these measurements. Here, we will assume N > T'is
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large so that the adversary has an adequate buffer and that the replayed outputs are independent of
the current outputs. Moreover we assume the system at time —V is in steady state. In the ensuing
asymptotic results, we will make the assumption that NV and 7" approach co. We first argue that a
replay attack generates a conditional e-weak information flow for common control policies Uy. 1.
For instance, consider a defender that uses state feedback with gain L so Uy (Z;) = Ly Let

A= (A+BL)(I - KC)and P2 (CPCT + R). It has been shown that [27]
2k — Zk—N — PiéC.Ak(i‘m_l — j—N\—N—1)~ (618)
If A is Schur stable, the second term converges to 0. Therefore, we have the following result.

Theorem 6.9. Suppose that our control system (2.1), (2.2) with state feedback control is under

replay attack, where A is Schur stable. Then, Tlim IFr=0.
—00
Proof. We observe from (6.18) that under replay attack
20k N(,UT? ZT)? (619)

g (Gm : jm+m —1) = =P 3C A &y, (6.20)

S,(jm jm4m—1,0m:lm+m—1) =P 2CAWMUYTCTP 2 +6(1—m)I, (6.21)

where W is the steady state covariance of Zy;,—; and ¢ refers to the discrete delta dirac function.
From Theorem 6.2, and Sylvester’s determinant theorem we have

T 1,U_ e Z/{
DKLGDyO; 1:k—1,UQ, 15 lkH 50;,U71:k717070):

Cl+02+63
2

where
k
c=tr (Z ’fC.AJW .AJ)TCTP>
Z.Tm 1 A] TCTP 1CAJI0| 1,

k
c3 = —log det (I + ZWé(Aj)TCTPlC.AjW%> :

J=0
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Let X; and X5 be given by

X1 =) AW = A A" + W,

j=0
Xy =) (A)'CTPTICA = A" X, A+ CTPTIC
j=0

From Lyapunov’s equation and since A4 is stable, the matrices X; and X, exist and are bounded.

Since ¢, ¢2, and |c3| are monotonic in k, we have for all k
o <t (P*écxlcTP*%) Lo < @D Xodl_y, Jes| < logdet (I + W%X2w%> .
Consequently, for all £ there exists M* satisfying

Z—hu—l:k—hu&k,ui; I_17u_1.k_1,0,0 *
DKL(Dyo:k ||Dy0:k A ) <M ’

Dividing by & + 1, the result follows. O]

If A is stable, the adversary’s actions are asymptotically undetectable since the information
flow is 0. This result agrees closely with Theorem 2.1, but is obtained independently using our
new measure of information flow.

In this example, the defender’s control strategy U_,.;_; of state feedback, leaves the system
vulnerable to a replay attack. We have observed that watermarking can be effective against replay
attacks. It is our argument that introducing a physical watermark can allow us to obtain a strong
information flow. We assume u, = Uy(Zy,) = Ly + Auy where Auy, ~ N(0,7) is an IID
watermark. Note that while the watermark is random, it can be predetermined offline so that
Uy (Z},) remains a deterministic function. We now show watermarking creates a strong information

flow.

Theorem 6.10. Suppose the system (2.1), (2.2) with state feedback control and watermarking is
under replay attack, where p(A) < 1. Then, almost surely 7hm 1Fr > ¢, where
—00

tr (P-LOxCT)

5 . S =AxA" + BJB?T.

€E =
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Proof. When under a replay attack, we have [27]

T
L

2k — Zk—N — P*%CA]“(@()'_l — ﬁ:_N‘_N_l) — P’%C AkilijB (Auj — AUj,N) s

<.
Il
o

where NN is some unknown, but large delay between the replayed sequence and the true sequence.

Thus, under attack 2z ~ N (uy, X + I) with

k—1
p = P20 ARGy + PT2C Y AM BA,,
=0
1 Ml 1
S =P 2CAWART + Y ABFB" A T|CT P
=0

Thus, the KL divergence between z; under attack and under normal operation is given by

Dy (DE -4 M5t DT st 00) _ % F G+ 02’% t (6.22)
where
o = i, ci = —logdet (I +%), c = tr(Xg).
From (2.45), it is known that
e+ cp > 0. (6.23)
Furthermore, by the law of large numbers, we know
1l N 2 ag s (Bl
Jim. T ; o 3w (PloscT). (6.24)
Using (6.22), (6.23) and (6.24), we know almost surely that
T D Df—l,u,ljk,l,ug:k,uf:; Df—lﬂ_m-hO,O
TIEEOZ:: kLD, — ||D ) > e (6.25)
By Theorem 6.3, the result immediately follows. [

From the theorem above, the defender can make the asymptotic information flow from an adver-
sarial input arbitrarily large (generating a strong information flow) by increasing tr (15*10 ZCT)

which is a linear function of the watermark covariance 7.
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In fact, previous work on IID watermarking [27] does aim to design watermarks by maximizing
tr (77’10 ECT) subject to constraints on control performance in the system. Thus, our results
motivate the choice of this objective function. The use of information flows also allow us to extend

previous results to analyze optimal detection of replay attacks under watermarking scenarios.

Corollary 6.4. Consider a system with state feedback control and IID Gaussian watermarking
under a replay attack, where p(A) < 1. Let € > 0. Then for some 0 > 6 > 1 there exists a detector

such that By, > 0, ¥ k > 0 and

1
lim sup — log(ay) > = tr (P'CECT) — e (6.26)
Proof. The result follows from Theorems 6.10 and 6.1. ]

6.1.7 Conclusions: Information Flow

In this chapter, we proposed a measure to characterize the detectability of an attack strategy as
a function of the defender’s strategy, motivated by the study of causal information flow. We
then briefly discussed a design methodology to ensure attacks generate adequate information flow.
Finally, we demonstrated how techniques for active detection allow us to increase the information
flow generated by a given adversary. This captures fundamentally the idea of active detection.
Specifically, active detection enables us to design systems where we can better distinguish between
adversarial and normal output sequences. As such, our passive algorithms for detection are more
effective. In general the notion of information flow was not necessary to obtain the mathematical
results in this section. However, using this terminology provides two main advantages as we
consider future work. A language of security in terms of information flow will allow scientists to
begin to develop unifying theories that incorporate both control system security and software/cyber
security. In addition, recognizing the parallels between the proposed work and other methods that
leverage information flow analysis could eventually result in an exchange of tools, techniques, and

ideas which can advance the field of CPS security.



Chapter 7

Summary and Conclusions

In this dissertation, we proposed the technique of active detection for the purposes of designing re-
silient cyber-physical systems that can detect integrity attacks generated by resourceful, intelligent,
and powerful attackers. Here, we were motivated by the fact that standard or passive detection can
fail to distinguish between normal and adversarial outputs. Consequently, the defender needed to
leverage available degrees of freedom to design resilient systems and controllers. Through such
intelligent design, we have shown we are able to detect otherwise stealthy attacks. We proposed
several mechanisms, which allow us to achieve active detection.

To begin, we considered physical watermarking where the defender introduces a noisy Gaussian
signal into the control input. We designed stationary watermarks, which allowed us to detect replay
attacks. Moreover, we designed robust watermarks to counter a class of attackers with model
knowledge. We then considered environmental watermarks, which occur naturally within a control
system and evaluated how the inherent randomness of these phenomena can allow us to detect
replay and simulation attacks. In particular, we considered packet drops at the control input. We
then considered the design of a Gaussian watermark that is composed with (possibly) intentional
packet drops.

Next, motivated by the idea that physical watermarking can fail against classes of model aware

adversaries, we proposed the moving target approach. Here, we attempted to introduce time varying

232
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system dynamics in order to limit an attacker’s understanding of the dynamic behavior of a system
and thus limit his/her ability to construct stealthy attacks. An authenticating subsystem approach,
where an additional time varying system is introduced to the plant, was considered. Here, we
obtained bounds characterizing the effectiveness of an adversary that attacks the CPS. In addition,
we evaluated a hybrid system approach where a system switched among multiple modes. In this
case, we offered design recommendations which enable a defender to detect and identify sensor
attacks in a control system.

As an alternative to the moving target, we considered the robust offline design of systems to
limit the presence of stealthy and harmful attacks. Here, we characterized the effectiveness of both
perfect attacks and zero dynamics attacks. We demonstrated that designing systems that are left
invertible and strongly observable for all feasible attack strategies enable us to detect all stealthy
attacks in deterministic systems, eliminate destabilizing stealthy attacks in stochastic systems, and
possibly perform attack identification and resilient estimation. We used structural system theory
to arrive at graphical conditions which allow us to design left invertible and strongly observable
systems and then solved optimization problems which allowed us to achieve minimal robust design
in distributed control systems.

We concluded by providing brief investigations into the concept of information flow. We argued
that information flow can be used to characterize attack detectability in CPS, proposed a measure
of information flow, and suggested a fundamental design methodology based on this measure.

Significant tasks remain in our goal to achieve resilient cyber-physical systems. This thesis
in large part assumes model knowledge was available to the defender. However, this may not be
the case. It is our argument that active techniques for detection remain effective even when the
model is uncertain or unknown. Here, it is only important to understand how the system responds
to the perturbations a defender introduces and to ensure attacks can not mimic these perturbations.
Passive detection, must however be tuned to recognize the deviations between normal and malicious
outputs in the absence of precise model knowledge.

In addition, this dissertation largely focused on the task of detection. We note that attack
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detection is a critical first step towards responding to an adversary. If an attacker can remain
stealthy for long periods of time, he or she can maximize their impact and cause significant damage
without having to worry about defender interference. However, once an attack is detected, the
defender must respond in order to assure the graceful degradation of cyber-physical systems.

A first task upon detection is to identify the malicious nodes in a CPS. Identifying malicious
nodes allows a defender to design attack specific countermeasures that can allow a system to recover.
For instance, upon identifying malicious sensors, a defender can construct resilient estimators that
bypass misleading output nodes. Additional techniques for active identification can be explored in
future work. Upon attack identification, it is also imperative to design actions that lead to system
recovery. Ideally, to save time, such actions should be obtained automatically upon identification.
Of course, in general the number of possible failure modes can be extremely large in a CPS and as
such developing countermeasures in all scenarios may be intractable. Thus, an important research
problem is to consider how to incorporate risk when designing mechanisms for response and
recovery.

This dissertation explored the process of securing cyber-physical systems from a largely system
theoretic viewpoint. However, a complete study of secure cyber-physical systems must be able to
simultaneously consider both system theoretic security and cyber security. An important problem to
consider is compositional security. We need to understand how properties of security are preserved
or compromised when we combine traditional control systems with communication networks,
software systems, and cryptographic primitives.

Finally, our current treatment does not specialize in challenges which may arise in specific
applications such as transportation systems, the smart grid, health care, and water distribution. For
the results we developed in this dissertation to have a direct impact on society, one has to investigate
how the presented tools can be applied to real world scenarios. While it is unavoidable to reach
different conclusions based on more specific practical models, the mathematical frameworks in
this dissertation offer methods to formally handle many problems that emerge when securing

cyber-physical systems.
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Appendix A

Proof of Theorem 2.6

Proof. We first define function I : Z — RP*? as
I'(d) 2 571471 (d). (A.1)

From the constraints of the optimization problem, we observe I' is an autocovariance function of a

stationary Gaussian process. The proof is divided into steps.

Step 1 Rewrite the objective function and the contraint of Problem (2.52) in terms of the Fourier

transform 7 of I.

Consider a partition of [0, 1/2] into disjoint intervals Z;, T, . .., Z,, where

q
Lﬂ@:&UL:m;
=1

Define o as the maximum length of interval Z;s. By Riemann-Stieltjes integral and Theo-

rem 2.5, f(d) can be written as

)

q
I'(d) = 2%2 Re [Z exp(2mjdw;)v(Z;)

i=1

242
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where w; € Z;. By (2.39) and (A.1),

Y= CIIILI(I)C Z 2 Re {2 Z sym [exp(%jdwi) (pA)* Ez(ﬁ(Ii))] - 52(17(11'))} cr,

=1lim C ) 2Re{2sym [(I — exp(2mjw;)pA) " La(0(T:))] — Lo(0(T;)) } CT,

o—0
=1
q
_ 1 (T T
_(171%0;}"2(%,1/([1))0 .

Notice that the order of summation and limit changes, which is feasible as A is stable. As a

result,
q
tr(XP 1) = lim » tr [Fa(w;, 0(1;))CTPC . (A.2)
o—
=1
Similarly,
q
AJ = ibn%;fl(wi,y(fi)). (A3)

Step 2 Prove that the upper bound for Problem (2.52) is the optimal value of the objective function

of Problem (2.57).

Since AJ and ¥ are always nonnegative, for all w € [0, 1/2] and H positive semidefinite,
fl(waH)ZOa F2<W7H)ZO (A4)

Suppose that the optimal solution of (2.57) is w,, H, and the optimal value of the objective

function is . Since F; and F; are linear with respect to H, it can be shown that
]:1<w*, H*) =0.
Hence, for all 7(I;) and w; € [0,1/2]

tr [Fo(w;, 7(1;))CTPIC] < ZFi(wy, 0(1;)). (A.5)

SRS

By (A.2)-(A.5), for all watermark signals { Auy} with AJ <6,

tr(SP71) < .
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Step 3 Prove that the upper bound is tight.

Consider the point mass measure 7,
7,(Sp) = H. L. esy + Hi Li—w.esp)

where [ is the indicator function. It can be shown that I, (d) is generated by 7,. Furthermore,
by (A.2) and (A.3), the corresponding AJ = § and tr(3P~!) = ¢. Hence, I'.(d) achieves
the upper bound of Problem (2.52). Now it only remains to prove that I',(d) can be generated

by an HMM with p(A,) < p.

Notice that the boundary of the cone of positive semidefinite Hermitian matrices is of the
form hh*. Furthermore, since F; and F, are linear with respect to H, for fixed w, the
optimization problem (2.57) attains its maximum on the boundary of the cone (through it is

possible that an interior point is also optimal), which proves (2.60). As a result,

H, = (hy + jhi) (k) = jhl) = hehl + hib] — j(hehi — hih]).

It can be shown that the watermark signal {Aw;} generated by the HMM (2.61) follows

(2.56), which proves that (2.56) is the optimal autocovariance function for Problem (2.52).

]



Appendix B

Proof of Lemma 3.2

Proof. We begin with the following Lemma.

Lemma B.1. Assume {n;} is a stationary Markovian drop process. Suppose o > 0 and 3 > 0
are chosen so that the system has finite cost J,) [42][Theorem 3] in the absence of a Gaussian

watermark. Consider Ty41 = (A + NiBL(w))Tk and ), = (A + 0B L) T},

_ o =0 2y -1 =0

xé n-1=1 93(1)/ n-1=1

Then, we have
lim B[Z2) |nr_1 = 0] = 0, lim E[ZLz)|n_1 = 1] = 0,
k—o0 k—o0

lim B[z,#)] =0, lim E[(z})?%] =0,

k—o0 k—o0

wherei,j € {1,--- ,n} and T is the ith element of Ty, and ], is the jth element of T,

Proof. Define Jy = Z,]fzo ¢E[z] 7)) where € > 0 is chosen so eI < W. Moreover the cost to go

function is defined as V;(z;) = Zg:j B[z Tk|n_1.;_1]. We show that

— E[zESkzen-14-1]  (m—1 = 0)
Vi(Tk) = : (B.2)

Elzf RpZ|n-16—1] (qp—1 = 1)
245
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where

Sk = 91(§k+1> Rkﬂ), Rk = 92(§k+17 Rkﬂ),

a(X,Y) el + (1 —)ATXA+aF"YF, g2(X,Y) = el +BATXA+ (1 - B)FTYF,
and F = A+ BL(y, Sy = €l, Ry = el. The proof is by induction. (B.2) holds for k = N.
Assume it holds for £k = ¢ 4+ 1. We next show (B.2) holds for £ = ¢. Conditioned on 7,_; = 0, we

have

V(@) = E[G@T@ + ‘7t+1(ft+1)|77—1:t—1],
=Elez!z, + 7] (1 — ) ATS, 1A+ aFT Ry 1 F)Z4|n_1.4-1),
= E[ftTgl(gtH, Rt+1)ii“t’77—1:t—1] = E[ffgtftm—l:t—l]-

The case when 7, _; = 1 is similar. Thus,

B 0T G 20 4 (TR 21
R e 53

We claim that limy .., Jn exists. Consider the sequence
Sit1 = 91(Sks Rie)s Rig1 = 92(Ses Rie), Ro = Sp = el (B.4)

We observe that g1 (X, Y') and go(X, Y') are monotonically increasing functions in (X, Y'). Because
S1 > Spand Ry > Ry, we see that {Sy. } and { Ry} are monotonically increasing in the semidefinite

sense. Now consider the sequence
Sei1 = hi(Sk, Ri), Ris1 = ha(Sk, Ri), Ro = So = el (B.5)
where we define
hi(X,Y) EW +aL{ UL + (1 —)A" XA+ aF"YF,
ho(X,Y) EW + (1 = B)L{, ULy + A" XA+ (1 - B)FTYF.

Again, we observe that h; (X, Y') and hy(X,Y) are monotonically increasing in (X, Y’). Because

S1 > Sy and R; > Ry, it can be seen that {S,} and {R;.} are monotonically increasing in the
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semidefinite sense. Moreover, due to Lemma 4 in [42], {S;} and {R}.} converge. We observe that
if X < XandY <Y, then g,(X,Y) < hi(X,Y) and g2(X,Y) < hy(X,Y). Since Ry = Ry
and Sy = Sy, it can be seen that S, < S, and R, < R, for all k.

As a result, {S;} and {R;} are bounded above by a monotonically increasing, convergent
sequence, which in turn means that {S;.} and { R} are bounded. From the monotone convergence
theorem {S;} and { R} converge to some S* and R*. It is immediately seen that

T T
, Ba)” S*x) + axy” R*xj
lim Jy = .

N—oo o+ 5

(B.6)

Note that Jy = fozo ¢E[z]7;]. Since Jy converges to a finite constant, limy . E[Z] ;] = 0.
Since 0 < E[(z})?] < E[z] zx], we immediately obtain
lim E[(z})?] = 0. (B.7)
k—o0
By symmetry this also implies that limy,_,., E[(Z]')?] = 0. By Cauchy Schwartz, we see

0 < (E[z;z}])* < E[(z},)"JE[(&})?). (B.8)

Since E[(7%)?|E[(z1)?] converges to 0, we know (E[7%%7])? converges to 0 and thus

lim E[z,z)] = 0. (B.9)
k—o0
Next, we observe that
min(a, s L
IO ) 38 Py = 1] < Bl(2L)?) (8.10)

a+p
where [ € {0,1}. As a, 3 > 0 by assumption, we know limy, . E[(Z%)?|nx_1 = [] = 0. Using the

Cauchy Schwartz inequality in a similar manner as before, we see

lim B[z,z) s = 1] = 0, lim E[z,2) e = 0] = 0. (B.11)
—00

k—o0
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We are now ready to prove the desired result. To this end, we first observe that

Blafolaln =01\ _ (Elsallns =0 .
= Lo . )
E[%Hffﬂlm = 1] E[i’kff!nm =1]
As a result,
E[Z, 2 ne_1 =0 ) 2T
Tii -y =0 oy R (B.13)
E[z},7% k-1 = 1] xg "

Leveraging (B.11), we see that limy_,o, E[Z,Z} |n_1 =[] = 0 for [ € {0,1}. Consequently, we

have
00T
lim 25| 7°7 | =o. (B.14)
k—o0 .213(1)/.2?(1) T

Note that 2 , 23, #{, and @} can be chosen so that L} is applied to an arbitrary canonical basis

vector in R?™*™, Thus, for all M € R*", limy_,, L&(M) = 0. Thus, Ly is stable. O



Appendix C

Proof of Theorem 3.4

Proof. We begin with the following Lemma.

Lemma C.1. Suppose pq is chosen so the system with IID drops has finite cost J) [42][Theorem
3]. Then the matrix (A + pgBLy)) is Schur stable. Moreover, the operator L1(X) £ pa(A +
BL(4)) X (A+BL)) " +paAX AT is stable. Specifically, VM € R™", we havelimy_,o, L5(M) =0

Proof. Consider the systems Ty = (A +n.BLw))%y, and 77, = (A + . BL)) 7). where 1, is

an IID drop process with drop probability ps and Zg = o «, T( = 2 .. Observe that
E[z] = (A + paBL)) xo .. (C.1)

Noting that the IID drop case is a special instance of Markovian drops, we know from Lemma B.1
that limy, . E[(Z%)?] = 0. Using the fact that E[(z})?] > (E[z%])? > 0, we have limy ., E[Z;] =

0. As aresult, for all z, € R"
klim (A + paBLy)) w0, = 0. (C.2)
—00

Thus, (A + paBL)) is Schur stable. Next, we note that

E[j;c-&—ljZ—H] = L1(E[z},7()). (C.3)
As a result,
E[z) 7] = LY (2g,25.,). (C4)

249
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Leveraging (B.9), we note limy_,, E[Z}Z}] = 0 and this implies
Jim L5z ,x,) = 0. (C.5)

Note that 7( , and . can be chosen so that L is applied to an arbitrary canonical basis vector in

R™", Thus, for all M € R™™", limy,_,o, L¥(M) = 0. Thus, L, is stable. O

We now proceed to the main proof. We obtain an equivalent realization to (3.48) by using
autocovariance functions I'(d) £ E[Au A, 4).
Step 1: Calculate J in terms of T'(d):

Let us first compute
Elz{ Wz, + v/ Uuy] = tr(WCov(z;)) + tr(UCov(uy,)),
for fixed ¢t > 0. It can be seen that

Ty = ll,{nk}(w—oo:t—la U—oo:t—l) + Vt(Au—oo:t—l)a (C6)

Ut,c = l2,{nk}(wfoo:t717 ’Ufoo:t) + ntL(b)f)/t(Aufoo:tfl) + ntAuta

j=1—1

[e'e) t—1
Ye(AU_ooi—1) = Z { H (A+njBL(b)>] n—iBAu_;,
t

1=1—
where [, and [, are linear functions of the process and sensor noise for fixed realizations of the drop

process 7. Since {wy} and {v;} are independent of Awuy, we observe that

N-1
_ 1
J = Jwy(pa) + N Nh—I>nOO ; (tr(WCov(fyt)) + tr(UCov(n:[Lnyye + Aut]))> . (C.7)
Step 1a: Calculate Cov(vy;):

Define Z, £ 377, vi4vi; where

1

-
|

Vit £ { (A + T}jBL(b)):| T],iBAU,i.

j=1—i

We see that E[Z, 4] is equal to

E[(A+nBLw))Z:(A+mBLw)" + n; BAu,Au; B'].
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Since 7, is independent of Z;, we have

E[Zi11] = L1(E[Z]) 4+ paBT(0)B”.

251

Since L, is stable and the system has been running since k = —oo, E[Z,] is the unique solution of

the following fixed point equation.
E[Z)) = L1(E[Z)]) + paBT(0)B" = L,(BT'(0)B").
In addition, let

t—1
Yd £ Z 51t71t7 zt |: H A_'_UJBL )):| nfideAufifd-

i=1—t

By similar reasoning, we find that E[Y;?] equals
Ly (pa(A+ BL)) (A + paBL))* ' BI'(d)B”
(Pa(A + BL@y))(A + paBLw) (d)B").
We argue

=2 i sym[Y] + L,(BT(0)BT),

d=1

Zt+ZYd

Cov(y) =

where

Y = Li (pa(A+ BLt))(A + paBLw)" ' BT (d)B") .

Step 1b: Calculate Cov(n[Lw)v: + Auyl):
We argue that

Bl LiynAuf) = piLay Y (A +paBLg)*BT(d+1).
d=0

Therefore, we obtain
Cov(m[Lyy + Aui)) = pa (T(0) + L(b)Cov(y)Lﬁ))

+ 2sym < » Y (A+ paBLey) B (d + 1))
d=0

(C.8)

(C.9)
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where Cov(y) = Cov(v,) is given in (C.8). Note, Cov(7,) is constant in ¢. Substituting (C.9) into

(C.7), we have
J = Jy(pa) + te(paUT(0)) + tr((W + paLiyyULg))Cov(7))

+tr <2Usym <]5§,L(b) Z(A + paBL) BT (d + 1))) :

d=0

Step 2: Calculate Ely} y}|Ho] in terms of T'(d):

Recall from the proof of Theorem 3.3 and (3.47)
E[yy yi|Ho] = tr (CE[z},z]CT) .
We observe that 2}, = ;. Thus, from (C.6), we assert
Jlim Ely; yy,|Ho) = tr (CCov(y)CT). (C.10)

Step 3: Convert to Frequency Domain:
Optimizing over the autocovariance functions is intractable as there are infinitely many optimization
variables. In this case, as in Theorem 2.6, we will leverage Bochner’s theorem in [25, p.64] (see also
[26]). For ease of presentation, the theorem is repeated here. This theorem provides a frequency

domain representation of an autocovariance function of a stationary process:

Theorem C.1 (Bochner’s theorem). I'(d) is an autocovariance function of a stationary Gaussian
process {Auy} if and only if there exists a unique positive Hermitian measure v of size p X p
satisfying

0.5

['(d) = / exp(2mjdw)dr(w).

—0.5

Note that a positive Hermitian measure v takes a Borel set in [—0.5, 0.5] and outputs a positive
semidefinite Hermitian matrix in CP*?. We choose to optimize over I'(d), which has bijective
relationship with ['(d). By assumption f(d) is an autocovariance function of a stationary Gaussian
process. As a result, we can use Bochner’s theorem to rewrite f(d) in terms of a Riemann sum.

Specifically,

q
['(d) = lim 2 9Re [Z exp(QWjdwi)D(]i)] : (C.11)

o—0
i=1
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where ; N I; =0, UL, I, =10, 0.5], w; € I; and o is the maximum length of I;. Here, we also

leverage the fact that f(d) is real. Moreover, from (C.8), we see that
q
Cov(y) = lim (2 Re [QSym <L1 [pd exp(27rjw,~)QlBﬂ(Ii)BTD 4L [Bﬁ(]i)BT} D

oc—0 4
1=

q

= ;'IE)HO 3 (2 Re [2sym<L1 [ﬁd exp(27rjwi)QgBﬁ(Ii)BTD + Ly [Bﬁ(]i)BTH>7

= }TILHZF2 wi, (1), pa).

where
O =p(A+ BLy)) Z pexp(2mjw;) (A + paBL)))" ",
d=1
Oy = ﬁ(A + BL(b))(I — ﬁexp(27rjwi)(A + ﬁdBL(b)))_l

The inverse is well defined since we showed (A + paB L)) is Schur stable. By similar reasoning

it can be shown that

q
J = Joy(pa) + lim > Fy(wi, (L), pa)- (C.12)
i=1
Replacing p(A,,) < p with Assumption 1 in problem (3.48), we arrive at the following equivalent
formulation: .
maximize lim tr(C Fy(w;, o(1;), pg) CT
e 2 (CFy(wi, (1), pa)CT)
q
subject to Jy)(pa) + lim >~ Fy(wi, #(1), pa) < 6, (€19
o—0 P
0<ps<Ll

Step 4: Demonstrate Equivalence:

The rest of the result follows from Steps 2 and 3 in the proof of Theorem 2.6 when p; < 1. In
particular, we can leverage the linearity of F5 and £} in H for fixed p; < 1 and w to show that the
optimal value of (3.49) is an upper bound on the optimal value for problem (C.13). Then, we show

that for Borel set S, C [—0.5, 0.5], the measure

ﬁ(Sb) = Hw*eng* -+ ]I_w*egbconj(H*), (C14)
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where [ is the indicator function and conj refers to the complex conjugate, achieves this upper

bound. The resulting autocovariance function is
I'(d) = 25" Re(exp(2mjdw.)H.), (C.15)

and can be generated by the HMM (3.50) if there exists an optimal /7., which has rank 1. Theorem
7 of [27] demonstrates the existence of such a solution, while the associated proof shows how such
a solution can be constructed from an optimal H, with rank greater than 1. When p; = 1, F; and
F are identically 0, establishing the equivalence of (3.49) and (C.13) in this scenario. Note also in
this case, (if J)(pg) < 0) any stationary Gaussian process in the feasible region is optimal since

the resulting additive input is immediately dropped. ]



Appendix D

Proof of Theorem 4.7

Proof. For simplicity let the sth row of D be referred to as D®. We first proof sufficiency. Suppose

I e A'NA%and a; € CZimAD g, € CZi7i(M2) guch that

Via, = VM, # 0. (D.1)
Let VM be given by
g Asd g Ag A g Ad AJ 1,7
Up Y21t U Ui Vgt Upp ottt Upg o Vgt Umj:lx,j )

and let 23(j) = VM. Suppose D*d(j) = C*(5)A(j)*z&(j). It can be shown that for k > 0

AV a; + F LWV ey + - %jW(Akwyﬂaj kE<r(\)-—1

D*di(j) =
Y Aj r(3)-1 Aj
)(\)—!VSJ]O(]' + %%()\k)v&jaj + -+ m%(kk)v&ﬂ(k)aﬁ k Z 7”()\),
(D.2)
where V;\,g is the kth row of V. From (D.1), D*d¢(1) = D*d%(2). Moreover, using (D.1), it can
be inductively shown that the attack is nonzero for some time k. If the attack is purely real, the
result holds. If D*d{(j) is O or purely imaginary for all &, then c; and 2 can be scaled by a factor

of 7 and the result will hold with a purely real attack. Finally, if alternatively, D*d}(j) contains

both real and imaginary components, then an attack can be constructed by adding the conjugate so

255
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that

Ddgi () = C*(1)AG) () + C* () AG)Fg(5) = C* () AG) (25 (5) + ¢ (7).
Therefore,
DAdji(1) = C* (DA (x5 (1) + 23(1)) = C*(2JA(2)* (§(2) + x5(2)) = D*dy(2),

which will be nonzero since C*(;j)A(j)*z2(j) has real components for some k& > 0. Thus, the
result holds.

We now prove the necessary assumption. Without loss of generality, suppose the first z
eigenvalues of A' and A? are the same so that \; = A\? for k < 2. Assume the rest of the eigenvalues
are different. In particular let A* = {\y, -+, A\, Fand A% = {1, A, A1, s Adrtgo—s -
Let (), j) = max; r;(], j), characterize the maximum block size of eigenvalue A for A(j) and
let7+ 1> 2n.

Define G();, j) € CTH1xm (i) ag

1 0 - 0
PYREE B 0
N2N e 0 : (D.3)
T -1 1 dr Qi -1 oy
N AT a1

where the kth column is obtained by taking entrywise, the corresponding (k — 1) derivative of the

associated entry in the first column and dividing by (k — 1)!. Let G,, Gy, G, be given by

Go=|G(\,1) G(\,2) - G\, 1) G(AZ,2)},
Gy = |G(Agr,1) --- G(/\ql,l)},
GC: G()‘Q1+172) G(/\q1+q2—za2)‘|'

Finally, let G* = {Ga Gy Gcl. Note that G* € C"1** where x < 2n by construction.
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Consider vectors 77/ € C2x ") and define V27, V2, Vb, Ve,V as

T

V?“J = |:VS>:117-777747.] . V;;’Z()\“J)T/L]} s
5 T
vi= {(f»shl)T (VR e ()T <1>3272>T} ,
5 r T
R (S R i

- T
l>§= (]}?q1+1’2)T (]}8)“71+Q2Zv2)T:| :
Ve [ 007 <1>§>T]

From Theorem 4.6, the attack is not unambiguously identifiable up to time 7 if and only if there

exists real vectors =} and x2 such that
C(1)A()rzg = C(2)AQ2) 23, 0<k<T. (D.4)

with C(1)A(1)*x} # 0 for some time in 0 < k < 7. It can be shown that (D.4) holds only if there
exists vectors 77 € CZx+(i:9) such that G*V, = 0. We now analyze the null space of G*. We
observe by construction that G* has 7,,;, = > ,_, min; r*(\;, j) pairs of identical columns. Thus,
null(G*) > 7. Let G* € CTt1¥rmes be obtained by deleting duplicate columns of G* where

Tmaz < 2n < 74 11is given by

z q1 q2+q1—=
Tmaz = E maxr*(A\;, j) + E (A, 1) + E (N, 2).
J
i=1 i=z+1 i=q1+1

Let G*;,une be a square matrix obtained by removing the last 7 + 1 — r,,,, rows of G*.
q y g

T
trunc

We first show that the null space G* is empty. Suppose it was not. This would imply the

existence of a complex nonzero polynomial p*(z) of degree r,,,, — 1 with the property

. dp* dmax; r*(Ak,j)—lp*
pr) =0, (M) =0, s (k) = 0,
forl <k <z,
. dp* dr*(/\i,l)flp*
p* (M) =0, %(Ak) =0,--- ,W(Ak) =0,
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forz+1<k<q,and

dp*
dx

' dr*()\i,Q)flp* ()\ )
Cdp 21 \F

forg +1<k<q +q — =z

But this contradicts the fundamental theorem of algebra since it would imply a polynomial of

T

degree 7,4, — 1 has r,,,, zeros. Thus, the null space of é*tmm

is empty.

Therefore, by the rank nullity theorem Cj*tmnc is full rank and therefore G* is full rank.
Consequently, rank(G*) > 7,,4.. However, null(G*) > r,,;, and the number of columns in G* is
Tmaz + Tmin- Therefore, strict equality holds and rank(G*) = 7,4, and null(G*) = 7,,;,. As a

result, one excites the null space of G* only by exciting pairs of identical columns in G*.

Thus (D.4) holds only if there exists "7 € CXr "+ i:7) guch that for 1 < i < z

Ayl Ai,2
Vs,l Vs,l
Ay 1 Ais2
VSQ i1 Vi 0.2
n o+ n= =0,
Ady1 Aiy2
L ¥ s,ming 7*(X;,5) | L " s,ming 7 (X;,5) |

and
Xi,arg max; r*(X;, )
s,ming r*(X;,5)+1

nz.argmanr (Nid) — 0.

Ai,arg max; m* (Aq )
s,max; 7* (A, )

Moreover, for z + 1 < i < ¢,

_ i -
Vs,l

Ai,l

VS,Q

n“l =0, (D.5)

iyl
Ve
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andforqy +1 <1< 2

Aiy2
Vi

S,

Ayl
Vs

' =0, (D.6)

Ai,2
Vern)]

For 1 < ¢ < 2, this can be rewritten as
Vg\i,lni,l + Vs)\i,lniz —0

From (D.5) and (D.6), we can see that C(1)A(1)*z} # 0 for some time in 0 < k < 7, while

(D.4) holds only if there exists 1 < ¢ < z such that
Vs)\i,lni,l + Vski,lniz — O, Vs)\i,l,r]i,l ?é 0

If the condition does not hold, since 7 + 1 > 2n, one can detect an attack at time £ = 2n — 1 (or

given 2n measurements). The result immediately follows. O]



