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Summary

» towards a re-definition of Dark Networks
» framing the issues & challenges
» the foundations of a new perspective

» a critique
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The Labyrinth: A Legend

» King Minos of Crete was gifted a bull by
Poseidon intended for sacrifice. In his
hubris, he broke his covenant and decided

to keep the bull

» As retribution Poseidon caused Pasiphae,

Minos’' wife to desire the bull and

consequently she asked Daedalus a
brilliant but mad immigrant scholar to
fashion her a wooden cow with which she

can mate with the bull.
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The Labyrinth: A Legend

» The result was the birth of Minotaur,a
being with a human body and a bull’s
head. Shocked, Minos requested Daedalus
construct a Labyrinth so puzzling that
Minotaur could never escape it, and so he
did. Such a a construction he created that
he himself could not understand or know

its design.
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The Labyrinth: A Legend
» When Theseus—a great hero-prince—was sent to
Crete to be sacrificed to Minotaur, a daughter of
Minos fell in love with him and implored Daedalus
to show Theseus the secret of his Labyrinth. Too
complex for any direct solution or a map of its
inner designs, Daedalus provided a heuristic—a
method-by which Theseus can escape the

Labyrinth.

» Daedalus provided Theseus with a flaxen thread
and instructed him to unspool it on his entrance.
This thread will help him identify/find a way out

so long as he follows it back.
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A Lesson

The No Model, Model: Daedalus, as brilliant as he was, created a system even
he could not map—could not to help Theseus. However, given the
complexity of the system he was able to produce a method—a tool-to help
Theseus identify a path.

» Public Policy D Security Policy D Targeting Policy, at their best, should
not be concerned with the singular correct answer but with providing the
correct set of policy (tactical or strategic) options. The "system”—even
one that is pre-designed—is often too complex, and consequently, a single
correct answer may not exist or be practical to identify.

» To provide said options, any collection of tools, frameworks, and/or
methods must possess 3 attributes

They must be: principled provide a measure of confidence
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problems with the so-called Dark Networks framework*

» Ambiguous definition [18, 15, 16, 9, 7] : are Dark
Networks networks of bad actors or just networks
with bad actors embedded.

» Structural viewpoint insufficient [23, 14, 1]: Little
evidence that Dark Networks are structurally
discernible

» Lacking (or incorrect) confidence reports & —
[13, 19, 12, 3, 5, 8] o

» Relies on explanatory models without inference
capability [10, 4, 21, 22]

*citations are critiqued works, not supporting evidence
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Centrality Measures

> Degree Centrality Cp(i) = k(i) = >; Aij = >_, Aji for undirected graphs
>4

with Ch (i) = li normalized € [0,1]
n—1
» Closeness Centrality C}, (i) = ————— normalized € [0, 1
D( ) Z]' d(’L,]) [ ]

» Betweenness Centrality normalized € [0, 1]

e 2 st (4)
Cp (i) = (n—1)(n—2) > Tt

sFEtH#1

» Eigenvector Centrality given by v; = %EJ Aijv; such that Av = v, &
choosing the eigenvector associated with the largest eigenvalue.
Consequently, normalized by maximum value € [0, 1] by the factor

Zi VUmaz — Vi
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Centrality Measures (extended)

> Katz Centrality [11] » Subgraph Centrality [6]
N
Crarz(i) = >3 o (4") Can( (v))*
k=1j=1 j=1
» PageRank [17] » Information Centrality [20]
) n
PR( ) d Z out CI(Z) = n 1
JEM(i) Cb Z]’:l E
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Case Study: Centrality without confidence & Key Player algorithm

Consider: [2] identifies a heuristic that can maximally
fragment networks given that node " neutralization”
occurs, dubbed Key Player.

» Is fragmentation (always) the correct answer?
Case: AlQaeda in Iraq = ISIS

» A heuristic measure that reports no level of
confidence: What is the distribution of similar
networks where the set of key players proposes
results in the fragmentation of an observed
network?

Misuse of Social Network Analysis
Observed networks are realizations from an ensemble of random networks each

of which equi-probable. The best it can offer is a risk management perspective.
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Generating an ensemble: degree-preserving rewiring

Many methods of generating ensembles of random networks given an observed
network. The key is to first choose an invariate quantity and computationally
generate it

» observe the invariate
» explore the probability space
» calculate quantities of interest

» calculate statistic of interest

1. Original 2. Stub network 3. Rewiring 2 dyads
[ N N ) [ B N Y ) o ® 09

e o g L |
N({k:)) =T1; k;!
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Risk Perspective: Information & Mathematical Surprise (Entropy Divergence)

» Information (Shannon) Theory offers a natural mathematical framework
for risk analysis of Dark Network centrality distributions

» Specifically Information Divergence (Kullback-Leibler Divergence)

’ o0 - i (53)

TEX

» How much does one quanity diverge from another quantity (probability
distribution)

Information Divergence
How much will | (the analyst) be surprised if this node of interest had a
different centrality measure given its random network ensemble under the

constraints of my rewiring/invariate?
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Combining Centrality Measures: Letting the Analyst Choose

Because we can generate our network ensemble and
thus compute the centrality measures of our ensemble
for each object we can generate a vector of centrality
information divergences for each node. Reducing that
to a mean value for each centrality measure, a
concurrent comparison can take place and now we can
use multivariate analysis
» Our data is now a collection of independent
observations (from a comparison to the ensemble
of generated networks)

» Anything that can be computed with independent
and identically distributed datasets can now be
computed for our centralities’ information
divergences without additional assumptions
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The Multivariable Case: Regular Equivalence & Structural Equivalence

Defining New Quantities

Now we have a vector of centrality information divergences (suprise quantities),
and we can being to explore simple mathematics to understand our new
framework. For example, how would the notion of structural and regular
equivlance be described in this framework?

» One answer: Cosine Similarity
A-B

<osO) = [

» Here A and B are a vector of centrality information divergences for node a
and node b.

> cos(f) is a measure between 0 and 1 describing their similarity - hence the
notion of regular equivalence
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The Multivariable Case: Outliers & Mahalanobis Distance

Defining New Quantities
We can also compute interesting measures that were not easily computed prior.
In some cases identification of node outliers may be of interest. In this case we

can use distance-grouping measures such as the Mahalanobis Distance which

identified outliers based on data clustering
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What else?

...many other measures

we said

They must be: principled flexible provide a measure of confidence

but...

Is it useful?
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Public and Security Policy

» public policy should not be concerned with the correct answer, nor was it
ever intended to

» the golden age of public and security policy occurred before most
significant advances in technology

» public and thus security policy should and is concerned with the correct
ensemble of options; method should reflect that

» public policy scholars should be concerned with the study of an ensemble
of choices
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